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Deleted Data

Applications / Any.do / Contacts @
Josef Compelson

¥ Email compelson.test@gmail.com
B Picture Url https://graph.facebook.com/774783652638151/picture?
height=200&type=normal&width=200
Source File phone/applications0/com.anydo/live_data/databases/data : 0x23f54 (Table:

shared_list_members)

Josefine Compelson X Deleted

¥ Email another.compelson.test@gmail.com
B Picture Url https://lh3.googleusercontent.com/-cg313GcmCIlg/AAAAAAAAAAI/AAAAAAAABTC/
IbhFClnnx_g/photo.jpg
Source File phone/applications0/com.anydo/live_data/databases/data : 0x23e68 (Table:
shared_list_members)
Applications / Messenger / Conversation Users ™
20684AmraalRama X Deleted
& User Name dhanAmraal Ramadhanam
€& Communication Rank 595473.225
Is Friend v yes
© Last Synced 4387-01-30 07:17:45 (UTC+1)
Source File phone/applications0/com.facebook.orca/live_data/databases/threads_db2 : 0x6732d

(Table: thread_users)

Applications / Hangouts / Account: James Compelson / Aditional contact info
+15536565457

& Contact Amanda Knight
o/ Phone Number +15536565457
Is Hangouts User Xno
Type Work
Source File phone/applications0/com.google.android.talk/live_data/databases/babel1.db : 0x30f97

(Table: merged_contact_details)

Applications / WhatsApp / Other Contacts ®
Megan Brandt

o/ Phone Number +14102526985

Source File phone/applications0/com.whatsapp/live_data/databases/wa.db : 0x3fa3 (Table:
wa_contacts)
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Applications / Messenger / Conversations ©
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| 1
| EDraft | 1 Failed message
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& Participants

Source File

Gabie Case

© Last Activity
& Participants

Source File

GROUP:1797645753648995

© Last Activity

Source File

2017-12-04 11:56:57 (UTC+1)
Gabie Case (Gabie Case)

Unknown message

phone/applications0/com.facebook.orca/live_data/databases/threads_db2 : 0x8133e (Table: threads)

2018-06-06 02:52:36 (UTC+2)
Gabie Case (Gabie Case)

phone/applications0/com.facebook.orca/live_data/databases/threads_db2 : 0x36a36 (Table: threads)

2018-06-06 12:00:34 (UTC+2)

phone/applications0/com.facebook.orca/live_data/databases/threads_db2 : 0x368d2 (Table: threads)

}GROUP:1747500808616922{}{"days_in_streak":0,"is_expira

Source File

phone/applications0/com.facebook.orca/live_data/databases/threads_db2 : 0x3531f (Table: threads)

HH{"days_in_streak":0,"is_expiration_imminent":0,"stre

Source File

phone/applications0/com.facebook.orca/live_data/databases/threads_db2 : 0xcf51 (Table: threads)

Applications / WhatsApp / Conversations

Legend:

| Sent message

| | Received message

| 1
| EDraft | 1 Failed message

hi. do you have time this weekend???

& Participants

Source File

yep:) maybe next time.

& Participants

Source File

np;)
& Participants

Source File

bye..

& Participants

Source File

ames Compelson

phone/applications0/com.whatsapp/live_data/databases/msgstore.db :

phone/applications0/com.whatsapp/live_data/databases/wa.db (Table:

ames Compelson

phone/applications0/com.whatsapp/live_data/databases/msgstore.db :

phone/applications0/com.whatsapp/live_data/databases/wa.db (Table:

ames Compelson

phone/applications0/com.whatsapp/live_data/databases/msgstore.db :

phone/applications0/com.whatsapp/live_data/databases/wa.db (Table:

ames Compelson

phone/applications0/com.whatsapp/live_data/databases/msgstore.db :

phone/applications0/com.whatsapp/live_data/databases/wa.db (Table:

Unknown message

0x5983f (Table: chat_list)

wa_contacts)

0x5981b (Table: chat_list)

wa_contacts)

0x59810 (Table: chat_list)

wa_contacts)

0x4d6e4 (Table: chat_list)

wa_contacts)

Deleted message X

X Deleted

X Deleted

X Deleted

X Deleted

X Deleted

Deleted message X

X Deleted

X Deleted

X Deleted

X Deleted
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Applications / WhatsApp / Messages ()

1 # Megan Brandt (Megan Brandt) 2016-04-15 13:49:58 (UTC+2) IEll X Deleted
Bye..

From James Compelson (James Compelson)
% Conversation 420732402612@s.whatsapp.net

Source File phone/applications0/com.whatsapp/live_data/databases/msgstore.db : 0x453f9 (Table: messages)

Applications / Viber / Messages ()

1 # Megan Brandt (Megan Brandt) 2016-04-15 16:40:15 (UTC+2) INEll X Deleted
Tomorrow???

From James Compelson (James Compelson)
% Conversation +420732402612

Source File phone/applications0/com.viber.voip/live_data/databases/viber_messages : 0x7df1 (Table: messages)

2  Megan Brandt (Megan Brandt) 2016-04-15 16:40:29 (UTC+2) [ECAd X Deleted

From James Compelson (James Compelson)
% Conversation +420732402612
Source File phone/applications0/com.viber.voip/live_data/databases/viber_messages : 0x7c94 (Table: messages)

Applications / Messenger / Messages
.

To Gabie Case (Gabie Case)
%, Conversation Gabie Case
Source File phone/applications0/com.facebook.orca/live_data/databases/threads_db2 : 0x66024 (Table: messages)

Conversations (19
' 9 1970-01-01 00:57:55 (UTC+1)

%) Conversation c
Source File phone/applications0/com.android.providers.telephony/live_data/databases/mmssms.db : 0x2b0f54 (Table: part, pdu,
addr)

1970-01-01 01:00:00 (UTC+1) [} X Deleted

%) Conversation c
Source File phone/applications0/com.android.providers.telephony/live_data/databases/mmssms.db : 0x4e6fd (Table: part, pdu,
addr)
3 @ 5376905534 XMS code. Thank you, your phone number is now succesfully verified. 1970-01-01 01:00:01 (UTC+1)
% Conversation 5376905534 XMS code. Thank you, your phone number is now succesfully verified.
Source File phone/applications0/com.android.providers.telephony/live_data/databases/mmssms.db : 0x341b04 (Table: sms)
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Captured Phone Photos

Phone photos @

Front Back

Messages

13

& = Martin Rudolf

How r u today? 1117 .~

Hey, Im doin'’ great...

Whats up with you? Any
plans for the weekend?

Nothing spicial, just chilling

with some guys from our

house. What about you?
i

Im going to visit my elders in
my hometown... |

Oh and on Sunday Im

going to play football

with my brother and his
classmates... 11:2

That should be fun;) 1

Yes for sure) o o0

®| v @

WhatsApp
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Web history
11:34 -y —aio}

BOOKMARK HISTORY
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B english.pdf - Google Searc..
E Connecting an Android ph..
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# OSM on Paper - OpenStre..
E open street naps free size..

Last 7 days

@ Pavel Tomek, Author at A..

E http://www.warmpeace.cz..

B Warmpeace
o

Clear history
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LOCAL

1

English grammar

1 Summary
Grammatical units « 2
The grammatical units of English are these: word, phrase, clise @
Waord classes + 3

The main word classes are these: verh, moun, adjective, adverh, pr
determiner, pranoun and conjunetion.

Key to symbols

Fhonetic symbols

ke = bint 7 first b oo P !

Cten % b popa ir v Bouse : et
T m e Dbk e et There are these kinds of phrase: verh phrase, soun phrase, adjecii
e wn o pay Ul @ three n mext adverh phrase and prepositional phrase.

whod o d 8 this n song o e

T I s =il I ke

wdg MW §good  zzoo oS The sentence elemsents are these: subject, verb, object, compheme
sball  mobay A cheese | ship iy

v book  w dear  d3just 3 plasure  w will English compared with sther linguages + &

wfool  eo chair English words do noe have a lot of differen endings for mumber a2
Aeup wa sure Ward oeder i very imporan in English.

The verh phrase can have a complex structure,
There arc many idioms with prepositions,

i fnr lisking ¢ nevineanesd befns o el b din Rritich Bnali

2 Grammatical units

& FLIGHT ASROURCEMERT

G evening. ladies and genlemen, O behalf of Brisish Inland
Masve ane s crew wefcome you on board the Start Herald Flig
Southamptan. Our fTight time will be approcimatels forty-five m
sl e climbing s aftituele afeight howsamd feet and criisin
e A andd fifiy suifes per hor,"

oo ML Underwosd sad P. Basr Listenrrs )
The grammsatical units of English ane words, phrases, clises and

Words
The words in the announcement are goad, evening, ladics, and, g
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Other @

11:26

Fri, April 20
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Lock screen
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Contact Accounts w

1

>

Google

2 Google

Phone Memory

SIM

Name

Type
Associated Contacts

Name

Type
Dataset

Name

Type
Associated Contacts

Name

Type

james.compelson@gmail.com
com.google
1

james.compelson@gmail.com
com.google

plus

vnd.sec.contact.phone
vnd.sec.contact.phone
15

primary.sim.account_name

vnd.sec.contact.sim
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Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

Contacts «s

All phone contacts, sorted by name in ascending order

1 Aaron Witcher

2 Alkiviadis Loukas

3 Alphonso Neely

|

4 Brianna Ammerman

R M O Be Be

{3

R M O Be Be

{3

R M O Be Be

{3

B MW DB de

Group ID

First Name
Last Name
Mobile

Home Email
Home Address

(Google Maps)
Birthday

Group ID
First Name
Last Name
Mobile
Home Email

Home Address

(Google Maps)

Birthday

Group ID
First Name
Last Name
Mobile
Home Email

Home Address

(Google Maps)

Birthday

Group ID
First Name
Last Name
Mobile
Work
Email

Work Address
(Google Maps)

Note

Number of Messages

621

Aaron

Witcher

+7698754122

a.witcher@mail.ru

Street Karla Marksa Street, 124
Country Russia

1954-01-01 01:00:00 (UTC+1)

628

Alkiviadis

Loukas

+30657452894

loukas@mail.gr

Street Valaoritou 33
Locality Trikala
Country Greece
1979-04-05 02:00:00 (UTC+2)

622
Alphonso
Neely
+1889567412
alphonso.n@kmail.com
Street 25S2nd St
Black River Falls, Wi
Country USA

1989-09-06 02:00:00 (UTC+2)

380

Brianna

Ammerman

+15448965451

+15225365111

briarman@imail.com

Street 210 Washington Avenue
Locality Albany

Region NY

Country United States of America
Met on holidays

2

Phone Memory

Phone Memory

Phone Memory

Phone Memory
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5 Charles Astrid

6 Dagmar Anders

¢ Hadyn Dorean

R M O Be Be

{3

R M O Be Be

{3

R M O Be Be

Group ID
First Name
Last Name
Mobile
Home Email

Home Address

(Google Maps)

Birthday

Group ID
First Name
Last Name
Mobile
Home Email

Home Address

(Google Maps)

Birthday

Group ID
First Name
Last Name
Mobile
Home Email

Home Address

(Google Maps)

& Birthday

R M O Be Be

{3

Group ID
First Name
Last Name
Mobile
Home Email

Home Address

(Google Maps)

Birthday

623

Charles

Astrid

+33687452361

astridcharles@gmail.com

Street 22-32 Rue le Brun
Locality Paris

Country France

1968-05-09 01:00:00 (UTC+1)

630

Dagmar

Anders

+46485792564

anders@mail.se

Street Ingelsgatan 12
Locality Borlange
Country Sweden
1989-10-02 01:00:00 (UTC+1)

626

Georgene

Winnie

+1456851697

georgene.win@gmail.com

Street 115-125 Catherine St
Locality Elizabeth

Region NJ

Country USA

1990-11-08 01:00:00 (UTC+1)

627

Hadyn

Dorean

+1987456354

hadyn.d@vmail.net

Street 364-382 Robbins Ave
Locality Newington

Region CcT

Country USA

1987-08-07 02:00:00 (UTC+2)

Phone Memory

Phone Memory

Phone Memory

Phone Memory
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Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468 Device Label: Mobile Number #3

CO nve rsatl O n S (65 conversations, 503 messages, 4 deleted)

All application conversations, sorted by time in descending order

* Entries marked with asterisk are cross-referenced from phone contacts

Legend:

Sent message

| | Received message

1
!Draft i ! | Deleted message X

1
Failed message | | Unknown message

1 Ally Bendera

Preview
© Last Activity
B Contact Picture

Participants

Source File

Ally Bendera

Ally Bendera

2 Gabie Case, Edwin Minja

© Last Activity
Preview

& Participants
Source File

unknown

Gabie Case

3 Gabie Case, Amraal Ramadhan

© Last Activity
Preview

& Participants
Source File

unknown
Gabie Case
Gabie Case

Gabie Case

4 Gabie Case, Dg Killery Zakalia

© Last Activity
Preview

& Participants
Source File

unknown

Gabie Case

Messenger Lite

Oh cmon it is not the end of the world
2018-04-09 13:21:30 (UTC+2)

https://scontent.xx.fbcdn.net/v/t1.0-1/p100x100/28276850_1842571779110072_419526746955264240_n.jpg?
nc_cat=0& nc_ad=z-m&_nc_cid=0&oh=a1cc805e7d9ec5fb90dd5f13e029b131&0e=5BAFB361

Gabie Case (Gabie Case)

phone/applications0/com.facebook.mlite/live_data/databases/core.db : 0x5725c (Table: threads)

|Please | 2018-02-22 12:29:27 (UTC+1)

| Im desperate | 2018-02-22 12:29:33 (UTC+1)

| What has happened? |

2018-04-08 10:33:06 (UTC+2)

| | failed a math class | 2018-04-09 12:02:38 (UTC+2)

| Oh cmon it is not the end of the world

| 2018-04-09 13:21:30 (UTC+2)

Messenger
2018-03-09 19:58:06 (UTC+1)
You are now connected on Messenger.
Gabie Case (Gabie Case), Edwin Minja (Edwin Minja)
phone/applications0/com.facebook.orca/live_data/databases/threads_db2 : 0x816a6 (Table: threads)

| (no message time)

2018-03-09 19:58:06 (UTC+1)

Messenger

|You are now connected on Messenger. |

2018-03-22 10:04:01 (UTC+1)
Oh im sorry i've mistaken you for someone else
Gabie Case (Gabie Case), Amraal Ramadhan (Amraal Ramadhan)

phone/applications0/com.facebook.orca/live_data/databases/threads_db2 : 0x36642 (Table: threads)

| (no message time)

|You are now connected on Messenger. 2018-03-08 14:01:03 (UTC+1)

| Yo Paul do you have the things we've talked about?

| 2018-03-08 14:26:40 (UTC+1)
| 2018-03-22 10:04:01 (UTC+1)

| Oh im sorry i've mistaken you for someone else

Messenger

2018-03-12 04:55:40 (UTC+1)

You are now connected on Messenger.

Gabie Case (Gabie Case), Dg Killery Zakalia (Dg Killery Zakalia)
phone/applications0/com.facebook.orca/live_data/databases/threads_db2 : 0x7f68a (Table: threads)

| (no message time)

|You are now connected on Messenger. | 2018-03-12 04:55:40 (UTC+1)

2019-04-1517:29:06 (UTC+2)
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Case Label: Compelson Demo Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

5 Khatibu Haji

Preview I dunno they still didn't find out so im cool
© Last Activity 2018-04-06 16:04:13 (UTC+2)
B Contact Picture https://scontent.xx.fbcdn.net/v/t1.0-1/c0.0.100.100/

Messenger Lite

p100x100/24796436 202579496978420 5743977792319220787 n.jpg? nc cat=0& nc ad=z-

m& nc_cid=0&oh=2c6036e7b3f3bf1c080077fd96864b8f&oe=5BAE3BD4

& Participants Gabie Case (Gabie Case)
Source File phone/applications0/com.facebook.mlite/live_data/databases/core.db : 0x58ee0 (Table: threads)
Khatibu Haji

|Why doyoudoit? |

2018-03-22 13:59:20 (UTC+1)

|F0rfun_ | 2018-03-23 10:17:01 (UTC+1)
Khatibu Haji |5hame e | 2018-03-25 16:33:26 (UTC+2)
Khatibu Haji 23-
! |The hell are you gonna do now? | 2018-03-25 16:33:27 (UTC+2)
| I dunno they still didn't find out so im cool | 2018-04-06 16:04:13 (UTC+2)
6 Jim Dunn Messenger Lite
Preview So be it
© Last Activity 2018-04-09 17:35:04 (UTC+2)
B3 Contact Picture https://scontent.xx.fbcdn.net/v/t1.0-1/p100x100/23755630_1632472193441977_3550451467794402620_n.jpg?
nc_cat=0& nc_ad=z-m& nc_cid=0&oh=db39aa2b342fc4e13e8c5b7fc7125dd1&oe=5BAE2C9B
& Participants Gabie Case (Gabie Case)
Source File phone/applications0/com.facebook.mlite/live_data/databases/core.db : 0x5735e (Table: threads)
im Dunn 20
J Its funny you have helped me and because everything about you is fake and I'm sure 2018-04-09 15:30:39 (UTC+2)
the only person in this world you think about is you and your addicted to how you feel.
I'm glad you don't give a damn, because if you did it would be a lie. | do wish good things
for you and thank you for being the example of what | could have turned out like. | don't
need to the details why you did it or anything. Your a narcissistic soul and when you hit
your final rock bottom | hope someone is there to scrape you, up. | see people like you
every day. Your nothing special but | hope you find piece or whatever. You won't hear
from me again. Good luck
Omg you've just totally changed my life and point of view and everything! I'm so 2018-04-09 16:40:49 (UTC+2)
glad... Wait, no, actually not. Still don't care. And it's still funny that you keep
wasting your very limited time on arguing with me
Moreover | don't really care what's fake and what's not...either about me nor about 2018-04-09 16:41:45 (UTC+2)
you
The only thing | hope is that i wont see you ever in my whole life so yeah piece and 2018-04-09 16:42:22 (UTC+2)
don't ever text me again, bye
Jim Dunn

So be it

2018-04-09 17:35:04 (UTC+2)

7 Gabie Case, Joseph Underwood Messenger
© Last Activity 2018-03-12 10:08:07 (UTC+1)

Preview Man you really need to focus on learning the english
& Participants Gabie Case (Gabie Case), Joseph Underwood (Joseph Underwood)

Source File phone/applications0/com.facebook.orca/live_data/databases/threads_db2 : 0x7fda2 (Table: threads)

unknown |

| (no message time)

Joseph Underwood | Has i do the math test best? |

2018-03-11 12:06:10 (UTC+1)

Gabie Case . .
| Man you really need to focus on learning the english

| 2018-03-12 10:08:07 (UTC+1)
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Case Label: Compelson Demo Case Evidence Number: 8974969-589-468 Device Label: Mobile Number #3

M e S Sage S (764 total, 200 deleted)

All phone and application messages, sorted by time in ascending order

* Entries marked with asterisk are cross-referenced from phone contacts

' 9 1970-01-01 00:57:55 (UTC+1) X Deleted

& Conversation T

Source File phone/applications0/com.android.providers.telephony/live_data/databases/mmssms.db : 0x2b0f54 (Table: part, pdu,
addr)

1970-01-01 01:00:00 (UTC+1) [} X Deleted

® Conversation —————

I
Source File phone/applications0/com.android.providers.telephony/live_data/databases/mmssms.db : 0x4e6fd (Table: part, pdu,
addr)

3 @ Microsoft Verification Code: 1412 1970-01-01 01:00:01 (UTC+1) X Deleted

%) Conversation Microsoft Verification Code: 1412
Source File phone/applications0/com.android.providers.telephony/live_data/databases/mmssms.db : 0xca214 (Table: sms)
4 # 5376905534 XMS code. Thank you, your phone number is now succesfully verified. 1970-01-01 01:00:01 (UTC+1) X Deleted
%) Conversation 5376905534 XMS code. Thank you, your phone number is now succesfully verified.
Source File phone/applications0/com.android.providers.telephony/live_data/databases/mmssms.db : 0x341b04 (Table: sms)
5 @ Upozorneni: Vase SIM Kar® %%, S8IVMNASTAV8 @K™ " @, 7Geary 1970-01-01 01:00:01 (UTC+1) X Deleted

McFarland ma dneska narozeniny. Odpovezte, abyste mu tak na Timeline pri

% Conversation Upozorneni: Vase SIM kar®:*
Source File phone/applications0/com.android.providers.telephony/live_data/databases/mmssms.db : 0x185519 (Table: sms)

6 @ Upozorneni: Vase SIM karta nefunguje na nove 4G LTE siti. V 02 Prodejne Vam ji zdarma 1970-01-01 01:00:01 (UTC+1) X Deleted
vymenime, samozrejme beze zmeny cisla. Vase 02

%) Conversation Upozorneni: Vase SIM karta nefunguje na nove 4G LTE siti. V O2 Prodejne Vam ji zdarma vymenime, samozrejme beze
zmeny cisla. Vase 02
Source File phone/applications0/com.android.providers.telephony/live_data/databases/mmssms.db : 0xc9391 (Table: sms)
7 8 Yonatan aktualizoval svuj stav: https://fb.com/1/2585BxYofQbgVFF Odpovezte 1970-01-01 01:00:01 (UTC+1) X Deleted

komentarem nebo "like".

B, Conversation

Source File phone/applications0/com.android.providers.telephony/live_data/databases/mmssms.db : 0x2997ed (Table: sms)
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156 9 Sophia Compelson (Sophia Compelson) 2015-10-15 11:55:59 (UTC+2) RRECEI!

Not bad so far. It seems like | will be able to go home early today.

To Sophia Compelson (Sophia Compelson)
%, Conversation Sophia Compelson
Source Hangouts
Source File phone/applications0/com.google.android.talk/live_data/databases/babel1.db : 0xcd16 (Table: messages)

157 # Sophia Compelson (Sophia Compelson) 2015-10-15 12:03:54 (UTC+2) JEJEIpIe

That is great. Does that mean that you can pick up the kids today?

From James Compelson
%, Conversation Sophia Compelson
Source Hangouts
Source File phone/applications0/com.google.android.talk/live_data/databases/babel1.db : 0xcc32 (Table: messages)

158 @ Sophia Compelson (Sophia Compelson) 2015-10-15 12:05:09 (UTC+2) RRECEIE!

Ok, but you are going to cook the dinner then @

To Sophia Compelson (Sophia Compelson)
%, Conversation Sophia Compelson
Source Hangouts
Source File phone/applications0/com.google.android.talk/live_data/databases/babel1.db : 0xcb5d (Table: messages)
159 ¥ Sophia Compelson (Sophia Compelson) 2015-10-15 12:05:49 (UTC+2) gy
Deal ©
From James Compelson
%, Conversation Sophia Compelson
Source Hangouts
Source File phone/applications0/com.google.android.talk/live_data/databases/babel1.db : Oxcab4 (Table: messages)

160 # 999166 2015-10-22 15:11:09 (UTC+2) [EEIEL]

0S: Do not risk your office PCs getting a Virus! Buy a Small Office Security. Now we run a discount where you can get 2 years of our security instead
of just one year! For more info click here: http://c2a.cz/kaspersky1

%) Conversation 999166

Source File phone/applications0/com.android.providers.telephony/live_data/databases/mmssms.db : 0x1e7c9d (Table: sms)

161 9 Verify 2015-10-29 16:09:46 (UTC+1) JRECEI!

Microsoft Verification Code: 1412

% Conversation Verify
Source File phone/applications0/com.android.providers.telephony/live_data/databases/mmssms.db : 0x1e7c31 (Table: sms)

162 @ Verify 2015-10-29 16:10:32 (UTC+1) RECEIE!

Microsoft Verification Code: 1412

%, Conversation Verify
Source File phone/applications0/com.android.providers.telephony/live_data/databases/mmssms.db : 0x1e7bc5 (Table: sms)

163 @ Verify 2015-10-29 16:10:33 (UTC+1) RECEI!

Microsoft Verification Code: 1412

%, Conversation Verify
Source File phone/applications0/com.android.providers.telephony/live_data/databases/mmssms.db : 0x1e7b59 (Table: sms)
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164 # 9996209003 2015-10-29 16:10:34 (UTC+1) JAE]

Lew Grazi ma dneska narozeniny. Odpovezte, abyste mu tak na Timeline pridali prispevek s pranim, nebo odpovezte pomoci znaku 1, cimz zverejnite
prispevek Vsechno nejlepsi k narozeninam!.

% Conversation 9996209003
Source File phone/applications0/com.android.providers.telephony/live_data/databases/mmssms.db : 0x1e7a4c (Table: sms)

ved

Nova zprava v hlasove schrance. Volejte *99. Zpravy, ktere cekaji na vyzvednuti: 1. Vase 02

% Conversation +420962722165520
Source File phone/applications0/com.android.providers.telephony/live_data/databases/mmssms.db : 0x1e7999 (Table: sms)

165 0 +420962722165520 2015-10-29 16:10:35 (UTC+1) [EEIEl]

2015-12-04 14:08:28 (UTC+1) JEIEIpLe

% Conversation igididasdags
Source File phone/applications0/com.android.providers.telephony/live_data/databases/mmssms.db : 0x6a96e (Table: part, pdu,
addr)

167 @ +420724815141 2015-12-04 14:08:57 (UTC+1)

5376905534 XMS code. Thank you, your phone number is now succesfully verified.

Sent

% Conversation +420724815141
Source File phone/applications0/com.android.providers.telephony/live_data/databases/mmssms.db : 0x1e78aa (Table: sms)
168 # +17501485962 2015-12-04 14:09:22 (UTC+1) JEJEIpIe
Oh no!
What Happened?
% Conversation +17501485962
Source File phone/applications0/com.android.providers.telephony/live_data/databases/mmssms.db : 0x1e7951 (Table: sms)

5376905534 XMS code. Thank you, your phone number is now succesfully verified.

169 # +420724815141 2015-12-04 14:09:31 (UTC+1) JEELNES

WhatsApp code 748-942.

You can also tap on this link to verify your phone: v.whatsapp.com/748942

% Conversation InfoSMS
Source File phone/applications0/com.android.providers.telephony/live_data/databases/mmssms.db : 0x1e7759 (Table: sms)

® Conversation +420724815141
Source File phone/applications0/com.android.providers.telephony/live_data/databases/mmssms.db : 0x1e7808 (Table: sms)
170 @ InfoSMS PIER VAR LRI ZN (V) (S} Received

171 8 604377117 2015-12-08 19:42:26 (UTC+1)

Check out WhatsApp Messenger for your smartphone. Download it today from https://whatsapp.com/dl/

%, Conversation 604377117
Source File phone/applications0/com.android.providers.telephony/live_data/databases/mmssms.db : 0x1e76ba (Table: sms)

Sent

172 # +17501485962 2015-12-08 19:42:35 (UTC+1)

Check out WhatsApp Messenger for your smartphone. Download it today from https://whatsapp.com/dl/

% Conversation +17501485962
Source File phone/applications0/com.android.providers.telephony/live_data/databases/mmssms.db : 0x1e7618 (Table: sms)

Sent
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E m a | | S (25 total, 13 deleted)

All application emails, sorted by time in ascending order

' 9 1971-12-02 00:40:45 (UTC+1)

& Display Name QUEhhL N
From ions.yahoo.com>*“%Yahoo@communications.yah
To oo.comxYahoo Mailvalentine.v
Reply To eryrich@yahoo.comreplies@communi
@ Subject ©Yahoo Mail.Tx@w€@Richmond, comple
Source Email
Source File phone/applications0/com.android.email/live_data/databases/EmailProvider.db : 0x7ad5 (Table: Message_Deletes)

:® 1973-05-21 18:04:24 (UTC+1)

To W25 R S h @5 @ W h © € €2 @ Sophia Compelson >
Source Gmail
Source File phone/applications0/com.google.android.gm/live_data/databases/mailstore.james.compelson@gmail.com.db-wal :

0x1a453 (Table: messages)

3 @ Gmail Team <mail-noreply@google.com> PIGEROR VR PRXPIA((EFIW Received X Deleted

Hi James Tips to get the most out of Gmail Bring your contacts and emails int...

@ Subject Three tips to get the most out of Gmail
To James Compelson <james.compelson@gmail.com>
Source Gmail
Source File phone/applications0/com.google.android.gm/live_data/databases/mailstore.james.compelson@gmail.com.db-wal :

0x7e289 (Table: messages)

4 @ Gmail Team <mail-noreply@google.com> PIGEROR VR PRXTYA(I(EFIW Received X Deleted

Hi James Get the official Gmail app The best features of Gmail are only avail...

@ Subject The best of Gmail, wherever you are
To James Compelson <james.compelson@gmail.com>
Source Gmail
Source File phone/applications0/com.google.android.gm/live_data/databases/mailstore.james.compelson@gmail.com.db-wal :

0x7d376 (Table: messages)

s @ Dropbox <no-reply@dropbox.com> 2015-10-14 12:34:59 (UTC+2) JREEIE] X Deleted

Download Dropbox on your computer to complete your setup! Download Dropbox Sa...

@ Subject Download Dropbox on your computer!
To <james.compelson@gmail.com>
Source Gmail
Source File phone/applications0/com.google.android.gm/live_data/databases/mailstore.james.compelson@gmail.com.db-wal :

0xb23b (Table: messages)

6 @ Dropbox <no-reply@dropbox.com> 2015-10-14 12:35:52 (UTC+2) JREEIVE) X Deleted

Hi James, You've connected a new app, 'Samsung Device', to your Dropbox. You ...

@ Subject You've connected a new app to Dropbox
To <james.compelson@gmail.com>
Source Gmail
Source File phone/applications0/com.google.android.gm/live_data/databases/mailstore.james.compelson@gmail.com.db : 0x7773

(Table: messages)
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Case Label: Compelson Demo Case Evidence Number: 8974969-589-468 Device Label: Mobile Number #3

Ca | | S (18 total, 2 deleted)

All phone and application calls, sorted by time in ascending order

* Entries marked with asterisk are cross-referenced from phone contacts

Legend:

o/ > Dialed call oJ € Received call oJ € Missed call © & Rejected call & & Voicemail

M- Dialed facetime W& Received facetime W€ Missed facetime
Label From / To Time Duration
oJ €Mum From: +16432888756 2013-12-30 11:52:06 (UTC+1) 00:00:42

> J<€Sophia From: +15983698569 2013-12-31 13:42:45 (UTC+1) 00:00:30

3 JE From: Sophia Compelson (Sophia Compelson) 2015-10-15 11:43:03 (UTC+2) 00:00:00
Source Account: James Compelson
Source File phone/applications0/com.google.android.talk/live_data/databases/babel1.db : 0xcf5b (Table: messages)
JE From: Sophia Compelson (Sophia Compelson) 2015-10-15 11:50:36 (UTC+2) 00:00:00
Source Account: James Compelson
Source File phone/applications0/com.google.android.talk/live_data/databases/babel1.db : Oxceb6 (Table: messages)
JE From: Megan Brandt (Megan Brandt) 2016-04-15 16:05:23 (UTC+2) 00:00:45
Source WhatsApp
Source File phone/applications0/com.whatsapp/live_data/databases/msgstore.db : 0x636bc (Table: messages)

phone/applications0/com.whatsapp/live_data/databases/wa.db (Table: wa_contacts)

J> To: +420732402612 (Megan Brandt) 2016-04-15 16:35:17 (UTC+2) 00:00:00 X Deleted
Source Viber
Source File phone/applications0/com.viber.voip/live_data/databases/viber_data-journal : 0x21cb (Table: calls)

7 J> To: +420732402612 (Megan Brandt) 2016-04-15 16:36:38 (UTC+2) 00:00:27 X Deleted
Source Viber
Source File phone/applications0/com.viber.voip/live_data/databases/viber_data : 0x2f3f (Table: calls)
J> To: +420732402612 (Megan Brandt) 2016-04-15 16:36:38 (UTC+2) 00:00:27
Source Viber
Source File phone/applications0/com.viber.voip/live_data/databases/viber_messages : 0x8fd4 (Table: messages_calls)
./ ->Sophia To: +15983698569 2017-01-02 12:39:12 (UTC+1) 00:00:00
J > Lisa To: +15423698569 (Lisa Cahow)* 2017-01-02 13:35:55 (UTC+1) 00:00:41
J € Lisa From: +15423698569 (Lisa Cahow)* 2017-01-02 15:37:47 (UTC+1) 00:02:30

2 J€Sister From: +13498398732 2017-01-04 15:07:15 (UTC+1) 00:01:07
oJ € Sister From: +13498398732 2017-01-10 20:15:15 (UTC+1) 00:00:00
oJ € Sophia From: +15983698569 2017-01-24 17:18:51 (UTC+1) 00:00:00
J € From: +420226889618 2017-01-30 10:52:13 (UTC+1) 00:00:00
/> Chose Martinez To: +18654698559 2018-03-02 03:23:11 (UTC+1) 00:00:29
7 J€James Doormann From: +17494698369 2018-06-01 23:05:15 (UTC+2) 00:03:31

J € From: +420564778118 2018-11-03 13:50:13 (UTC+1) 00:00:00
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Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468 Device Label: Mobile Number #3

List of Calendars e, 1 deleteq)

Phone

Owner
Time Zone
Type
Account

Source File

Birthday calendar

S

Contacts

Owner
Time Zone
Type
Account

Source File

Owner

Time Zone

Type

Account
Associated Events

Source File

compelson.report@gmail.com

Contacts

Owner
Time Zone
Type
Account

Source File

Owner
Time Zone
Type
Account

Source File

Holidays in Czechia

S

Owner

Time Zone

Type

Account
Associated Events

Source File

Phone

GMT
com.android.huawei.phone
Phone

phone/applications0/com.android.providers.calendar/live_data/databases/calendar.db : 0x7f9e (Table:
Calendars)

Phone

GMT
com.android.huawei.birthday
Phone

phone/applications0/com.android.providers.calendar/live_data/databases/calendar.db : 0x7dcd (Table:
Calendars)

X Deleted

#contacts@group.v.calendar.google.com
uTC

com.google
compelson.report@gmail.com

7

phone/applications0/com.android.providers.calendar/live_data/databases/calendar.db : 0x7b30 (Table:
Calendars)

compelson.report@gmail.com
uTC

com.google
compelson.report@gmail.com

phone/applications0/com.android.providers.calendar/live_data/databases/calendar.db : 0x7e52 (Table:
Calendars)

#contacts@group.v.calendar.google.com
uTC

com.google
compelson.report@gmail.com

phone/applications0/com.android.providers.calendar/live_data/databases/calendar.db : 0x7cfa (Table:
Calendars)

en.czech#holiday@group.v.calendar.google.com
uTC

com.google

compelson.report@gmail.com

42

phone/applications0/com.android.providers.calendar/live_data/databases/calendar.db : 0x7c01 (Table:
Calendars)
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Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

Eve ntS (9 total, 7 deleted)

All phone and application organizer events, sorted by time in ascending order

Buy a yearly ticket

»p» S 0HAOQO

Type

Start
Recurrence
Calendar
Duration
Time Zone
Reminder
Reminder

Source File

Prepare for Christmas

»p» S 0HAOQO

Type

Start
Recurrence
Calendar
Duration
Time Zone
Reminder
Reminder

Source File

Regular

2018-04-23 02:00:00 (UTC+2)
Yearly

Testname Testmiddle Testsurname
1 day

uTC

Notification -540 minutes before
Notification 9540 minutes before

phone/applications0/com.android.providers.calendar/live_data/databases/calendar.db : 0x21513 (Table: Attendees,

Calendars, Reminders, Events)

Regular

2018-12-20 12:00:00 (UTC+2)
Yearly

Testname Testmiddle Testsurname
1 day

uTC

Notification -540 minutes before
Notification 9540 minutes before

phone/applications0/com.android.providers.calendar/live_data/databases/calendar.db : 0x21436 (Table: Attendees,

Calendars, Reminders, Events)

2018_BIRTHDAY_71980f498da7f2f9

[

Calendar ID
Name

Type

Email

Id

Picture Url
Source

Source File

4
Rozanne Elvis

BIRTHDAY
e.rozanne@gmail.com
116195449015101104533

https://calendar.google.com/googlecalendar/images/cake.gif
Calendar

X Deleted

phone/applications0/com.google.android.calendar/live_data/databases/timelydata.db : 0x39dc (Table: timelydata)

2018_BIRTHDAY_85fa9798fd2a4da

[

Calendar ID
Name

Type

Email
Picture Url
Source

Source File

4
Hadyn Dorean
BIRTHDAY
hadyn.d@vmail.net

https://calendar.google.com/googlecalendar/images/cake.gif
Calendar

X Deleted

phone/applications0/com.google.android.calendar/live_data/databases/timelydata.db : 0x37f6 (Table: timelydata)

2018_BIRTHDAY _4f31378f88cbcald

Calendar ID
Source

Source File

4
Calendar

X Deleted

phone/applications0/com.google.android.calendar/live_data/databases/timelydata.db : 0x33d4 (Table: timelydata)
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Case Label: Compelson Demo Case Evidence Number: 8974969-589-468 Device Label: Mobile Number #3

2019_BIRTHDAY_427144d508c7chbcc
Calendar ID 4
& Name Roffe Gillis
Type BIRTHDAY
¥ Email gillis.r@mail.se
B Picture Url https://calendar.google.com/googlecalendar/images/cake.gif
Source Calendar
Source File phone/applications0/com.google.android.calendar/live_data/databases/timelydata.db : 0x341f (Table: timelydata)
2019_BIRTHDAY_4f31378f88chca1d
Calendar ID 4
& Name Aaron Witcher
Type BIRTHDAY
¥ Email a.witcher@mail.ru
B Picture Url https://calendar.google.com/googlecalendar/images/cake.gif
Source Calendar
Source File phone/applications0/com.google.android.calendar/live_data/databases/timelydata.db : 0x31eb (Table: timelydata)
2019_BIRTHDAY_65db8ed08fa6cafs
Calendar ID 4
& Name Alkiviadis Loukas
Type BIRTHDAY
¥ Email loukas@mail.gr
B Picture Url https://calendar.google.com/googlecalendar/images/cake.gif
Source Calendar
Source File phone/applications0/com.google.android.calendar/live_data/databases/timelydata.db : 0x3606 (Table: timelydata)
2019_BIRTHDAY_6de86d6c8dbecc2a
Calendar ID 4
& Name Charles Astrid
Type BIRTHDAY
¥ Email astridcharles@gmail.com
Id 115040700823747083414
B Picture Url https://calendar.google.com/googlecalendar/images/cake.gif
Source Calendar
Source File phone/applications0/com.google.android.calendar/live_data/databases/timelydata.db : 0x3de1 (Table: timelydata)
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Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468 Device Label: Mobile Number #3

Birthdays and Holidays o, & deeie)

All phone and application organizer events, sorted by time in ascending order

Labor Day / May Day
Type

Start

End

Calendar

Time Zone

% B 6 6

Source File

Victory in Europe Day
Type

Start

End

Calendar

% B 6 6

Time Zone

Source File

Mother's Day
Type

Start

End

Calendar

% B 6 6

Time Zone

Source File

Children's Day
Type

Start

End

Calendar

% B 6 6

Time Zone

Source File

Nhung Yén's birthday
Type

Start

End

Description

Calendar

S HEO6O6

Time Zone

Source File

Holiday

2017-05-01 02:00:00 (UTC+2)

2017-05-02 02:00:00 (UTC+2)
en.czech#holiday@group.v.calendar.google.com (Holidays in Czechia)
UTC

phone/applications0/com.android.providers.calendar/live_data/databases/calendar.db : 0x1fbbc (Table: Attendees,
Calendars, Reminders, Events)

Holiday

2017-05-08 02:00:00 (UTC+2)

2017-05-09 02:00:00 (UTC+2)
en.czech#holiday@group.v.calendar.google.com (Holidays in Czechia)
UTC

phone/applications0/com.android.providers.calendar/live_data/databases/calendar.db : 0x1f675 (Table: Attendees,
Calendars, Reminders, Events)

Holiday

2017-05-14 02:00:00 (UTC+2)

2017-05-15 02:00:00 (UTC+2)
en.czech#holiday@group.v.calendar.google.com (Holidays in Czechia)
UTC

phone/applications0/com.android.providers.calendar/live_data/databases/calendar.db : 0x20781 (Table: Attendees,
Calendars, Reminders, Events)

Holiday

2017-06-01 02:00:00 (UTC+2)

2017-06-02 02:00:00 (UTC+2)
en.czech#holiday@group.v.calendar.google.com (Holidays in Czechia)
UTC

phone/applications0/com.android.providers.calendar/live_data/databases/calendar.db : 0x20678 (Table: Attendees,
Calendars, Reminders, Events)

X Deleted

Birthday

2017-06-05 02:00:00 (UTC+2)

2017-06-06 02:00:00 (UTC+2)

This is Nhung Yén's birthday!
#contacts@group.v.calendar.google.com (Contacts)
UTC

phone/applications0/com.android.providers.calendar/live_data/databases/calendar.db : 0x2171e (Table: Attendees,
Calendars, Reminders, Events)
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Father's Day
Type

Start

End

Calendar

% B 6 6

Time Zone

Source File

Saints Cyril and Methodius

Type
Start

End
Calendar

Time Zone

% B 6 6

Source File

Jan Hus Day
Type

Start

End

Calendar

% B 6 6

Time Zone

Source File

St. Wenceslas Day
Type

Start

End

Calendar

% B 6 6

Time Zone

Source File

Dagmar Anders's birthday

Type

Start

End
Description

Calendar

S HEO6O6

Time Zone

Source File

Holiday

2017-06-18 02:00:00 (UTC+2)

2017-06-19 02:00:00 (UTC+2)
en.czech#holiday@group.v.calendar.google.com (Holidays in Czechia)
UTC

phone/applications0/com.android.providers.calendar/live_data/databases/calendar.db : 0x20571 (Table: Attendees,
Calendars, Reminders, Events)

Holiday

2017-07-05 02:00:00 (UTC+2)

2017-07-06 02:00:00 (UTC+2)
en.czech#holiday@group.v.calendar.google.com (Holidays in Czechia)
UTC

phone/applications0/com.android.providers.calendar/live_data/databases/calendar.db : 0x20ba9 (Table: Attendees,
Calendars, Reminders, Events)

Holiday

2017-07-06 02:00:00 (UTC+2)

2017-07-07 02:00:00 (UTC+2)
en.czech#holiday@group.v.calendar.google.com (Holidays in Czechia)
UTC

phone/applications0/com.android.providers.calendar/live_data/databases/calendar.db : 0x1e7c5 (Table: Attendees,
Calendars, Reminders, Events)

Holiday

2017-09-28 02:00:00 (UTC+2)

2017-09-29 02:00:00 (UTC+2)
en.czech#holiday@group.v.calendar.google.com (Holidays in Czechia)
UTC

phone/applications0/com.android.providers.calendar/live_data/databases/calendar.db : 0x1e6b9 (Table: Attendees,
Calendars, Reminders, Events)

X Deleted

Birthday

2017-10-02 02:00:00 (UTC+2)

2017-10-03 02:00:00 (UTC+2)

This is Dagmar Anders's birthday!
#contacts@group.v.calendar.google.com (Contacts)
UTC

phone/applications0/com.android.providers.calendar/live_data/databases/calendar.db : 0x210e9 (Table: Attendees,
Calendars, Reminders, Events)

Independent Czechoslovak State Day

Type
Start
End

Calendar

% B 6 6

Time Zone

Source File

Holiday

2017-10-28 02:00:00 (UTC+2)

2017-10-29 02:00:00 (UTC+2)
en.czech#holiday@group.v.calendar.google.com (Holidays in Czechia)
UTC

phone/applications0/com.android.providers.calendar/live_data/databases/calendar.db : 0x1fa9f (Table: Attendees,
Calendars, Reminders, Events)
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% B 6 6 % B 6 6 % B 6 6 S HEO6O6 % B 6 6

% B 6 6

Struggle for Freedom and Democracy Day

Type
Start

End
Calendar
Time Zone

Source File

Ralph Gotthilf's birthday

Type

Start

End
Description
Calendar
Time Zone

Source File

Christmas Eve

Type
Start

End
Calendar
Time Zone

Source File

Christmas Day
Type
Start
End
Calendar
Time Zone

Source File

St. Stephen's Day
Type
Start
End
Calendar
Time Zone

Source File

Holiday

2017-11-17 01:00:00 (UTC+1)

2017-11-18 01:00:00 (UTC+1)
en.czech#holiday@group.v.calendar.google.com (Holidays in Czechia)
UTC

phone/applications0/com.android.providers.calendar/live_data/databases/calendar.db : 0x1e598 (Table: Attendees,
Calendars, Reminders, Events)

X Deleted

Birthday

2017-12-04 01:00:00 (UTC+1)

2017-12-05 01:00:00 (UTC+1)

This is Ralph Gotthilf's birthday!
#contacts@group.v.calendar.google.com (Contacts)
UTC

phone/applications0/com.android.providers.calendar/live_data/databases/calendar.db : 0x2134b (Table: Attendees,
Calendars, Reminders, Events)

Holiday

2017-12-24 01:00:00 (UTC+1)

2017-12-25 01:00:00 (UTC+1)
en.czech#holiday@group.v.calendar.google.com (Holidays in Czechia)
UTC

phone/applications0/com.android.providers.calendar/live_data/databases/calendar.db : 0x1e490 (Table: Attendees,
Calendars, Reminders, Events)

Holiday

2017-12-25 01:00:00 (UTC+1)

2017-12-26 01:00:00 (UTC+1)
en.czech#holiday@group.v.calendar.google.com (Holidays in Czechia)
UTC

phone/applications0/com.android.providers.calendar/live_data/databases/calendar.db : 0x1f56d (Table: Attendees,
Calendars, Reminders, Events)

Holiday

2017-12-26 01:00:00 (UTC+1)

2017-12-27 01:00:00 (UTC+1)
en.czech#holiday@group.v.calendar.google.com (Holidays in Czechia)
UTC

phone/applications0/com.android.providers.calendar/live_data/databases/calendar.db : 0x1f461 (Table: Attendees,
Calendars, Reminders, Events)

Restoration of the Czech Independence Day

Type
Start

End
Calendar
Time Zone

Source File

Holiday

2018-01-01 01:00:00 (UTC+1)

2018-01-02 01:00:00 (UTC+1)
en.czech#holiday@group.v.calendar.google.com (Holidays in Czechia)
UTC

phone/applications0/com.android.providers.calendar/live_data/databases/calendar.db : 0x1e36c (Table: Attendees,
Calendars, Reminders, Events)
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Device Label: Mobile Number #3

Case Evidence Number: 8974969-589-468

Case Label: Compelson Demo

© Normal X Deleted

Tasks e twtal, 4 deleteq)
All phone and application tasks, sorted by time in ascending order
Email my friend v Completed
& Owner compelson.test@gmail.com
Source Any.do
© Created © Modified Due © Reminder X Removed
2018-04-24 17:30:38 (UTC+2) 2018-04-24 17:30:38 (UTC+2) 2017-07-28 11:00:00 (UTC+2) - -
phone/applications0/com.anydo/live_data/databases/data : 0xc640 (Table: anydo_tasks)
v Completed X Deleted

Source File

another.compelson.test@gmail.com

& Owner
I Deleted Vv yes
Source Any.do
© Created © Modified Due © Reminder X Removed
2018-04-24 17:30:38 (UTC+2) 2018-04-24 17:30:38 (UTC+2) 2017-07-29 02:00:00 (UTC+2) - -
Source File phone/applications0/com.anydo/live_data/databases/data : 0xc6fb (Table: anydo_tasks)
Call Carl, he's on duty v Completed © Normal X Deleted
& Owner compelson.test@gmail.com
Source Any.do
© Created © Modified Due © Reminder X Removed
2018-04-24 17:30:38 (UTC+2) 2018-04-24 17:30:38 (UTC+2) 2017-09-14 10:00:00 (UTC+2) - -
Source File phone/applications0/com.anydo/live_data/databases/data : 0xc57a (Table: anydo_tasks)
| want to be free v Completed ©® Normal X Deleted
& Owner compelson.test@gmail.com
Source Any.do
© Created © Modified Due © Reminder X Removed
2018-04-24 17:30:38 (UTC+2) 2018-04-24 17:30:38 (UTC+2) - - -
Source File phone/applications0/com.anydo/live_data/databases/data : 0xc4d6 (Table: anydo_tasks)
Go shopping v Completed @ Normal
& Owner compelson.report@gmail.com
Source Any.do
© Created © Modified Due © Reminder X Removed
2018-06-07 14:45:03 (UTC+2) 2018-06-07 16:28:13 (UTC+2) 2018-06-07 13:52:03 (UTC+2) - -
Source File phone/applications0/com.anydo/live_data/databases/data : 0xce93 (Table: anydo_tasks)
Create a report v Completed @ Normal
& Owner compelson.report@gmail.com
I Deleted Vv yes
Source Any.do
© Created © Modified Due © Reminder X Removed
2018-06-06 10:59:23 (UTC+2) 2018-06-07 16:27:05 (UTC+2) 2018-06-07 15:00:00 (UTC+2) - -
Source File phone/applications0/com.anydo/live_data/databases/data : 0xcf49 (Table: anydo_tasks)
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Case Label: Compelson Demo Case Evidence Number: 8974969-589-468 Device Label: Mobile Number #3

N Otes (4 total, 1 deleted)

All phone and application notes, sorted by time in ascending order

1 Pick up kids from kindergarten B Text Note
Source My Notebooks

Platform & Folder

mobile.android [main]//First Notebook/

© Created © Modified © Last Visit © Reminder X Removed

2015-10-14 14:53:59 (UTC+2) 2015-10-14 14:53:59 (UTC+2) - 2015-10-15 16:30:00 (UTC+2) 2015-10-15 12:06:14 (UTC+2)
Source File phone/applications0/com.evernote/live_data/files/user-122114309/.external-1444826990962-Evernote.db : 0x10c15

(Table: notes)

> Work meeting B Text Note
Source My Notebooks

Platform & Folder

mobile.android [main]//First Notebook/

© Created © Modified © Last Visit © Reminder X Removed

2015-10-14 14:55:41 (UTC+2) 2015-10-14 14:55:41 (UTC+2) - 2015-10-21 10:00:00 (UTC+2) No
Source File phone/applications0/com.evernote/live_data/files/user-122114309/.external-1444826990962-Evernote.db : 0x10e84

(Table: notes)

2 Snapshot B Picture Note

Remember to water it

B Filename IMG _20151014_145630.083.jpg
Path phone/applications0/com.evernote/live_data/files/user-122114309/notes/

f70/f701b683-a455-45d7-951e-9619ddb46637/
bd036f081c0e42ebeae01c7a1b49c5a7.dat

Size 293 KB
Mime Type image/jpeg
© Modified 2017-10-14 14:57:15 (UTC+2)
Source My Notebooks
Platform & Folder
mobile.android [main]//First Notebook/
© Created © Modified © Last Visit © Reminder X Removed
2015-10-14 14:57:11 (UTC+2) 2015-10-14 14:57:11 (UTC+2) - No No
Source File phone/applications0/com.evernote/live_data/files/user-122114309/.external-1444826990962-Evernote.db : 0x10dd9

(Table: notes)
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pdf_files/phone/applications0/com.evernote/live_data/files/user-122114309/notes/f70/f701b683-a455-45d7-951e-9619ddb46637/bd036f081c0e42ebeae01c7a1b49c5a7.dat

Case Label: Compelson Demo Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

Recognized Images of Currency e

A subset of phone and application recognized images of currency filtered by path not indicating a redundant image, sorted by time in ascending order.

1 bing_000180.jpg

B Filename
Path
Size
© Created
© Modified
© Accessed
MD?5 hash
« Width
1 Height

Camera Manufacturer

Camera Model
© Date of Generation
© Date of Digitization
Exposure Time
Focal Length
F-Number

Image Classification

2 bing 000179.jpg

B Filename
Path
Size
© Created
© Modified
© Accessed
MD?5 hash
« Width
1 Height

Camera Manufacturer

Camera Model
© Date of Generation
© Date of Digitization
Exposure Time
Focal Length
F-Number

Image Classification

bing 000180.jpg
phone/raw0/currency-coins/bing_000180.jpg
103 KB

2017-04-28 15:08:16 (UTC+2)

2017-04-24 15:57:47 (UTC+2)

2017-04-28 15:08:16 (UTC+2)
AF5C36279A66A6D2A08B148C70C1C168
570 px

750 px

EASTMAN KODAK COMPANY

KODAK LS753 ZOOM DIGITAL CAMERA
2011-01-19 00:35:35 (UTC+1)

2011-01-19 00:35:35 (UTC+1)

1/60s

6 mm

3

Currency - Coins

bing 000179.jpg
phone/raw0/currency-coins/bing 000179.jpg

77.1 KB

2017-04-28 15:08:16 (UTC+2)
2017-04-24 15:57:47 (UTC+2)
2017-04-28 15:08:16 (UTC+2)
9E53FAC4D07A00459EFB348B4FOD5AAD
570 px

750 px

Canon

Canon IXUS 115 HS
2017-03-16 06:00:51 (UTC+1)
2017-03-16 06:00:51 (UTC+1)
1/160s

5 mm

2.8

Currency - Coins
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281


pdf_files/phone/raw0/currency-coins/bing_000180.jpg
pdf_files/phone/raw0/currency-coins/bing_000180.jpg
pdf_files/phone/raw0/currency-coins/bing_000179.jpg
pdf_files/phone/raw0/currency-coins/bing_000179.jpg

Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

3 bing_000186.jpg

4 bing_000023.jpg

5 bing 000018 - Copy.jpg

Filename

Path

Size

Created

Modified

Accessed

MDS5 hash

Width

Height

Camera Manufacturer
Camera Model
Date of Generation
Date of Digitization
Exposure Time
Focal Length
F-Number

Lens Info

Image Classification

Filename
Path

Size
Created
Modified
Accessed
MDS5 hash
Width
Height

Image Classification

Filename
Path

Size
Created
Modified
Accessed
MDS5 hash
Width
Height

Image Classification

bing 000186.jpg
phone/raw0/currency-coins/bing_000186.jpg
525 KB

2017-04-28 15:08:16 (UTC+2)

2017-04-24 15:57:49 (UTC+2)

2017-04-28 15:08:16 (UTC+2)
2939F2AB3BA8315F654C9835A12EAEA7
1008 px

522 px

NIKON CORPORATION

NIKON D610

2017-03-28 18:18:56 (UTC+2)

2017-03-28 18:18:56 (UTC+2)

1/40s

100 mm

16

Tokina AT-X M100 PRO D 100mm F2.8 MACRO, Focal length 100 mm, /2.8

Currency - Coins

bing 000023.jpg
phone/raw0/currency-banknotes/bing_000023.jpg
15.6 KB

2017-04-28 15:08:08 (UTC+2)

2017-04-12 14:53:31 (UTC+2)

2017-04-28 15:08:08 (UTC+2)
531D18EAF3C80CD9FAB3D05EDB14351D

480 px

360 px

Currency - Banknotes

bing 000018 - Copy.jpg
phone/raw0/currency-banknotes/bing_ 000018 - Copy.jpg
71.4 KB

2017-04-28 15:08:08 (UTC+2)

2017-04-12 15:05:48 (UTC+2)

2017-04-28 15:08:08 (UTC+2)
4CB7DC1E1259CEA0972825231F12CD99

520 px

377 px

Currency - Banknotes

2020-02-25 11:15:27 (UTC+1)
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pdf_files/phone/raw0/currency-coins/bing_000186.jpg
pdf_files/phone/raw0/currency-coins/bing_000186.jpg
pdf_files/phone/raw0/currency-banknotes/bing_000023.jpg
pdf_files/phone/raw0/currency-banknotes/bing_000023.jpg
pdf_files/phone/raw0/currency-banknotes/bing_000018 - Copy.jpg
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Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

5 bing 000166.jpg

Be Be B

B &2 @

7 bing_000167.jpg

¢ bing_000168.jpg

9 bing_000169.jpg

Filename
Path

Size
Created
Modified
Accessed
MDS5 hash
Width
Height

Image Classification

Filename
Path

Size
Created
Modified
Accessed
MDS5 hash
Width
Height

Image Classification

Filename
Path

Size
Created
Modified
Accessed
MDS5 hash
Width
Height

Image Classification

Filename
Path

Size
Created
Modified
Accessed
MDS5 hash
Width
Height

Image Classification

bing 000166.jpg
phone/raw0/currency-coins/bing_000166.jpg
261 KB

2017-04-28 15:08:16 (UTC+2)

2017-04-24 15:57:43 (UTC+2)

2017-04-28 15:08:16 (UTC+2)
2A05579F51B9AF6331A1F9611ACCDES9
1600 px

865 px

Currency - Coins

bing 000167.jpg
phone/raw0/currency-coins/bing_000167.jpg
63.6 KB

2017-04-28 15:08:16 (UTC+2)

2017-04-24 15:57:43 (UTC+2)

2017-04-28 15:08:16 (UTC+2)
5B8D4502F3CDEF571DB41761F7761F53
750 px

500 px

Currency - Coins

bing 000168.jpg
phone/raw0/currency-coins/bing_000168.jpg
282 KB

2017-04-28 15:08:16 (UTC+2)

2017-04-24 15:57:44 (UTC+2)

2017-04-28 15:08:16 (UTC+2)
5C3A512D0550D6D049A4EB33E712ED46
1200 px

1600 px

Currency - Coins

bing 000169.jpg
phone/raw0/currency-coins/bing_000169.jpg
45.4 KB

2017-04-28 15:08:16 (UTC+2)

2017-04-24 15:57:44 (UTC+2)

2017-04-28 15:08:16 (UTC+2)
50081D2D77D9BE343343B88A9BA60684
750 px

500 px

Currency - Coins
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Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

Recognized Images of Documents e

A subset of phone recognized images of documents filtered by path not indicating a redundant image, sorted by time in ascending order.

1 bing_000090.jpg1499075923.912875.jpg

B Filename
Path
Size

© Created

© Modified

© Accessed
MDS5 hash

« Width

1 Height

Camera Model
© Date of Generation
© Date of Digitization
Exposure Time
Focal Length
F-Number

Image Classification

> google_000502.jpg1499075925.949173.jpg

B Filename
*P Path
'Y

Size
© Created
© Modified
© Accessed

MDS5 hash
« Width
1 Height

Camera Manufacturer

Camera Model
© Date of Generation
© Date of Digitization
Exposure Time
Focal Length
F-Number

Image Classification

Camera Manufacturer

bing 000090.jpg1499075923.912875.jpg

phone/raw0/paperwork/clean/bing_000090.jpg1499075923.912875.jpg

554 KB

2017-07-03 12:13:35 (UTC+2)
2017-06-30 11:52:14 (UTC+2)
2017-07-03 12:13:35 (UTC+2)
1BO0ED42000808CFDC6A898117E7DACA
600 px

800 px

Canon

Canon PowerShot Pro1
2006-03-04 11:48:31 (UTC+1)
2006-03-04 11:48:31 (UTC+1)
1/3s

26.25 mm

8

Documents

google 000502.jpg1499075925.949173.jpg

phone/raw0/paperwork/clean/google_000502.jpg1499075925.949173.jpg

113 KB

2017-07-03 12:13:46 (UTC+2)
2017-06-30 11:50:35 (UTC+2)
2017-07-03 12:13:46 (UTC+2)
C323AEB69CFA063D59CE5917090A4842
425 px

282 px

Canon

Canon EOS 5D

2007-07-11 18:41:21 (UTC+2)
2007-07-11 18:41:21 (UTC+2)
1/160s

70 mm

6.3

Documents

2019-04-12 15:02:01 (UTC+2)
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pdf_files/phone/raw0/paperwork/clean/bing_000090.jpg1499075923.912875.jpg
pdf_files/phone/raw0/paperwork/clean/bing_000090.jpg1499075923.912875.jpg
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Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

bing 000092.jpg1499075923.9168773.jpg

]
(Y
(Y
(Y

L d

!

Filename
Path

Size
Created
Modified
Accessed
MDS5 hash
Width
Height

Camera Manufacturer

Camera Model
Date of Generation
Date of Digitization
Exposure Time
Focal Length
F-Number

Image Classification

bing 000025.jpg1499075923.8673415.jpg

e

]
(Y
(Y
(Y

L d

!

Filename
Path

Size
Created
Modified
Accessed
MDS5 hash
Width
Height

Camera Manufacturer

Camera Model
Date of Generation
Date of Digitization
Exposure Time
Focal Length
F-Number

Image Classification

bing 000092.jpg1499075923.9168773.jpg
phone/raw0/paperwork/clean/bing 000092.jpg1499075923.9168773.jpg

128 KB

2017-07-03 12:13:35 (UTC+2)
2017-06-30 11:52:14 (UTC+2)
2017-07-03 12:13:35 (UTC+2)
709E6A5FB4BC2E7CCFDBD2E7E74B8478B
427 px

281 px

Canon

Canon EOS 20D

2007-12-23 20:42:47 (UTC+1)
2007-12-23 20:42:47 (UTC+1)
1/250s

50 mm

2.8

Documents

bing 000025.jpg1499075923.8673415.jpg
phone/raw0/paperwork/clean/bing 000025.jpg1499075923.8673415.jpg

115 KB

2017-07-03 12:13:34 (UTC+2)
2017-06-30 11:51:59 (UTC+2)
2017-07-03 12:13:34 (UTC+2)
S5E3B3D4F848DA18B324F138A4927AAA6
425 px

282 px

Canon

Canon EOS 5D

2008-04-12 16:01:25 (UTC+2)
2008-04-12 16:01:25 (UTC+2)
1/80s

73 mm

10

Documents

2019-04-12 15:02:01 (UTC+2)
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Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

Recognized Images of Drugs e

A subset of phone and application recognized images of drugs filtered by path not indicating a redundant image, sorted by time in ascending order.

101561601_f518ddda41_o_d.jpg

hs 1, : B Filename
34 8 ‘ir;.-= ! Path
Size

© Created
© Modified
0o

Accessed

MDS5 hash

< Width

1 Height
Camera Manufacturer
Camera Model

© Date of Generation

© Date of Digitization
Exposure Time
Focal Length
F-Number

Image Classification

101561679_b657d26ad7_o_d.jpg

B Filename
Path
Size

© Created

© Modified

0o

Accessed

MDS5 hash

< Width

1 Height
Camera Manufacturer
Camera Model

© Date of Generation

© Date of Digitization
Exposure Time
Focal Length
F-Number

Image Classification

101561601 f518ddda41 o d.jpg

phone/raw0/drugs-alcohol/101561601_f518ddda41_o_d.jpg

74.6 KB

2017-04-26 16:59:15 (UTC+2)
2017-04-26 16:45:34 (UTC+2)
2017-04-26 16:59:15 (UTC+2)
B1FF3E789DA591494167BC8BCC1A67D9
500 px

333 px

Canon

Canon EOS D60

2006-02-18 23:35:19 (UTC+1)
2006-02-18 23:35:19 (UTC+1)
1/60s

32 mm

35

Drugs - Alcohol

101561679 b657d26ad7 o_d.jpg

phone/raw0/drugs-alcohol/101561679_b657d26ad7_o_d.jpg

76.5 KB

2017-04-26 16:59:15 (UTC+2)
2017-04-26 16:45:35 (UTC+2)
2017-04-26 16:59:15 (UTC+2)
D5015FE476BDAF10C5D34BAFOA30EEAF
500 px

333 px

Canon

Canon EOS D60

2006-02-18 23:36:32 (UTC+1)
2006-02-18 23:36:32 (UTC+1)
1/60s

28 mm

35

Drugs - Alcohol

2020-02-25 11:15:27 (UTC+1)
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Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

5 4010499163_1769d370dd_o_d.jpg

(U
© Modified
(U

B Filename

Path
Size

Created

Accessed
MD5 hash

< Width

1 Height
Camera Manufacturer

Camera Model

© Date of Generation

© Date of Digitization

Exposure Time
Focal Length

Image Classification

> bing 000014.,jpg1493216826.7424011.jpg

N

~ B Filename

(U
© Modified
(U

Path
Size

Created

Accessed
MD5 hash

< Width

1 Height
Camera Manufacturer

Camera Model

© Date of Generation

© Date of Digitization

Exposure Time
Focal Length
F-Number
Lens Info

Image Classification

7 bing 000016.jpg1493216826.7424011.jpg

B Filename

Path

Size

© Created
© Modified
© Accessed

MD5 hash

< Width

1 Height

Image Classification

4010499163 1769d370dd o d.jpg
phone/raw0/drugs-alcohol/4010499163_1769d370dd_o_d.jpg

111 KB

2017-04-27 11:10:35 (UTC+2)
2017-04-27 10:43:15 (UTC+2)
2017-04-27 11:10:35 (UTC+2)
4C8200154F184D0223167C3FE74E7CC8
500 px

333 px

PENTAX

PENTAX K20D

2010-01-07 14:25:46 (UTC+1)
2010-01-07 14:25:46 (UTC+1)
1/25s

150 mm

Drugs - Alcohol

bing 000014.jpg1493216826.7424011.jpg
phone/raw0/drugs-drugs/bing 000014.jpg1493216826.7424011.jpg

484 KB

2017-04-26 16:28:38 (UTC+2)
2017-04-26 12:37:35 (UTC+2)
2017-04-26 16:28:38 (UTC+2)
E538011569DAB4FE92EC326E3105D7D6
836 px

574 px

NIKON CORPORATION

NIKON D4

2014-07-23 16:49:42 (UTC+2)
2014-07-23 16:49:42 (UTC+2)

1/200s

24 mm

71

24.0-70.0 mm f/2.8, Focal length 24-70 mm, /2.8
Drugs - Drugs

bing 000016.jpg1493216826.7424011.jpg
phone/raw0/drugs-drugs/bing 000016.jpg1493216826.7424011.jpg

92.2 KB

2017-04-26 16:28:38 (UTC+2)
2017-04-26 12:37:35 (UTC+2)
2017-04-26 16:28:38 (UTC+2)
60D6D31C0AA38407B5A93EE111E4BE74
666 px

465 px

Drugs - Drugs
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pdf_files/phone/raw0/drugs-drugs/bing_000016.jpg1493216826.7424011.jpg

Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468 Device Label: Mobile Number #3

Recognized Images of Weapons es

A subset of phone and application recognized images of weapons filtered by path not indicating a redundant image, sorted by time in ascending order.

1 bing_000028.jpg

B Filename

Path

© Modified

© Accessed
MD?5 hash

« Width

1 Height
Camera Manufacturer
Camera Model

© Date of Generation

© Date of Digitization
Focal Length

Image Classification

> bing 000024.,jpg1493118181.1752536.jpg

om B Filename
il

Path
Size

© Created

© Modified

© Accessed
MD?5 hash

< Width

1 Height
Camera Manufacturer
Camera Model

© Date of Generation

© Date of Digitization
Exposure Time
Focal Length
F-Number

Image Classification

bing 000028.jpg
phone/raw0/weapons-ammunition/bing_000028.jpg

67.5 KB

2017-04-28 15:06:22 (UTC+2)
2017-04-21 14:14:42 (UTC+2)
2017-04-28 15:06:22 (UTC+2)
B9D78D589B58415AE0A1086797B6EB45
1398 px

786 px

Minolta Co., Ltd.

DIMAGE 5

2004-06-09 03:35:25 (UTC+2)
2004-06-09 03:35:25 (UTC+2)
13.063 mm

Weapons - Ammunition

bing 000024.jpg1493118181.1752536.jpg
phone/raw0/weapons-knife/bing 000024.jpg1493118181.1752536.jpg

177 KB

2017-04-28 15:04:59 (UTC+2)
2017-04-25 10:30:45 (UTC+2)
2017-04-28 15:04:59 (UTC+2)
DD1FEC8C466928ECF20BC78BC066D8AC
900 px

996 px

Panasonic

DMC-FX10

2009-04-10 18:11:03 (UTC+2)
2009-04-10 18:11:03 (UTC+2)
1/640s

5.8 mm

8

Weapons - Bladed weapons

2020-02-25 11:15:27 (UTC+1)
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pdf_files/phone/raw0/weapons-ammunition/bing_000028.jpg
pdf_files/phone/raw0/weapons-ammunition/bing_000028.jpg
pdf_files/phone/raw0/weapons-knife/bing_000024.jpg1493118181.1752536.jpg
pdf_files/phone/raw0/weapons-knife/bing_000024.jpg1493118181.1752536.jpg

Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

3 bing_000053.jpg

4 bing_000021.jpg

]

© 60

Filename
Path

Size
Created
Modified
Accessed
MDS5 hash
Width
Height

Camera Manufacturer

Camera Model
Date of Generation
Date of Digitization
Exposure Time
Focal Length
F-Number

Image Classification

Filename
Path

Size
Created
Modified
Accessed
MDS5 hash
Width
Height

Camera Manufacturer

Camera Model
Date of Generation
Date of Digitization
Exposure Time
Focal Length
F-Number

Lens Info

Image Classification

bing 000053.jpg
phone/raw0/weapons-ammunition/bing_000053.jpg

1.74 MB

2017-04-28 15:06:22 (UTC+2)
2017-04-21 14:14:48 (UTC+2)
2017-04-28 15:06:22 (UTC+2)
3527D889B3ECF00A31546B144A6D324B
2500 px

1663 px

NIKON CORPORATION
NIKON D3

2011-01-02 09:19:04 (UTC+1)
2011-01-02 09:19:04 (UTC+1)
1/200s

50 mm

20

Weapons - Ammunition

bing 000021.jpg
phone/raw0/weapons-longgun/bing 000021.jpg

558 KB

2017-04-28 15:05:12 (UTC+2)
2017-04-21 11:34:09 (UTC+2)
2017-04-28 15:05:12 (UTC+2)
2C22158544113400B4FFA4714BAD84D9
1800 px

791 px

Canon

Canon EOS 5D Mark Il

2012-10-09 18:14:26 (UTC+2)
2012-10-09 18:14:26 (UTC+2)

1/3s

90 mm

11

TS-E90mm f/2.8, Focal length 90 mm

Weapons - Long guns

2020-02-25 11:15:27 (UTC+1)
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pdf_files/phone/raw0/weapons-ammunition/bing_000053.jpg
pdf_files/phone/raw0/weapons-ammunition/bing_000053.jpg
pdf_files/phone/raw0/weapons-longgun/bing_000021.jpg
pdf_files/phone/raw0/weapons-longgun/bing_000021.jpg

Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

5 bing 000026.jpg

> bing 000051.jpg

|
i\

_

]

© 60

Filename
Path

Size
Created
Modified
Accessed
MDS5 hash
Width
Height

Camera Manufacturer

Camera Model
Date of Generation
Date of Digitization
Exposure Time
Focal Length
F-Number

Image Classification

Filename

Path

Size

Created

Modified

Accessed

MDS5 hash

Width

Height

Camera Model
Date of Generation
Date of Digitization
Exposure Time
Focal Length
F-Number

Lens Info

Image Classification

bing 000026.jpg
phone/raw0/weapons-longgun/bing 000026.jpg

86.1 KB

2017-04-28 15:05:12 (UTC+2)
2017-04-21 11:34:10 (UTC+2)
2017-04-28 15:05:12 (UTC+2)
BB9A793D0BB085796B3F35A4EC47C345
660 px

363 px

Canon

Canon EOS 5D Mark Il
2013-01-31 13:04:25 (UTC+1)
2013-01-31 13:04:25 (UTC+1)
1/200s

35 mm

4.5

Weapons - Long guns

bing 000051.jpg
phone/raw0/weapons-ammunition/bing_000051.jpg

173 KB

2017-04-28 15:06:22 (UTC+2)
2017-04-21 14:14:48 (UTC+2)
2017-04-28 15:06:22 (UTC+2)
004B76FCEEA2FDAE5092E29E2A531811
1812 px

1684 px

NIKON D3X

2013-12-19 16:10:51 (UTC+1)
2013-12-19 16:10:51 (UTC+1)

1/100s

60 mm

25

60.0 mm /2.8, Focal length 60 mm, /2.8

Weapons - Ammunition

2020-02-25 11:15:27 (UTC+1)
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pdf_files/phone/raw0/weapons-longgun/bing_000026.jpg
pdf_files/phone/raw0/weapons-longgun/bing_000026.jpg
pdf_files/phone/raw0/weapons-ammunition/bing_000051.jpg
pdf_files/phone/raw0/weapons-ammunition/bing_000051.jpg

Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

7 bing_000059.jpg

B Filename
Path
Size
© Created
© Modified
© Accessed
MD?5 hash
« Width
1 Height

Camera Manufacturer

Camera Model
© Date of Generation
© Date of Digitization
Exposure Time
Focal Length
F-Number

Image Classification

¢ bing 000016.jpg1493111872.5672767.jpg
B Filename

Path

l ’ Size

© Created

© Modified
© Accessed
MD?5 hash

< Width
1 Height

Image Classification

5 bing 000015.jpg1493111872.5672767.jpg

B Filename
Path
Size
© Created
© Modified
© Accessed
MD?5 hash
« Width
1 Height

Image Classification

bing 000059.jpg
phone/raw0/weapons-ammunition/bing_000059.jpg

678 KB

2017-04-28 15:06:22 (UTC+2)
2017-04-21 14:14:50 (UTC+2)
2017-04-28 15:06:22 (UTC+2)
2352529E22DADC7D26C7295B9A42E335
2786 px

1860 px

NIKON CORPORATION
NIKON D610

2015-01-18 23:30:55 (UTC+1)
2015-01-18 23:30:55 (UTC+1)
1/250s

50 mm

8

Weapons - Ammunition

bing 000016.jpg1493111872.5672767.jpg
phone/raw0/weapons-knife/bing 000016.jpg1493111872.5672767.jpg

29.2 KB
2017-04-28 15:04:59 (UTC+2)

2017-04-21 11:08:28 (UTC+2)

2017-04-28 15:04:59 (UTC+2)
8BI9BOASDEA940CA41D9B091EB0430473
584 px

584 px

Weapons - Bladed weapons

bing 000015.jpg1493111872.5672767.jpg
phone/raw0/weapons-knife/bing 000015.jpg1493111872.5672767 .jpg

433 KB
2017-04-28 15:04:59 (UTC+2)
2017-04-21 11:08:28 (UTC+2)
2017-04-28 15:04:59 (UTC+2)
E7751FOD70B1F599874A940C331F947F
610 px

458 px

Weapons - Bladed weapons

2020-02-25 11:15:27 (UTC+1)
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pdf_files/phone/raw0/weapons-ammunition/bing_000059.jpg
pdf_files/phone/raw0/weapons-ammunition/bing_000059.jpg
pdf_files/phone/raw0/weapons-knife/bing_000016.jpg1493111872.5672767.jpg
pdf_files/phone/raw0/weapons-knife/bing_000016.jpg1493111872.5672767.jpg
pdf_files/phone/raw0/weapons-knife/bing_000015.jpg1493111872.5672767.jpg
pdf_files/phone/raw0/weapons-knife/bing_000015.jpg1493111872.5672767.jpg

Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

Images with identified person "Billie Joe Armstrong"

A subset of phone and application Images with identified person "Billie Joe Armstrong" reference photo path D:\FM\MAIN Armstrong.jpg filtered by path not

indicating a redundant image, sorted by time in ascending order.

Reference photo:

2 MAIN Armstrong.jpg

]

(Y
(Y
(Y

L d

!

(Y
(Y
(Y

L d

!

Filename
Path

Size
Created
Modified
Accessed
MDS5 hash
Width
Height

Camera Manufacturer

Camera Model
Date of Generation
Date of Digitization
Exposure Time
Focal Length
F-Number
Matched Face Path

Image Classification

Filename

Path

Size

Created

Modified

Accessed

MDS5 hash

Width

Height

Matched Face Path

Image Classification

5.jpg
phone/raw0/Armstrong/5.jpg
838 KB

2018-03-27 09:24:57 (UTC+2)
2018-03-02 11:27:03 (UTC+1)
2018-03-27 09:24:57 (UTC+2)
8FB8C0C15D754441E3C927B7B08D4238
2210 px

3000 px

Canon

Canon EOS-1Ds Mark IlI
2012-09-06 16:40:25 (UTC+2)
2012-09-06 16:40:25 (UTC+2)
1/250s

200 mm

1

D:\FM\MAIN Armstrong.jpg
Upskirt

MAIN Armstrong.jpg
phone/raw0/MAIN Armstrong.jpg
126 KB

2018-03-27 09:24:57 (UTC+2)
2018-03-02 11:24:09 (UTC+1)
2018-03-27 09:24:57 (UTC+2)
E4D9329127EFC2B6E419AF78B0921C69
825 px

1000 px

D:\FM\MAIN Armstrong.jpg
Upskirt

2020-02-25 11:15:27 (UTC+1)
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pdf_files/phone/misc/external/_28289.jpg
pdf_files/phone/raw0/Armstrong/5.jpg
pdf_files/phone/raw0/Armstrong/5.jpg
pdf_files/phone/raw0/MAIN Armstrong.jpg
pdf_files/phone/raw0/MAIN Armstrong.jpg

Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

1.jpg

3.jpg

4.jpg

i

Filename

Path

Size

Created

Modified

Accessed

MDS5 hash

Width

Height

Matched Face Path

Image Classification

Filename

Path

Size

Created

Modified

Accessed

MDS5 hash

Width

Height

Matched Face Path

Image Classification

Filename

Path

Size

Created

Modified

Accessed

MDS5 hash

Width

Height

Matched Face Path

Image Classification

Filename

Path

Size

Created

Modified

Accessed

MDS5 hash

Width

Height

Matched Face Path

Image Classification

1.jpg
phone/raw0/Armstrong/1.jpg
159 KB

2018-03-27 09:24:57 (UTC+2)
2018-03-02 11:25:19 (UTC+1)
2018-03-27 09:24:57 (UTC+2)
5673CB01EF69D396EC1A87F4B3E7D156
1536 px

853 px

D:\FM\MAIN Armstrong.jpg
Upskirt

2.jpg
phone/raw0/Armstrong/2.jpg
406 KB

2018-03-27 09:24:57 (UTC+2)
2018-03-02 11:25:28 (UTC+1)
2018-03-27 09:24:57 (UTC+2)
8CEFCEC9252CC403EE23D2BC8091C2E9
2992 px

1928 px

D:\FM\MAIN Armstrong.jpg
Upskirt

3.jpg
phone/raw0/Armstrong/3.jpg
200 KB

2018-03-27 09:24:57 (UTC+2)
2018-03-02 11:25:38 (UTC+1)
2018-03-27 09:24:57 (UTC+2)
7B868D4405993E3F4409EEFES0AFC924
1600 px

1200 px

D:\FM\MAIN Armstrong.jpg
Upskirt

4.jpg
phone/raw0/Armstrong/4.jpg
320 KB

2018-03-27 09:24:57 (UTC+2)
2018-03-02 11:25:47 (UTC+1)
2018-03-27 09:24:57 (UTC+2)
04184ED218EAD8D211AD78722A998815
1920 px

1080 px

D:\FM\MAIN Armstrong.jpg
Upskirt

2020-02-25 11:15:27 (UTC+1)
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pdf_files/phone/raw0/Armstrong/1.jpg
pdf_files/phone/raw0/Armstrong/1.jpg
pdf_files/phone/raw0/Armstrong/2.jpg
pdf_files/phone/raw0/Armstrong/2.jpg
pdf_files/phone/raw0/Armstrong/3.jpg
pdf_files/phone/raw0/Armstrong/3.jpg
pdf_files/phone/raw0/Armstrong/4.jpg
pdf_files/phone/raw0/Armstrong/4.jpg

Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

Images with identified person "Dominika Myslivcova" «

A subset of phone and application Images with identified person "Dominika Myslivcova" reference photo path D:\FM\MAIN Dominika.JPG filtered by path not
indicating a redundant image, sorted by time in ascending order.

Reference photo:

B Filename
Path
Size
Created
Modified
Accessed
MDS5 hash
< Width
1 Height
Matched Face Path

Image Classification

B Filename
Path
Size

© Created

© Modified

(U

Accessed

MDS5 hash
< Width
1 Height
Matched Face Path

Image Classification

1jpg
phone/raw0/Dominika/1.jpg
91.3 KB

2018-03-27 09:24:57 (UTC+2)
2018-03-02 10:38:50 (UTC+1)
2018-03-27 09:24:57 (UTC+2)
50A76DBB7E61D747B270C43950DE6995
960 px

720 px

D:\FM\MAIN Dominika.JPG
Upskirt

2.jpg
phone/raw0/Dominika/2.jpg
169 KB

2018-03-27 09:24:57 (UTC+2)
2018-03-02 10:38:56 (UTC+1)
2018-03-27 09:24:57 (UTC+2)
89F9652E79D5F4CCO1F2EC59D6013CES
2048 px

1365 px

D:\FM\MAIN Dominika.JPG
Upskirt

2020-02-25 11:15:27 (UTC+1)
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pdf_files/phone/misc/external/_28290.jpg
pdf_files/phone/raw0/Dominika/1.jpg
pdf_files/phone/raw0/Dominika/1.jpg
pdf_files/phone/raw0/Dominika/2.jpg
pdf_files/phone/raw0/Dominika/2.jpg

Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

© 3jpg

* 4jpg

5 6.4pg

i Filename

Path

Size

Created

Modified

Accessed

MD?5 hash

Width

1 Height

Matched Face Path

Image Classification

B Filename
Path
Size
© Created
© Modified
© Accessed
MD?5 hash
< Width
1 Height
Matched Face Path

Image Classification

B Filename
Path
Size
© Created
© Modified
© Accessed
MD?5 hash
< Width
1 Height
Matched Face Path

Image Classification

B Filename
Path
Size
© Created
© Modified
© Accessed
MD?5 hash
< Width
1 Height
Matched Face Path

Image Classification

3.ipg
phone/raw0/Dominika/3.jpg
127 KB

2018-03-27 09:24:58 (UTC+2)
2018-03-02 10:39:03 (UTC+1)
2018-03-27 09:24:58 (UTC+2)
DFE54E3B94461627F04CB1380C3C0CF4
1000 px

1000 px

D:\FM\MAIN Dominika.JPG
Upskirt

4.jpg
phone/raw0/Dominika/4.jpg
219 KB

2018-03-27 09:24:58 (UTC+2)
2018-03-02 10:39:10 (UTC+1)
2018-03-27 09:24:58 (UTC+2)
2018E5351DBB8BB16289594860CF0C88
1440 px

1080 px

D:\FM\MAIN Dominika.JPG
Upskirt

6.jpg
phone/raw0/Dominika/6.jpg
94.0 KB

2018-03-27 09:24:59 (UTC+2)
2018-03-02 10:40:01 (UTC+1)
2018-03-27 09:24:59 (UTC+2)
A3CEFAA280DEFD02EA0396632AB491E2
720 px

960 px

D:\FM\MAIN Dominika.JPG
Upskirt

9.jpg
phone/raw0/Dominika/9.jpg
73.9 KB

2018-03-27 09:24:59 (UTC+2)
2018-03-02 10:40:23 (UTC+1)
2018-03-27 09:24:59 (UTC+2)
F1F2511AF702CFC25273CD869D459C81
853 px

640 px

D:\FM\MAIN Dominika.JPG
Upskirt

2020-02-25 11:15:27 (UTC+1)
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pdf_files/phone/raw0/Dominika/3.jpg
pdf_files/phone/raw0/Dominika/3.jpg
pdf_files/phone/raw0/Dominika/4.jpg
pdf_files/phone/raw0/Dominika/4.jpg
pdf_files/phone/raw0/Dominika/6.jpg
pdf_files/phone/raw0/Dominika/6.jpg
pdf_files/phone/raw0/Dominika/9.jpg
pdf_files/phone/raw0/Dominika/9.jpg

Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

7 10.jpg

B Filename
Path
Size
© Created
© Modified
© Accessed
MD?5 hash
< Width
1 Height
Matched Face Path

Image Classification

B Filename
Path
Size
© Created
© Modified
© Accessed
MD?5 hash
< Width
Height
Matched Face Path

L d

Image Classification

B Filename
Path
Size
© Created
© Modified
© Accessed
MD?5 hash
< Width
1 Height
Matched Face Path

Image Classification

10.jpg
phone/raw0/Dominika/10.jpg

76.0 KB

2018-03-27 09:24:57 (UTC+2)

2018-03-02 10:40:38 (UTC+1)

2018-03-27 09:24:57 (UTC+2)
85850BCE9C1CA632D333EACA9D017D36
640 px

799 px

D:\FM\MAIN Dominika.JPG

Upskirt

11.jpg
phone/raw0/Dominika/11.jpg

234 KB

2018-03-27 09:24:57 (UTC+2)

2018-03-02 10:40:44 (UTC+1)

2018-03-27 09:24:57 (UTC+2)
4005B7A58C42123B044D2A4B64A4F0A0
2048 px

1365 px

D:\FM\MAIN Dominika.JPG

Upskirt

12.jpg
phone/raw0/Dominika/12.jpg

94.9 KB

2018-03-27 09:24:57 (UTC+2)
2018-03-02 10:40:55 (UTC+1)
2018-03-27 09:24:57 (UTC+2)
1BBEC2289238A7B58518F719FFE26738
960 px

750 px

D:\FM\MAIN Dominika.JPG

Upskirt

2020-02-25 11:15:27 (UTC+1)
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pdf_files/phone/raw0/Dominika/10.jpg
pdf_files/phone/raw0/Dominika/10.jpg
pdf_files/phone/raw0/Dominika/11.jpg
pdf_files/phone/raw0/Dominika/11.jpg
pdf_files/phone/raw0/Dominika/12.jpg
pdf_files/phone/raw0/Dominika/12.jpg

Case Label: Compelson Demo Case Evidence Number: 8974969-589-468 Device Label: Mobile Number #3

Photos e
1 1JPG

B Filename 1.JPG
Path phone/raw0/data/media/0/DCIM/1.JPG
Size 2.15 MB

© Created 2017-09-13 16:22:09 (UTC+2)

© Modified 2017-09-13 16:20:52 (UTC+2)

© Accessed 2017-09-13 16:22:09 (UTC+2)
MD5 hash C24C34EFO8CC9B4EFOA0C64439AD8733

< Width 4032 px

1 Height 3024 px
Camera Manufacturer  Apple
Camera Model iPad Pro (10.5-inch)

© Date of Generation 2017-09-06 11:37:49 (UTC+2)

© Date of Digitization 2017-09-06 11:37:49 (UTC+2)

Q Position Latitude 50.10474 °
(Google Maps) Longitude 14.47745 °

Time 2017-09-06 11:37:49 (UTC+2)
Altitude 205 m
Exposure Time 1/2994 s
Focal Length 3.99 mm
F-Number 1.8
Lens Info Apple iPad Pro (10.5-inch) back camera 3.99mm f/1.8, Focal length 3.99 mm, /1.8
Image Classification Upskirt
2 IMG_0033.HEIC

B Filename IMG_0033.HEIC
Path phone/raw0/data/media/0/DCIM/IMG_0033.HEIC
Size 1.30 MB

© Created 2017-09-11 15:40:06 (UTC+2)

© Modified 2017-09-11 15:40:06 (UTC+2)

© Accessed 2017-09-11 15:40:06 (UTC+2)
MD5 hash 0E40237B361090D5B3E14F5E0AQEF040

< Width 4032 px

1 Height 3024 px
Converted Image (/phone/misc/converted files/ 17112.jpg)
Image Classification Upskirt

2020-02-25 11:15:27 (UTC+1) Generated by Compelson MOBILedit Forensic Express PRO 7.1.0.17610


pdf_files/phone/raw0/data/media/0/DCIM/1.JPG
pdf_files/phone/raw0/data/media/0/DCIM/1.JPG
http://maps.google.com/maps?q=loc:50.10474,14.47745
pdf_files/phone/raw0/data/media/0/DCIM/IMG_0033.HEIC
pdf_files/phone/raw0/data/media/0/DCIM/IMG_0033.HEIC
pdf_files/phone/misc/converted_files/_17112.jpg

Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

5 IMG_3592.HEIC

B Filename
Path
Size
© Created
© Modified
© Accessed
MD?5 hash
« Width
1 Height

Converted Image

Image Classification

4 IMG_3587.HEIC

B Filename
Path
Size
© Created
© Modified
© Accessed
MD?5 hash
« Width
1 Height

Converted Image

Image Classification

5 IMG_0031.HEIC

i Filename
Path

Size
Created
Modified
Accessed
MD?5 hash
< Width

1 Height

Converted Image

Image Classification

5 maxresdefault.jpg

B Filename
Path
Size
© Created
© Modified
© Accessed
MD?5 hash
« Width
1 Height

Image Classification

IMG 3592.HEIC
phone/raw0/data/media/0/DCIM/IMG_3592.HEIC
4.17 MB

2017-09-14 15:15:16 (UTC+2)

2017-09-14 15:15:16 (UTC+2)

2017-09-14 15:15:16 (UTC+2)
FOBA07808B9CF8F995C4CD00326763A5

10492 px

3862 px

(/phone/misc/converted files/ 17116.jpg)
Upskirt

IMG_3587.HEIC
phone/raw0/data/media/0/DCIM/IMG_3587.HEIC
1.53 MB

2017-09-14 17:13:33 (UTC+2)

2017-09-14 17:13:33 (UTC+2)

2017-09-14 17:13:33 (UTC+2)
20EB409CFC5626C42B167F24D24C8B8E

4032 px

3024 px

(/phone/misc/converted_files/_17114.jpg)
Upskirt

IMG_0031.HEIC
phone/raw0/data/media/0/DCIM/IMG_0031.HEIC
1.53 MB

2017-09-14 17:21:24 (UTC+2)

2017-09-14 17:21:24 (UTC+2)

2017-09-14 17:21:24 (UTC+2)
20C57D1747B957A4ED3ACO9EA1EB5C15

4032 px

3024 px

(/phone/misc/converted_files/_17110.jpg)
Upskirt

maxresdefault.jpg
phone/raw0/data/media/0/DCIM/maxresdefault.jpg
126 KB

2017-10-02 09:57:49 (UTC+2)

2017-10-02 09:56:07 (UTC+2)

2017-10-02 09:57:49 (UTC+2)
B54D1E2069169BBE004C3EES9EOFADB3

1280 px

720 px

Weapons - Handguns
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pdf_files/phone/raw0/data/media/0/DCIM/IMG_3592.HEIC
pdf_files/phone/raw0/data/media/0/DCIM/IMG_3592.HEIC
pdf_files/phone/misc/converted_files/_17116.jpg
pdf_files/phone/raw0/data/media/0/DCIM/IMG_3587.HEIC
pdf_files/phone/raw0/data/media/0/DCIM/IMG_3587.HEIC
pdf_files/phone/misc/converted_files/_17114.jpg
pdf_files/phone/raw0/data/media/0/DCIM/IMG_0031.HEIC
pdf_files/phone/raw0/data/media/0/DCIM/IMG_0031.HEIC
pdf_files/phone/misc/converted_files/_17110.jpg
pdf_files/phone/raw0/data/media/0/DCIM/maxresdefault.jpg
pdf_files/phone/raw0/data/media/0/DCIM/maxresdefault.jpg

Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

7 best-handguns-16.jpg

¢ 1200px-Damascus_Bowie.jpg

4

]

© 60

1

Filename
Path

Size
Created
Modified
Accessed
MDS5 hash
Width
Height

Image Classification

Filename
Path

Size
Created
Modified
Accessed
MDS5 hash
Width
Height

Image Classification

best-handguns-16.jpg
phone/raw0/data/media/0/DCIM/best-handguns-16.jpg

50.9 KB
2017-10-02 09:57:52 (UTC+2)
2017-10-02 09:56:22 (UTC+2)
2017-10-02 09:57:52 (UTC+2)
2A05ECF1A0C5E115C026BC4176623966
625 px

443 px

Weapons - Handguns

1200px-Damascus Bowie.jpg
phone/raw0/data/media/0/DCIM/1200px-Damascus_Bowie.jpg

193 KB
2017-10-02 09:57:55 (UTC+2)
2017-10-02 09:57:10 (UTC+2)
2017-10-02 09:57:55 (UTC+2)
4CA209767024570E32E28851E1EC727C
1200 px

1005 px

Weapons - Bladed weapons
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pdf_files/phone/raw0/data/media/0/DCIM/best-handguns-16.jpg
pdf_files/phone/raw0/data/media/0/DCIM/best-handguns-16.jpg
pdf_files/phone/raw0/data/media/0/DCIM/1200px-Damascus_Bowie.jpg
pdf_files/phone/raw0/data/media/0/DCIM/1200px-Damascus_Bowie.jpg

Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

Image Files

A subset of phone and application image files filtered by path not indicating a redundant image, sorted by time in ascending order

bing_000028.jpg

70126915_0a7dc99334_o_d.jpg

]

© 60

Filename

Path

Size

Created

Modified

Accessed

MDS5 hash

Width

Height

Camera Manufacturer
Camera Model
Date of Generation
Date of Digitization
Focal Length

Image Classification

Filename

Path

Size

Created

Modified

Accessed

MDS5 hash

Width

Height

Camera Manufacturer
Camera Model
Date of Generation
Date of Digitization
Exposure Time
Focal Length
F-Number

Image Classification

bing 000028.jpg
phone/raw0/weapons-ammunition/bing_000028.jpg

67.5 KB

2017-04-28 15:06:22 (UTC+2)
2017-04-21 14:14:42 (UTC+2)
2017-04-28 15:06:22 (UTC+2)
B9D78D589B58415AE0A1086797B6EB45
1398 px

786 px

Minolta Co., Ltd.

DIMAGE 5

2004-06-09 03:35:25 (UTC+2)
2004-06-09 03:35:25 (UTC+2)
13.063 mm

Weapons - Ammunition

70126915_0a7dc99334 o_d.jpg
phone/raw0/drugs-alcohol/70126915_0a7dc99334_o_d.jpg

53.1 KB

2017-04-27 10:30:25 (UTC+2)
2017-04-27 09:42:01 (UTC+2)
2017-04-27 10:30:25 (UTC+2)
CA5BC9AD6455447E6841E6ECCD989FB7
500 px

332 px

NIKON CORPORATION
NIKON D70

2005-12-03 22:39:38 (UTC+1)
2005-12-03 22:39:38 (UTC+1)
1/30s

35 mm

2.8

Upskirt
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pdf_files/phone/raw0/weapons-ammunition/bing_000028.jpg
pdf_files/phone/raw0/weapons-ammunition/bing_000028.jpg
pdf_files/phone/raw0/drugs-alcohol/70126915_0a7dc99334_o_d.jpg
pdf_files/phone/raw0/drugs-alcohol/70126915_0a7dc99334_o_d.jpg

Case Label: Compelson Demo Case Evidence Number: 8974969-589-468 Device Label: Mobile Number #3

3 marty_lefkoe_headshots_053_2-01_edit_235.jpg

B Filename marty lefkoe headshots 053 2-01 edit 235.jpg
Path phone/raw0/Random people/marty_lefkoe_headshots_053_2-01_edit_235.jpg
Size 1.44 MB

© Created 2018-03-27 09:25:02 (UTC+2)

© Modified 2018-03-02 13:44:33 (UTC+1)

© Accessed 2018-03-27 09:25:02 (UTC+2)
MD5 hash B04640963410BCC5EA02BEDB728089BD

< Width 1929 px

1 Height 2301 px

Camera Manufacturer Canon

Camera Model CANON EOS 5D
© Date of Generation 2006-01-04 14:22:46 (UTC+1)
© Date of Digitization 2006-01-04 14:22:46 (UTC+1)
Exposure Time 1/80s
Focal Length 85 mm
F-Number 3.5
Image Classification Upskirt

4 101561601_f518ddda41_o_d.jpg

hs 1, : B Filename 101561601_f518ddda41_o_d.jpg
E | e “us.- ¥ @ Path phone/raw0/drugs-alcohol/101561601_f518ddda41_o_d.jpg
Size 74.6 KB
© Created 2017-04-26 16:59:15 (UTC+2)
© Modified 2017-04-26 16:45:34 (UTC+2)
© Accessed 2017-04-26 16:59:15 (UTC+2)
MDS5 hash B1FF3E789DA591494167BC8BCC1A67D9
< Width 500 px
1 Height 333 px
Camera Manufacturer ~ Canon
Camera Model Canon EOS D60
© Date of Generation 2006-02-18 23:35:19 (UTC+1)
© Date of Digitization 2006-02-18 23:35:19 (UTC+1)
Exposure Time 1/60s
Focal Length 32 mm
F-Number 3.5
Image Classification Drugs - Alcohol

2020-02-25 11:15:27 (UTC+1) Generated by Compelson MOBILedit Forensic Express PRO 7.1.0.17610 520


pdf_files/phone/raw0/Random people/marty_lefkoe_headshots_053_2-01_edit_235.jpg
pdf_files/phone/raw0/Random people/marty_lefkoe_headshots_053_2-01_edit_235.jpg
pdf_files/phone/raw0/drugs-alcohol/101561601_f518ddda41_o_d.jpg
pdf_files/phone/raw0/drugs-alcohol/101561601_f518ddda41_o_d.jpg

Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

101561679_b657d26ad7_o_d.jpg

101561721_eda9c29a6a_o_d.jpg

]
(Y
(Y
(Y

L d

!

]
(Y
(Y
(Y

L d

!

Filename
Path

Size
Created
Modified
Accessed
MDS5 hash
Width
Height

Camera Manufacturer

Camera Model
Date of Generation
Date of Digitization
Exposure Time
Focal Length
F-Number

Image Classification

Filename
Path

Size
Created
Modified
Accessed
MDS5 hash
Width
Height

Camera Manufacturer

Camera Model
Date of Generation
Date of Digitization
Exposure Time
Focal Length
F-Number

Image Classification

101561679 b657d26ad7 o d.jpg
phone/raw0/drugs-alcohol/101561679_b657d26ad7_o_d.jpg
76.5 KB

2017-04-26 16:59:15 (UTC+2)
2017-04-26 16:45:35 (UTC+2)
2017-04-26 16:59:15 (UTC+2)
D5015FE476BDAF10C5D34BAFOA30EEAF
500 px

333 px

Canon

Canon EOS D60

2006-02-18 23:36:32 (UTC+1)
2006-02-18 23:36:32 (UTC+1)

1/60s

28 mm

35

Drugs - Alcohol

101561721_eda9c29a6a_o_d.jpg
phone/raw0/other/101561721_eda9c29a6a_o_d.jpg
46.6 KB

2017-04-26 16:59:15 (UTC+2)

2017-04-26 16:45:35 (UTC+2)

2017-04-26 16:59:15 (UTC+2)
C61DF55FBCA284FD4D209A35BBF8E436
500 px

333 px

Canon

Canon EOS D60

2006-02-18 23:41:42 (UTC+1)

2006-02-18 23:41:42 (UTC+1)

1/60s

28 mm

35

Upskirt

2020-02-25 11:15:27 (UTC+1)
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pdf_files/phone/raw0/drugs-alcohol/101561679_b657d26ad7_o_d.jpg
pdf_files/phone/raw0/drugs-alcohol/101561679_b657d26ad7_o_d.jpg
pdf_files/phone/raw0/other/101561721_eda9c29a6a_o_d.jpg
pdf_files/phone/raw0/other/101561721_eda9c29a6a_o_d.jpg

Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

Audio Files o

All phone and application audio files, sorted by time in ascending order

1

2

3

4

Over_the_horizon.mp3

A

PART_1452092770491

A

PART_1452096565416

A

PART_1452096649997

A

“e

“e

“e

Filename
Path

Size
Modified
MDS5 hash
Name
Artist
Album
Genre

Duration

Filename

Path

Size
Modified
MDS5 hash
Duration

Used as Attachment in

Filename

Path

Size
Modified
MDS5 hash
Duration

Used as Attachment in

Filename

Path

Size
Modified
MDS5 hash
Duration

Used as Attachment in

Over the horizon.mp3
phone/raw0/preload/INTERNAL_SDCARD/Samsung/Music/Over_the_horizon.mp3

2.58 MB

2012-10-17 11:40:02 (UTC+2)
553CE319AC3E30A8E09EDADOGE1DO11E
Over the horizon

Samsung

Samsung

New Age

00:02:36

PART 1452092770491

phone/applications0/com.android.providers.telephony/live_data/app_parts/
PART_1452092770491

11.9 KB

2017-01-06 16:06:10 (UTC+1)
87669F2C8EF70428B369CF29D2D8ACC1
00:00:08

Message

PART 1452096565416

phone/applications0/com.android.providers.telephony/live_data/app_parts/
PART_1452096565416

11.9 KB

2017-01-06 17:09:25 (UTC+1)
5973674382550ADC41A1ASCASEB1BDB7
00:00:08

Message

PART 1452096649997

phone/applications0/com.android.providers.telephony/live_data/app_parts/
PART_1452096649997

11.9 KB

2017-01-06 17:10:50 (UTC+1)
2ACDA2582056339FAB811A6EF316E4F5
00:00:08

Message

2020-02-25 11:15:27 (UTC+1)
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pdf_files/phone/raw0/preload/INTERNAL_SDCARD/Samsung/Music/Over_the_horizon.mp3
pdf_files/phone/raw0/preload/INTERNAL_SDCARD/Samsung/Music/Over_the_horizon.mp3
pdf_files/phone/applications0/com.android.providers.telephony/live_data/app_parts/PART_1452092770491
pdf_files/phone/applications0/com.android.providers.telephony/live_data/app_parts/PART_1452092770491
pdf_files/phone/applications0/com.android.providers.telephony/live_data/app_parts/PART_1452096565416
pdf_files/phone/applications0/com.android.providers.telephony/live_data/app_parts/PART_1452096565416
pdf_files/phone/applications0/com.android.providers.telephony/live_data/app_parts/PART_1452096649997
pdf_files/phone/applications0/com.android.providers.telephony/live_data/app_parts/PART_1452096649997

Case Label: Compelson Demo Case Evidence Number: 8974969-589-468 Device Label: Mobile Number #3

5 091d5fc9557¢1867462184c2158f8944.m4a

B Filename 091d5fc9557¢1867462184¢c2158f8944.m4a

k Path phone/applications0/com.facebook.orca/live_data/files/
_store_1b31f6df-11a0-4f58-8277-6e1c0ba29768/
msqrd_effect_asset_disk_cache_fixed.v100100/800300903486334/091d5fc9557c1867462
184c2158f8944.m4a

Size 8.60 KB
© Modified 2018-06-06 12:30:42 (UTC+2)
© Accessed 2018-06-06 12:30:42 (UTC+2)
MD5 hash 091D5FC9557C1867462184C2158F8944
& Name DealWithlt_sfx_Glasses_03
© Duration 00:00:01

6 3d56d0fa62f1d83f60960242bf7741af.m4a

B Filename 3d56d0fa62f1d83f60960242bf7741af.m4a

k Path phone/applications0/com.facebook.orca/live_data/files/
_store_1b31f6df-11a0-4f58-8277-6e1c0ba29768/
msqrd_effect_asset_disk_cache_fixed.v100100/800300903486334/3d56d0fa62f1d83f609

60242bf7741af.m4a
Size 8.92 KB
© Modified 2018-06-06 12:30:42 (UTC+2)
© Accessed 2018-06-06 12:30:41 (UTC+2)
MD5 hash 3D56D0FA62F1D83F60960242BF7741AF
& Name DealWithlt_sfx_Glasses_02
© Duration 00:00:01
7 cb86a62c877ff2ae18b50139b4585ae8.m4a
B Filename cb86a62c877ff2ae18b50139b4585ae8.m4a
k Path phone/applications0/com.facebook.orca/live_data/files/

_store_1b31f6df-11a0-4f58-8277-6e1c0ba29768/
msqrd_effect_asset_disk_cache_fixed.v100100/800300903486334/
cb86a62c877ff2ae18b50139b4585ae8.m4a

Size 7.29 KB
© Modified 2018-06-06 12:30:42 (UTC+2)
© Accessed 2018-06-06 12:30:41 (UTC+2)
MD5 hash CB86A62C877FF2AE18B50139B4585AE8
& Name DealWithlt_sfx_Glasses_01
© Duration 00:00:01

¢ d9782ab1a3c5afdfbffe16000db79fc8.m4a

B Filename d9782ab1a3c5afdfbffe16000db79fc8.m4a

k Path phone/applications0/com.facebook.orca/live_data/files/
_store_1b31f6df-11a0-4f58-8277-6e1c0ba29768/
msqrd_effect_asset_disk_cache_fixed.v100100/800300903486334/
d9782ab1a3c5afdfbffe16000db79fc8.m4a

Size 149 KB
© Modified 2018-06-06 12:30:42 (UTC+2)
© Accessed 2018-06-06 12:30:41 (UTC+2)
MD5 hash D9782AB1A3C5AFDFBFFE16000DB79FC8
& Name DealWithlt_sfx_MusicLoop
© Duration 00:00:19
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pdf_files/phone/applications0/com.facebook.orca/live_data/files/_store_1b31f6df-11a0-4f58-8277-6e1c0ba29768/msqrd_effect_asset_disk_cache_fixed.v100100/800300903486334/091d5fc9557c1867462184c2158f8944.m4a
pdf_files/phone/applications0/com.facebook.orca/live_data/files/_store_1b31f6df-11a0-4f58-8277-6e1c0ba29768/msqrd_effect_asset_disk_cache_fixed.v100100/800300903486334/091d5fc9557c1867462184c2158f8944.m4a
pdf_files/phone/applications0/com.facebook.orca/live_data/files/_store_1b31f6df-11a0-4f58-8277-6e1c0ba29768/msqrd_effect_asset_disk_cache_fixed.v100100/800300903486334/3d56d0fa62f1d83f60960242bf7741af.m4a
pdf_files/phone/applications0/com.facebook.orca/live_data/files/_store_1b31f6df-11a0-4f58-8277-6e1c0ba29768/msqrd_effect_asset_disk_cache_fixed.v100100/800300903486334/3d56d0fa62f1d83f60960242bf7741af.m4a
pdf_files/phone/applications0/com.facebook.orca/live_data/files/_store_1b31f6df-11a0-4f58-8277-6e1c0ba29768/msqrd_effect_asset_disk_cache_fixed.v100100/800300903486334/cb86a62c877ff2ae18b50139b4585ae8.m4a
pdf_files/phone/applications0/com.facebook.orca/live_data/files/_store_1b31f6df-11a0-4f58-8277-6e1c0ba29768/msqrd_effect_asset_disk_cache_fixed.v100100/800300903486334/cb86a62c877ff2ae18b50139b4585ae8.m4a
pdf_files/phone/applications0/com.facebook.orca/live_data/files/_store_1b31f6df-11a0-4f58-8277-6e1c0ba29768/msqrd_effect_asset_disk_cache_fixed.v100100/800300903486334/d9782ab1a3c5afdfbffe16000db79fc8.m4a
pdf_files/phone/applications0/com.facebook.orca/live_data/files/_store_1b31f6df-11a0-4f58-8277-6e1c0ba29768/msqrd_effect_asset_disk_cache_fixed.v100100/800300903486334/d9782ab1a3c5afdfbffe16000db79fc8.m4a

Case Label: Compelson Demo Case Evidence Number: 8974969-589-468 Device Label: Mobile Number #3

Video Files o

All phone and application video files, sorted by time in ascending order. A fixed amount of 12 thumbnails generated from each video in equal intervals

1 Wonders_of Nature.mp4

B Filename Wonders of Nature.mp4
Path phone/raw0/preload/INTERNAL_SDCARD/Samsung/Video/Wonders_of Nature.mp4
Size 91.6 MB
O Modified 2012-10-17 11:40:02 (UTC+2)
MD5 hash 8FEC67FE54ED9A9995F3357CCA22630E
© Duration 00:01:37
< Width 1280 px
1 Height 720 px
Framerate 29.97 fps

Esa

1. 00:00:00 2. 00:00:08

4. 00:00:24

5. 00:00:32 6. 00:00:40 7. 00:00:48 8. 00:00:56

9. 00:01:04 10. 00:01:12 11. 00:01:20 12. 00:01:28

2 IMG_2473_1.mp4

B Filename IMG_2473_1.mp4
Path phone/raw0/preload/INTERNAL_SDCARD/Samsung/Video/IMG_2473_1.mp4
Size 844 MIB
O Modified 2017-02-07 11:40:02 (UTC+1)
MD5 hash 15BA1A86D44A9FA5581C6D294AB7BC28
© Encoded (UTC) 2016-02-07 21:56:22 (UTC+1)
© Tagged (UTQ) 2016-02-07 21:57:38 (UTC+1)
© Duration 00:03:00
< Width 1280 px
1 Height 720 px
Framerate 30 fps

1. 2016-02-07 21:56:22 (UTC+1) 2. 2016-02-07 21:56:36 (UTC+1) 3. 2016-02-07 21:56:51 (UTC+1) 4. 2016-02-07 21:57:06 (UTC+1)
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pdf_files/phone/misc/thumbs/img_28494.png
pdf_files/phone/raw0/preload/INTERNAL_SDCARD/Samsung/Video/Wonders_of_Nature.mp4
pdf_files/phone/misc/video_sb/raw0/preload/INTERNAL_SDCARD/Samsung/Video/Wonders_of_Nature.mp4-1.jpg
pdf_files/phone/misc/video_sb/raw0/preload/INTERNAL_SDCARD/Samsung/Video/Wonders_of_Nature.mp4-2.jpg
pdf_files/phone/misc/video_sb/raw0/preload/INTERNAL_SDCARD/Samsung/Video/Wonders_of_Nature.mp4-3.jpg
pdf_files/phone/misc/video_sb/raw0/preload/INTERNAL_SDCARD/Samsung/Video/Wonders_of_Nature.mp4-4.jpg
pdf_files/phone/misc/video_sb/raw0/preload/INTERNAL_SDCARD/Samsung/Video/Wonders_of_Nature.mp4-5.jpg
pdf_files/phone/misc/video_sb/raw0/preload/INTERNAL_SDCARD/Samsung/Video/Wonders_of_Nature.mp4-6.jpg
pdf_files/phone/misc/video_sb/raw0/preload/INTERNAL_SDCARD/Samsung/Video/Wonders_of_Nature.mp4-7.jpg
pdf_files/phone/misc/video_sb/raw0/preload/INTERNAL_SDCARD/Samsung/Video/Wonders_of_Nature.mp4-8.jpg
pdf_files/phone/misc/video_sb/raw0/preload/INTERNAL_SDCARD/Samsung/Video/Wonders_of_Nature.mp4-9.jpg
pdf_files/phone/misc/video_sb/raw0/preload/INTERNAL_SDCARD/Samsung/Video/Wonders_of_Nature.mp4-10.jpg
pdf_files/phone/misc/video_sb/raw0/preload/INTERNAL_SDCARD/Samsung/Video/Wonders_of_Nature.mp4-11.jpg
pdf_files/phone/misc/video_sb/raw0/preload/INTERNAL_SDCARD/Samsung/Video/Wonders_of_Nature.mp4-12.jpg
pdf_files/phone/misc/thumbs/img_28507.png
pdf_files/phone/raw0/preload/INTERNAL_SDCARD/Samsung/Video/IMG_2473_1.mp4
pdf_files/phone/misc/video_sb/raw0/preload/INTERNAL_SDCARD/Samsung/Video/IMG_2473_1.mp4-1.jpg
pdf_files/phone/misc/video_sb/raw0/preload/INTERNAL_SDCARD/Samsung/Video/IMG_2473_1.mp4-2.jpg
pdf_files/phone/misc/video_sb/raw0/preload/INTERNAL_SDCARD/Samsung/Video/IMG_2473_1.mp4-3.jpg
pdf_files/phone/misc/video_sb/raw0/preload/INTERNAL_SDCARD/Samsung/Video/IMG_2473_1.mp4-4.jpg

Case Label: Compelson Demo Case Evidence Number: 8974969-589-468 Device Label: Mobile Number #3

7. 2016-02-07 21:57:51 (UTC+1) 8. 2016-02-07 21:58:06 (UTC+1)

5. 2016-02-07 21:57:21 (UTC+1)

9. 2016-02-07 21:58:21 (UTC+1) 10. 2016-02-07 21:58:36 (UTC+1) 11. 2016-02-07 21:58:51 (UTC+1) 12. 2016-02-07 21:59:06 (UTC+1)
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pdf_files/phone/misc/video_sb/raw0/preload/INTERNAL_SDCARD/Samsung/Video/IMG_2473_1.mp4-5.jpg
pdf_files/phone/misc/video_sb/raw0/preload/INTERNAL_SDCARD/Samsung/Video/IMG_2473_1.mp4-6.jpg
pdf_files/phone/misc/video_sb/raw0/preload/INTERNAL_SDCARD/Samsung/Video/IMG_2473_1.mp4-7.jpg
pdf_files/phone/misc/video_sb/raw0/preload/INTERNAL_SDCARD/Samsung/Video/IMG_2473_1.mp4-8.jpg
pdf_files/phone/misc/video_sb/raw0/preload/INTERNAL_SDCARD/Samsung/Video/IMG_2473_1.mp4-9.jpg
pdf_files/phone/misc/video_sb/raw0/preload/INTERNAL_SDCARD/Samsung/Video/IMG_2473_1.mp4-10.jpg
pdf_files/phone/misc/video_sb/raw0/preload/INTERNAL_SDCARD/Samsung/Video/IMG_2473_1.mp4-11.jpg
pdf_files/phone/misc/video_sb/raw0/preload/INTERNAL_SDCARD/Samsung/Video/IMG_2473_1.mp4-12.jpg

Case Label: Case Evidence Number: 8974969-589-468 Device Label: Mobile Number #3

Documents ey

All phone and application documents, sorted by time in ascending order

log file_camera.txt

B Filename log file camera.txt
k Path phone/applications0/com.evernote/live_data/files/.logs/log_file_camera.txt
Size 1.01 MB
Mime Type text/plain
O Modified 2017-10-14 14:56:33 (UTC+2)
MDS5 hash 51BCCOE825871F53B9EE68E0143FASBD

Document Preview

2015-10-14 14:56:01,975 DEBUG [Evernote] - Forked process, install exception handlers and stop application initialization
2015-10-14 14:56:01,998 DEBUG [ff] - registered crash manager

2015-10-14 14:56:02,000 DEBUG [ff] - registered nonfatal exception manager

2015-10-14 14:56:02,031 DEBUG [CameraUtil] - Heap size 512 MB, native heap size 5 MB

2015-10-14 14:56:02,032 DEBUG [CameraHolder] - getlnitialCameraProxy - Build. MODEL = GT-19505

2 log file2.txt
B Filename log file2.txt
k Path phone/applications0/com.evernote/live_data/files/.logs/log_file2.txt
Size 1.01 MB
Mime Type text/plain
O Modified 2017-10-15 12:06:35 (UTC+2)
MDS5 hash 2303780D8EE15231B2F9F45587EE7376

Document Preview

2015-10-15 10:04:01,703 DEBUG [EvernoteProvider] - Provider+++++onCreate()

2015-10-15 10:04:01,729 DEBUG [d] - AccountManager()::userlds=122114309

2015-10-15 10:04:01,733 DEBUG [b] - creating new Accountinfo()::userld122114309

2015-10-15 10:04:01,758 DEBUG [d] - AccountManager()::adding account::122114309::compelson;j
2015-10-15 10:04:01,758 DEBUG [d] - AccountManager()::count=1

notification_log event0.txt

B Filename notification_log event0.txt
k Path phone/applications0/com.facebook.katana/live_data/cache/notification_log_event0.txt
Size 19.6 KB
Mime Type text/plain
O Modified 2018-05-03 09:50:27 (UTC+2)
© Accessed 2018-04-24 17:28:04 (UTC+2)
MDS5 hash 763013973DA5C970798B50A11EFB65EA

Document Preview

04-24 08:28:04.721 Badging - DiodeBadgeSyncManager - updateToClient: 0/0
04-24 10:27:02.739 Badging - DiodeBadgeSyncManager - updateToClient: 0/0
04-24 16:15:18.146 Badging - DiodeBadgeSyncManager - updateToClient: 0/0
04-24 22:02:03.483 Badging - DiodeBadgeSyncManager - updateToClient: 0/0
04-24 23:21:12.140 Badging - DiodeBadgeSyncManager - updateToClient: 0/0
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pdf_files/phone/applications0/com.evernote/live_data/files/.logs/log_file_camera.txt
pdf_files/phone/applications0/com.evernote/live_data/files/.logs/log_file_camera.txt
pdf_files/phone/applications0/com.evernote/live_data/files/.logs/log_file2.txt
pdf_files/phone/applications0/com.evernote/live_data/files/.logs/log_file2.txt
pdf_files/phone/applications0/com.facebook.katana/live_data/cache/notification_log_event0.txt
pdf_files/phone/applications0/com.facebook.katana/live_data/cache/notification_log_event0.txt

Case Label: Case Evidence Number: 8974969-589-468 Device Label: Mobile Number #3

4 anydo_log 2018-19.txt

B Filename anydo log 2018-19.txt
k Path phone/applications0/com.anydo/live_data/files/anydo_log 2018-19.txt
Size 73.3 KB
Mime Type text/plain
O Modified 2018-05-11 15:16:39 (UTC+2)
© Accessed 2018-05-06 00:00:35 (UTC+2)
MD5 hash C3F69CA20ED15E958E8C415923F6DDD8

Document Preview

2018-05-05 22:00:36.029 UTC WARN Mismatched versions: core is 'VERSION__5.1-SNAPSHOT__', while android is 'VERSION__5.0_'
2018-05-05 22:00:38.089 UTC ERROR ContactAccessor> Failed to add call log fields to contacts.

java.lang.SecurityException: Permission Denial: opening provider com.android.providers.contacts.CallLogProvider from ProcessRecord{c493d52
25268:com.anydo/u0al27} (pid=25268, uid=10127) requires android.permission.READ_CALL_LOG or android.permission.WRITE_CALL_LOG

at android.os.Parcel.readException(Parcel.java:1665) ~[na:0.0]

at android.os.Parcel.readException(Parcel.java:1

5 notification_log event1.txt

B Filename notification_log event1.txt
k Path phone/applications0/com.facebook.katana/live_data/cache/notification_log event1.txt
Size 19.6 KB
Mime Type text/plain
O Modified 2018-05-15 12:12:47 (UTC+2)
© Accessed 2018-05-03 13:10:54 (UTC+2)
MD5 hash ED51A6E1820C61F294126C477C61B38F

Document Preview

05-03 04:10:54.092 Badging - DiodeBadgeSyncManager - updateToClient: 0/0
05-03 06:25:15.839 Badging - DiodeBadgeSyncManager - updateToClient: 0/0
05-03 07:26:23.185 Badging - DiodeBadgeSyncManager - updateToClient: 0/0
05-03 13:26:47.905 Badging - DiodeBadgeSyncManager - updateToClient: 0/0
05-03 16:34:10.389 Badging - DiodeBadgeSyncManager - updateToClient: 0/0

anydo_log 2018-20.txt

B Filename anydo_log 2018-20.txt
k Path phone/applications0/com.anydo/live_data/files/anydo_log 2018-20.txt
Size 91.7 KB
Mime Type text/plain
O Modified 2018-05-20 23:31:37 (UTC+2)
© Accessed 2018-05-14 10:23:12 (UTC+2)
MD5 hash D8A5A29C445D62048AB9A770F873FE76

Document Preview

2018-05-14 08:23:13.214 UTC WARN Mismatched versions: core is 'VERSION__5.1-SNAPSHOT__', while android is 'VERSION__5.0_'

2018-05-14 08:23:15.545 UTC ERROR ContactAccessor> Failed to add call log fields to contacts.

java.lang.SecurityException: Permission Denial: opening provider com.android.providers.contacts.CallLogProvider from ProcessRecord{a250d9f 8740:com.anydo/
u0a127} (pid=8740, uid=10127) requires android.permission.READ_CALL_LOG or android.permission.WRITE_CALL_LOG

at android.os.Parcel.readException(Parcel.java:1665) ~[na:0.0]

at android.os.Parcel.readException(Parcel.java:161
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pdf_files/phone/applications0/com.anydo/live_data/files/anydo_log_2018-19.txt
pdf_files/phone/applications0/com.anydo/live_data/files/anydo_log_2018-19.txt
pdf_files/phone/applications0/com.facebook.katana/live_data/cache/notification_log_event1.txt
pdf_files/phone/applications0/com.facebook.katana/live_data/cache/notification_log_event1.txt
pdf_files/phone/applications0/com.anydo/live_data/files/anydo_log_2018-20.txt
pdf_files/phone/applications0/com.anydo/live_data/files/anydo_log_2018-20.txt

Case Label: Case Evidence Number: 8974969-589-468 Device Label: Mobile Number #3

Large Images e

All large images, sorted by time in ascending order

221 (phone/raw3/Nokia 7 Plus Stock Wallpapers/Alkaline Lake.jpg)

Picture Size Width Height 2160 px
Size Mime Type -

Date Created Modified 2018-03-22 06:46:17 Accessed 2018-03-22 06:46:17
(UTC+1) (UTC+1)

Image Classification

2020-02-25 11:15:27 (UTC+1) Generated by Compelson MOBILedit Forensic Express PRO 7.1.0.17610



pdf_files/phone/raw0/weapons-ammunition/bing_000028.jpg
pdf_files/phone/raw0/weapons-ammunition/bing_000028.jpg

Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468 Device Label: Mobile Number #3

(phone/raw3/Nokia 7 Plus Stock Wallpapers/Stillness Of Night.jpg)

Picture Size Width
Size

Date Created

Image Classification

2020-02-25 11:15:27 (UTC+1)

2160 px Height 2160 px
1.6 MB Mime Type -

- Modified 2018-03-22 06:46:17 Accessed
(UTC+1)

Generated by Compelson MOBILedit Forensic Express PRO 7.1.0.17610

2018-03-22 06:46:17
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pdf_files/phone/raw3/Nokia 7 Plus Stock Wallpapers/Stillness Of Night.jpg
pdf_files/phone/raw3/Nokia 7 Plus Stock Wallpapers/Stillness Of Night.jpg

Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468 Device Label: Mobile Number #3

240 (phone/raw3/Nokia 7 Plus Stock Wallpapers/Torres Del Paine Horns.jpg)

Picture Size Width
Size

Date Created

Image Classification

2020-02-25 11:15:27 (UTC+1)

2160 px Height 2160 px
897.6 kB Mime Type -

- Modified 2018-03-22 06:46:17 Accessed
(UTC+1)

Upskirt
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pdf_files/phone/raw3/Nokia 7 Plus Stock Wallpapers/Torres Del Paine Horns.jpg
pdf_files/phone/raw3/Nokia 7 Plus Stock Wallpapers/Torres Del Paine Horns.jpg

Case Label: Compelson Demo Case Evidence Number: 8974969-589-468 Device Label: Mobile Number #3

Picture Size Width 540 px Height 720 px
Size 33.0kB Mime Type -
Date Created - Modified 2018-06-06 20:11:17 Accessed
(UTC+2)
Image Classification Upskirt

2018-06-06 11:11:03

(UTC+2)
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pdf_files/phone/applications0/com.facebook.katana/live_data/cache/image/v2.ols100.1/99/rvhXzc5yPfL5wL-QRw1HcHutIjM.cnt
pdf_files/phone/applications0/com.facebook.katana/live_data/cache/image/v2.ols100.1/99/rvhXzc5yPfL5wL-QRw1HcHutIjM.cnt

Case Label: Compelson Demo Case Evidence Number: 8974969-589-468 Device Label: Mobile Number #3

Passwords

Passwords from Internet (Saved Passwords) (@ total, 2 deleted)

compelson.test@gmail.com X Deleted

& Host https://www.dropbox.com
& User Name compelson.test@gmail.com
# Password shhdonttellme420
Source File phone/applications0/com.android.browser/live_data/databases/webview.db : 0x202e4 (Table: password)
compelson.test@gmail.com X Deleted
& Host https://mobile.twitter.com
& User Name compelson.test@gmail.com
# Password shhdonttellme420
Source File phone/applications0/com.android.browser/live_data/databases/webview.db : 0x202a2 (Table: password)

Passwords from Email (Email Passwords) @

valentine.veryrich@yahoo.com

& User Name valentine.veryrich@yahoo.com
# Password Encrypted gGP/rFhaMMxJ/8h)Q9z0tRN5/ro3PPh/3G6MCEJX1Z1=
& Password VerySecretPass123
Protocol imap
Address imap.mail.yahoo.com
Port 993
Source File phone/applications0/com.android.email/live_data/databases/EmailProvider.db : 0x13d7b (Table: HostAuth)

valentine.veryrich@yahoo.com

& User Name valentine.veryrich@yahoo.com
& Password Encrypted gGP/rFhaMMxJ/8h)Q9z0tRN5/ro3PPh/3G6MCEJX1Z1=
& Password VerySecretPass123
Protocol smtp
Address smtp.mail.yahoo.com
Port 465
Source File phone/applications0/com.android.email/live_data/databases/EmailProvider.db : 0x13f2f (Table: HostAuth)

Passwords from Email (Accounts) ()

valentine.veryrich@yahoo.com

¥ Email valentine.veryrich@yahoo.com
stz Outgoing Name valentine.veryrich
& Password Encrypted gGP/rFhaMMxJ/8h)Q9z0tRN5/ro3PPh/3G6MCEJX1Z1=
& Password VerySecretPass123
Source File phone/applications0/com.android.email/live_data/databases/EmailProvider.db : 0x14ef1 (Table: Account)
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Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

Passwords from Samsung Galaxy S7 (Wi-Fi Networks) @

Internet22

SSID
BSSID
P Password

Source File

Connected Time
2017-08-04 12:00:00 (UTC+2)
2017-08-07 15:00:00 (UTC+2)
2017-08-26 08:00:00 (UTC+2)
2017-09-08 17:00:00 (UTC+2)

Secretnet
SSID
BSSID

P Password

Source File

Wi-Fi-Home
SSID
P Password

Source File

Connected Time

2017-07-11 18:00:00 (UTC+2)

Internet22
4D:6D:98:0B:96:A6,
password123456

phone/applications1/Dumpsys/netstats.log

phone/applications1/Dumpsys/wifi.log

phone/applications0/com.android.providers.settings/backup/f/flattened-data

2017-08-04 13:00:00 (UTC+2)
2017-08-07 16:00:00 (UTC+2)
2017-08-26 09:00:00 (UTC+2)
2017-09-09 18:00:00 (UTC+2)

Secretnet
34:12:46:C3:D0:6D,
Wsy94afbtad168

2017-08-04 14:00:00 (UTC+2)
2017-08-07 17:00:00 (UTC+2)
2017-08-26 10:00:00 (UTC+2)
2017-09-09 19:00:00 (UTC+2)

phone/applications1/Dumpsys/wifi.log

2017-08-04 15:00:00 (UTC+2)
2017-08-07 18:00:00 (UTC+2)
2017-08-26 11:00:00 (UTC+2)
2017-09-09 20:00:00 (UTC+2)

phone/applications0/com.android.providers.settings/backup/f/flattened-data

Wi-Fi-Home
123456789abcde

phone/applications1/Dumpsys/netstats.log

phone/applications0/com.android.providers.settings/backup/f/flattened-data

2017-07-11 19:00:00 (UTC+2)

2017-07-11 20:00:00 (UTC+2)

2017-08-04 16:00:00 (UTC+2)
2017-08-07 19:00:00 (UTC+2)
2017-08-27 14:00:00 (UTC+2)
2017-09-15 19:00:00 (UTC+2)

2020-02-25 11:15:27 (UTC+1)
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Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

GPS Locations 32 total, 44 deleted)

All GPS locations sorted by time in ascending order

Click here to view GPS locations in interactive map

1 4870800025_a1d2f3a837_o_d.jpg

Latitude
Longitude
© Time

Event Origin
Event Type

56.07832 °
12.69584 °

2010-08-07 19:22:22
(UTC+2)

Media Image Files
Image

I Filename
Path
Size
© Created
© Modified
© Accessed
MDS5 hash
= Width
1 Height

Camera
Manufacturer

Camera Model

© Date of
Generation

© Date of
Digitization

Q Position
(Google Maps)

Exposure Time
Focal Length
F-Number

Image
Classification

4870800025 a1d2f3a837 o d.jpg
phone/raw0/drugs-alcohol/4870800025_a1d2f3a837_o_d.jpg

52.4 KB
2017-04-26 16:59:52 (UTC+2)
2017-04-26 16:47:45 (UTC+2)
2017-04-26 16:59:52 (UTC+2)
3FOF26EEE89ADABA7E18E6C48D1B6254
500 px

333 px

Canon

Canon EOS 5D Mark Il
2010-08-07 19:22:22 (UTC+2)

2010-08-07 19:22:22 (UTC+2)

Latitude 56.07832 °
Longitude 12.69584 °
Altitude 45 m
1/80s

80 mm

4

Upskirt

2020-02-25 11:15:27 (UTC+1)
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pdf_files/mapView.html
pdf_files/phone/raw0/drugs-alcohol/4870800025_a1d2f3a837_o_d.jpg
pdf_files/phone/raw0/drugs-alcohol/4870800025_a1d2f3a837_o_d.jpg
http://maps.google.com/maps?q=loc:56.07832,12.69584

Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

Latitude
Longitude
© Time

Event Origin
Event Type

35.6583°
139.703 °

2010-10-14 13:13:04

(UTC+2)

Media Image Files
Image

894175_2709f516c5_o_d.jpg

I Filename
Path
Size
© Created
© Modified
© Accessed
MDS5 hash

Q Position
(Google Maps)

= Width
1 Height

Camera
Manufacturer

Camera Model

© Date of
Generation

© Date of
Digitization
Exposure Time
Focal Length
F-Number
Lens Info

Image
Classification

5080894175 2709f516¢5 o d.jpg
phone/raw0/drugs-alcohol/5080894175_2709f516c5_o_d.jpg
58.4 KB

2017-04-27 13:51:15 (UTC+2)

2017-04-27 13:16:02 (UTC+2)

2017-04-27 13:51:15 (UTC+2)
7B84830B3FFD5CEDED6538E85884BF3A

Latitude 35.6583°

Longitude 139.703°

Time 2010-10-14 13:13:04 (UTC+2)
Altitude 194 m

332 px

500 px

SONY

SLT-A55V

2010-10-14 21:59:32 (UTC+2)

2010-10-14 21:59:32 (UTC+2)

1/60s

35 mm

2.8

DT 35mm F1.8 SAM, Focal length 35 mm, /1.8
Upskirt

2020-02-25 11:15:27 (UTC+1)
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pdf_files/phone/raw0/drugs-alcohol/5080894175_2709f516c5_o_d.jpg
pdf_files/phone/raw0/drugs-alcohol/5080894175_2709f516c5_o_d.jpg
http://maps.google.com/maps?q=loc:35.6583,139.703

Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

Latitude
Longitude
© Time

Event Origin

Event Type

Latitude
Longitude
© Time

Event Origin

Event Type

Latitude
Longitude
© Time

Event Origin

Event Type

Latitude
Longitude
© Time

Event Origin

Event Type

50.1318 °
14.47617 °

2016-07-24 11:20:36
(UTC+2)

Google Play services Cell
Towers

Uncategorized Item

50.14349 °
14.44912 °

2016-07-24 12:00:13
(UTC+2)

Google Play services Cell
Towers

Uncategorized Item

50.13724 °
14.45183 °

2016-07-24 12:21:10
(UTC+2)

Google Play services Cell
Towers

Uncategorized Item

50.13267 °
14.46625 °

2016-07-24 12:24:29
(UTC+2)

Google Play services Cell
Towers

Uncategorized Item

7 Cell tower

Type
MCC
MNC
LAC
Cell ID
© Last Request

Q Resolved Cell Tower
Position

(Google Maps)

Source File

X Deleted

wcdma

230

2

1182

203717279

2016-07-24 11:20:36 (UTC+2)
Latitude 50.1318 °

Longitude 14.47617 °

phone/applications0/com.google.android.gms/live_data/databases/herrevad :
0x8f26 (Table: Iru_table)

8 Cell tower

Type
MCC
MNC
LAC
Cell ID
© Last Request

Q Resolved Cell Tower
Position

(Google Maps)

Source File

X Deleted

wcdma

230

2

1182

203717144

2016-07-24 12:00:13 (UTC+2)
Latitude 50.14349 °

Longitude 14.44912 °

phone/applications0/com.google.android.gms/live_data/databases/herrevad :
0x8ecf (Table: Iru_table)

9 Cell tower

Type
MCC
MNC
LAC
Cell ID
© Last Request

Q Resolved Cell Tower
Position

(Google Maps)

Source File

X Deleted

wcdma

230

2

1182

203717695

2016-07-24 12:21:10 (UTC+2)
Latitude 50.13724 °

Longitude 14.45183 °

phone/applications0/com.google.android.gms/live_data/databases/herrevad :
0x8e28 (Table: Iru_table)

10 Cell tower

Type
MCC
MNC
LAC
Cell ID
© Last Request

Q Resolved Cell Tower
Position

(Google Maps)

Source File

X Deleted

wcdma

230

2

1182

203717267

2016-07-24 12:24:29 (UTC+2)
Latitude 50.13267 °

Longitude 14.46625 °

phone/applications0/com.google.android.gms/live_data/databases/herrevad :
0x8dd4 (Table: Iru_table)
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http://maps.google.com/maps?q=loc:50.1318,14.47617
http://maps.google.com/maps?q=loc:50.14349,14.44912
http://maps.google.com/maps?q=loc:50.13724,14.45183
http://maps.google.com/maps?q=loc:50.13267,14.46625

Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

Web Browsing History vo o, ss seieea

All application web history, sorted by the time of creation in ascending order

aan
L4

Lt

aan
L4

Lt

aan
L4

Lt

aan
dms
L4

Lt

aan
dms
L4

Lt

aan
dms
L4

Lt

DAY %

L

Url

Last Visit
Visit Count
Source

Source File

DAY

L

Url

Last Visit
Visit Count
Source

Source File

Yahoo! Mail

Url

Last Visit
Visit Count
Source

Source File

By WYY Googlehttp://www.

1970-01-01 01:00:01 (UTC+1)
7453298398312345600

Internet

phone/applications0/com.android.browser/live_data/databases/browser2.db : 0x33cae2 (Table: history)

Sy W Binghttp://www.bing.com/?PC=SMS

1970-01-01 01:00:01 (UTC+1)
5559208096532610048

Internet

phone/applications0/com.android.browser/live_data/databases/browser2.db : 0x33c605 (Table: history)

1970-02-11 20:02:37 (UTC+1)
1

Internet

phone/applications0/com.android.browser/live_data/databases/browser2.db : 0x89bb5 (Table: history)

https://m.mg.mail.yahoo.com/hg/se= &% " €* @m*" ~https://www.google.cz"*.* QMM?* *** https:/=

Url

Last Visit
Visit Count
Source

Source File

Far Cry Primal - Global Ve

Url

Last Visit
Visit Count
Source

Source File

https://m.mg.mail.yah

Url

Last Visit
Visit Count
Source

Source File

1971-08-27 01:11:13 (UTC+1)
101

Internet

phone/applications0/com.android.browser/live_data/databases/browser2.db : 0x343a32 (Table: history)

rsion CD-KEY for Uplay - G2A v\ '@ @7 @7%"

1971-08-27 21:24:28 (UTC+1)
1

Internet

phone/applications0/com.android.browser/live_data/databases/browser2.db : 0xf661c (Table: history)

1972-06-25 20:43:58 (UTC+1)
117

Internet

phone/applications0/com.android.browser/live_data/databases/browser2.db : 0x2c1e1c (Table: history)

shttps://m.mg.mail.yahoo.com/hg

X Deleted

X Deleted

X Deleted

X Deleted

X Deleted

X Deleted
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�␀�+M␈␅␁␈Files - Dropboxhttps://www.dropbox.com␏�␀�␀�#�#␈␅	␈https://www.dropbox.com/m
rsion CD-KEY for Uplay - G2A -␀␀␀�␀�7�7␈␅	␈https://m.mg.mail.yahoo.com/hg
oo.com/hg/se␏�␁␌␀�␟�m␈␅	␈https://www.google.cz/search?client=ms-android-skt-kr&hl=en-

Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

aan
L4

Lt

aan
L4

Lt

aan
L4

Lt

aan
L4

Lt

aan
L4

Lt

aan
L4

Lt

aan
L4

Lt

https://m.mg.mail.yahoo.com/hg/se= &% " " @m*~ ~https://www.google.cz".*.* QMM?* *** https:/=

Url

Last Visit
Visit Count
Source

Source File

https://m.mg.mail.yah

Url

Last Visit
Visit Count
Source

Source File

Yahoo - login
Url

Last Visit

Visit Count
Source

Source File

https://m.mg.mail.yah

Url

Last Visit
Visit Count
Source

Source File

https://m.mg.mail.yah

Url

Last Visit
Visit Count
Source

Source File

https://m.mg.mail.yahoo.com/hg/search/?.intl=us&.lang=en-US&.tsro".

Url

Last Visit
Visit Count
Source

Source File

Yahoo Mail

Url

Last Visit
Visit Count
Source

Source File

V% ©+M="*Files - Dropboxhttps://www.dropbox.com/m/browse T+ @ Q" @@ . &m*"

X Deleted

sdropbox -

1972-06-28 02:45:35 (UTC+1)
32
Internet

phone/applications0/com.android.browser/live_data/databases/browser2.db : 0x31b672 (Table: history)

0o.com/hg/se @%@ @m*",
1973-06-06 17:08:21 (UTC+1)
112

shttps://www.google.cz%% % QMM *"*https:/= @4 @+M*""*Files - Drop

Internet

phone/applications0/com.android.browser/live_data/databases/browser2.db : 0x33289c (Table: history)

1973-06-19 16:29:59 (UTC+1)
1

Internet

phone/applications0/com.android.browser/live_data/databases/browser2.db : 0x2443f2 (Table: history)

1973-11-18 17:59:01 (UTC+1)
116

Internet

phone/applications0/com.android.browser/live_data/databases/browser2.db : 0x2d802c (Table: history)

1973-11-19 03:15:10 (UTC+1)
47

Internet

phone/applications0/com.android.browser/live_data/databases/browser2.db : 0x24324c (Table: history)

Y197 %%%Yahoo Mail

https://m.mg.mail.yahoo.com/*
1974-01-05 08:40:10 (UTC+1)
70

Internet

phone/applications0/com.android.browser/live_data/databases/browser2.db : 0x2a3b4a (Table: history)

1974-01-05 08:40:10 (UTC+1)
70

Internet

phone/applications0/com.android.browser/live_data/databases/browser2.db : 0x28b955 (Table: history)

X Deleted

X Deleted

shttps://s.yimg.com/po/produ

X Deleted

X Deleted

X Deleted

X Deleted
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�␀�+M␈␅␁␈Files - Dropboxhttps://www.dropbox.com/m/browse␁T␙�Q�␂␏�␀�␀;�m␈␅	␈dropbox - 
oo.com/hg/se␏�␁␌␀�␟�m␈␅	␈https://www.google.cz␀␀␀QMM␈␅␁␈https:/␏�␀�+M␈␅␁␈Files - Drop
https://login.yahoo.com/m?.intl=us&.done=https%3A%2F%2Fmg␀␀␁�␀�␁�␁␈␅	␈https://s.yimg.com/po/produ
oo.com/hg/se␏�␁␌␀�␟�m␈␅	␈https://www.google.cz/s␏�␀OKK␈␅␁␈https://www.dropbox.com/m/l
oo.com/hg/search/?.intl=us&.lang=en-US&.tsro␇	␀!�7␈␅␁␈Yahoo Mailhttps://m.mg.mail.yah
https://m.mg.mail.yahoo.com/␏�␁�␀�␝�␝␈␅␁␈https://login.yahoo.com/m?.src=ym&.done=http
https://m.mg.mail.yahoo.com/␏�␁�␀�␝�␝␈␅␁␈https://login.yahoo.com/m?.src=ym&.done=http

Case Label: Compelson Demo Case Evidence Number: 8974969-589-468 Device Label: Mobile Number #3

Web Search History (105 total, 95 deleted)

All application web searches, sorted by the time of creation in ascending order

0021 dOOLLO V90"~ 90100990
Q Searched Query 0V dOOLLOVOO". QOO COOO
O Time 1965-05-19 16:16:15 (UTC+1)
Source Internet
Source File phone/applications0/com.android.browser/live_data/databases/browser2.db : 0x90484 (Table: searches)
"(EQ" 1 ZOCIBL @UNNIO" D (O3 ELd11aH1 60 91 OE- 04 OYX,OWIOr0 0 0 OXZO/ORO" )1 00y 920 0 670 6 05. 60/

%% END @B @ @PNG
5,

L

IHDRY A% @444 Q% MW * @ @ QLN 5SBITH 3" @ 94 @IDATX 9 9 ©_©,0}07>% 0 O [P~ &P
AoN& GHDW(q@#-BO\-A9(FO8B6HHHOMyQo:Fo!07+&(N

Q. Searched Query (E@"+Z&CIB%- @119 D<(O4Et@1]1aH1 9 9 0*1 O+ OYX, OV OrO @ 9 OXZ 9/ ORO"9)1 O dy6Z0 0 ?
€ 99599/ IENDOB 9OPNG

S,

LR "

IHDRYWL4 QWML MW+ @ @ QU LALSBITH 3 @ 911+ @IDATX O € ©_9, 0} 07,> 9 O [P~OP
"oN© GHDWq@#-B\*AQ(FO8B6 9 HOMyQO fo'!97+&(N

O Time 1969-10-19 01:48:31 (UTC+1)
Source Internet
Source File phone/applications0/com.android.browser/live_data/databases/browser2.db : Oxefbd4 (Table: searches)
"0[000.660002600QN00
Q, Searched Query PO 99"9600602600cQ} 0O
O Time 1969-11-06 19:25:25 (UTC+1)
Source Internet
Source File phone/applications0/com.android.browser/live_data/databases/browser2.db : 0x9070e (Table: searches)
dOONAGOOO
Q, Searched Query dOONAO OGSO
O Time 1969-12-08 10:43:27 (UTC+1)
Source Internet
Source File phone/applications0/com.android.browser/live_data/databases/browser2.db : 0x7a449 (Table: searches)
©0HODO OV LOOOLROOOUGOYIOOF " 0000 000
Q Searched Query OOHOLOHOVZQOOOL*ROOOUOOYIOOF-"09 0600
O Time 1969-12-26 07:03:21 (UTC+1)
Source Internet
Source File phone/applications0/com.android.browser/live_data/databases/browser2.db : 0x306a53 (Table: searches)
W19 GOWOCHS SO |G oun>
Q Searched Query Vel Q9O OWOPCONS OO | OOUN>
O Time 1969-12-31 16:50:42 (UTC+1)
Source Internet
Source File phone/applications0/com.android.browser/live_data/databases/browser2.db : 0x10995 (Table: searches)
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Case Label: Compelson Demo Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

User Dictionary as

Boi Dank wha gonna insta
Lol smh kate pls Memes
covfefe Imao wurf Imma doggo
Hemlo
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Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

Wi-Fi Networks o

Internet22

SSID
BSSID

& Password
Source

Source File

Connected Time
2017-08-04 12:00:00 (UTC+2)
2017-08-07 15:00:00 (UTC+2)
2017-08-26 08:00:00 (UTC+2)
2017-09-08 17:00:00 (UTC+2)

Secretnet

SSID
BSSID

& Password
Source

Source File

Wi-Fi-Home
SSID

P Password
Source

Source File

Connected Time
2017-07-11 18:00:00 (UTC+2)

Internet22
4D:6D:98:0B:96:A6,
password123456
Samsung Galaxy S7

phone/applications1/Dumpsys/netstats.log

phone/applications1/Dumpsys/wifi.log

phone/applications0/com.android.providers.settings/backup/f/flattened-data

2017-08-04 13:00:00 (UTC+2)
2017-08-07 16:00:00 (UTC+2)
2017-08-26 09:00:00 (UTC+2)
2017-09-09 18:00:00 (UTC+2)

Secretnet
34:12:46:C3:D0:6D,
Wsy94afbtad168
Samsung Galaxy S7

2017-08-04 14:00:00 (UTC+2)
2017-08-07 17:00:00 (UTC+2)
2017-08-26 10:00:00 (UTC+2)
2017-09-09 19:00:00 (UTC+2)

phone/applications1/Dumpsys/wifi.log

2017-08-04 15:00:00 (UTC+2)
2017-08-07 18:00:00 (UTC+2)
2017-08-26 11:00:00 (UTC+2)
2017-09-09 20:00:00 (UTC+2)

phone/applications0/com.android.providers.settings/backup/f/flattened-data

Wi-Fi-Home
123456789abcde
Samsung Galaxy S7

phone/applications1/Dumpsys/netstats.log

phone/applications0/com.android.providers.settings/backup/f/flattened-data

2017-07-11 19:00:00 (UTC+2)

2017-07-11 20:00:00 (UTC+2)

2017-08-04 16:00:00 (UTC+2)
2017-08-07 19:00:00 (UTC+2)
2017-08-27 14:00:00 (UTC+2)
2017-09-15 19:00:00 (UTC+2)

2020-02-25 11:15:27 (UTC+1)
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Case Label: Compelson Demo Case Evidence Number: 8974969-589-468 Device Label: Mobile Number #3

Ce | | Towe rS (95 total, 50 deleted)

ype MCC MNC LAC Cell ID Last Request Latitude Longitude &Z?)gsle Accuracy

wedma 230 2 1971-09-19 01:16:22 (UTC+1)
Source File phone/applications0/com.google.android.gms/live_data/databases/herrevad : 0x46580 (Table: Iru_table)

wedma 1972-12-09 07:22:08 (UTC+1)
Source File phone/applications0/com.google.android.gms/live_data/databases/herrevad : 0x8123 (Table: Iru_table)

wcdma 230 2 1182 203717279  2016-07-24 11:20:36 (UTC+2)  50.1318 1447617 i
Source File phone/applications0/com.google.android.gms/live_data/databases/herrevad : 0x8f26 (Table: Iru_table)

wcdma 230 2 1182 203717144  2016-07-24 12:00:13 (UTC+2)  50.14349 1444912 &
Source File phone/applications0/com.google.android.gms/live_data/databases/herrevad : 0x8ecf (Table: Iru_table)

wedma 230 2 1182 203717695  2016-07-24 12:21:10 (UTC+2)  50.13724  14.45183 ot
Source File phone/applications0/com.google.android.gms/live_data/databases/herrevad : 0x8e28 (Table: Iru_table)

wcdma 230 2 1182 203717267  2016-07-24 12:24:29 (UTC+2)  50.13267 1446625 1
Source File phone/applications0/com.google.android.gms/live_data/databases/herrevad : 0x8dd4 (Table: Iru_table)

wcdma 230 2 1182 203716871  2016-07-24 12:34:42 (UTC+2)  50.13053 1447109 &
Source File phone/applications0/com.google.android.gms/live_data/databases/herrevad : 0x8d7e (Table: Iru_table)

wcdma 230 2 1182 203717328  2016-07-2508:39:07 (UTC+2)  50.10384 1447243 &
Source File phone/applications0/com.google.android.gms/live_data/databases/herrevad : 0x8cd4 (Table: Iru_table)

wcdma 230 2 1182 203696992  2016-07-25 19:46:45 (UTC+2)  50.12411 1445933 o
Source File phone/applications0/com.google.android.gms/live_data/databases/herrevad : 0x8a9f (Table: Iru_table)

Ite 230 2 1182 10335489  2016-07-25 19:46:45 (UTC+2)  50.11546 1445752 i
Source File phone/applications0/com.google.android.gms/live_data/databases/herrevad : 0x8af4 (Table: Iru_table)

wcdma 230 2 1182 203717281  2016-07-26 08:45:37 (UTC+2)  50.12718 1447262 &
Source File phone/applications0/com.google.android.gms/live_data/databases/herrevad : 0x8a4a (Table: Iru_table)

wedma 230 2 1133 -1 2016-07-26 14:10:49 (UTC+2)
Source File phone/applications0/com.google.android.gms/live_data/databases/herrevad : 0x899e (Table: Iru_table)

wcdma 230 2 1133 203697167  2016-07-26 14:11:11 (UTC+2)  50.10887 14.48267 %
Source File phone/applications0/com.google.android.gms/live_data/databases/herrevad : 0x894b (Table: Iru_table)

Ite 230 2 1182 10342147  2016-07-26 14:11:57 (UTC+2)  50.11245 1448085 %
Source File phone/applications0/com.google.android.gms/live_data/databases/herrevad : 0x88f7 (Table: Iru_table)

wcdma 230 2 1133 203697170  2016-07-26 14:11:57 (UTC+2)  50.10658 1451912 &
Source File phone/applications0/com.google.android.gms/live_data/databases/herrevad : 0x88a5 (Table: Iru_table)

gsm 230 2 1139 21895 2016-07-26 18:35:02 (UTC+2) ~ 50.09827 14.45963 a4
Source File phone/applications0/com.google.android.gms/live_data/databases/herrevad : 0x8855 (Table: Iru_table)

wcdma 230 2 1138 203718926  2016-07-26 18:35:02 (UTC+2)  50.07706 14.42985 %
Source File phone/applications0/com.google.android.gms/live_data/databases/herrevad : 0x8800 (Table: Iru_table)

wcdma 230 2 1138 203716026  2016-07-26 18:36:14 (UTC+2)  50.07362 1442986 i
Source File phone/applications0/com.google.android.gms/live_data/databases/herrevad : 0x87aa (Table: Iru_table)

gsm 230 2 1137 11224 2016-07-26 18:42:26 (UTC+2) ~ 50.07306 14.43051 L]
Source File phone/applications0/com.google.android.gms/live_data/databases/herrevad : 0x870d (Table: Iru_table)

gsm 230 2 1137 11240 2016-07-26 18:42:26 (UTC+2) ~ 50.07082 14.42844 o4
Source File phone/applications0/com.google.android.gms/live_data/databases/herrevad : 0x875c (Table: Iru_table)

gsm 230 2 1137 1224 2016-07-26 22:48:16 (UTC+2) ~ 50.08565  14.44358 a4
Source File phone/applications0/com.google.android.gms/live_data/databases/herrevad : 0x86be (Table: Iru_table)
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http://maps.google.com/maps?q=loc:50.1318,14.47617
http://maps.google.com/maps?q=loc:50.14349,14.44912
http://maps.google.com/maps?q=loc:50.13724,14.45183
http://maps.google.com/maps?q=loc:50.13267,14.46625
http://maps.google.com/maps?q=loc:50.13053,14.47109
http://maps.google.com/maps?q=loc:50.10384,14.47243
http://maps.google.com/maps?q=loc:50.12411,14.45933
http://maps.google.com/maps?q=loc:50.11546,14.45752
http://maps.google.com/maps?q=loc:50.12718,14.47262
http://maps.google.com/maps?q=loc:50.10887,14.48267
http://maps.google.com/maps?q=loc:50.11245,14.48085
http://maps.google.com/maps?q=loc:50.10658,14.51912
http://maps.google.com/maps?q=loc:50.09827,14.45963
http://maps.google.com/maps?q=loc:50.07706,14.42985
http://maps.google.com/maps?q=loc:50.07362,14.42986
http://maps.google.com/maps?q=loc:50.07306,14.43051
http://maps.google.com/maps?q=loc:50.07082,14.42844
http://maps.google.com/maps?q=loc:50.08565,14.44358

Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

ype MCC MNC

wcdma 230 2
Source File
Ite 230 1
Source File
wcdma 230 2
Source File
wcdma 230 2
Source File
wcdma 230 2
Source File
wcdma 230 2
Source File
Ite 230 2
Source File
Ite 230 3
Source File
wcdma 230 2
Source File
wcdma 230 2
Source File
wcdma 230 2
Source File
wcdma 230 2
Source File
wcdma 230 2
Source File
wcdma 230 2
Source File
wcdma 230 2
Source File
wcdma 230 2
Source File
Ite 230 2
Source File
wcdma 230 2
Source File
gsm 230 2
Source File
wcdma 230 2
Source File
wcdma 230 2
Source File
wcdma 230 2
Source File

wcdma 230 2

Source File
wcdma 230 2
Source File
wcdma 230 2
Source File

LAC
1133

10118 26396429

1138

1182

1133

1133

1133

34700 493581

1182

1133

1133

1133

1133

1133

1133

1133

1137

1182

1182

1182

1182

1182

1182

1182

1182

Cell ID

203717160

203716731

203697941

203698066

203718951

10336256

203718209

203717327

203717298

203717472

203717268

203698065

-1

203717306

10274560

203717285

1885

-1

203717279

203717281

203717266

phone/applications0/com.google.android.gms/live_data/databases/herrevad :
2016-08-28 18:04:49 (UTC+2)
phone/applications0/com.google.android.gms/live_data/databases/herrevad :
2016-08-29 07:09:33 (UTC+2)
phone/applications0/com.google.android.gms/live_data/databases/herrevad :

203717266

203717829

Last Request

2016-08-23 17:52:32 (UTC+2)
phone/applications0/com.google.android.gms/live_data/databases/herrevad
2016-08-23 18:12:22 (UTC+2)
phone/applications0/com.google.android.gms/live_data/databases/herrevad :
2016-08-23 18:12:22 (UTC+2)
phone/applications0/com.google.android.gms/live_data/databases/herrevad :
2016-08-24 08:02:11 (UTC+2)
phone/applications0/com.google.android.gms/live_data/databases/herrevad :
2016-08-24 15:38:59 (UTC+2)
phone/applications0/com.google.android.gms/live_data/databases/herrevad :
2016-08-24 19:34:36 (UTC+2)
phone/applications0/com.google.android.gms/live_data/databases/herrevad :
2016-08-24 20:18:54 (UTC+2)
phone/applications0/com.google.android.gms/live_data/databases/herrevad :
2016-08-24 20:18:54 (UTC+2)
phone/applications0/com.google.android.gms/live_data/databases/herrevad :
2016-08-24 20:18:54 (UTC+2)
phone/applications0/com.google.android.gms/live_data/databases/herrevad :
2016-08-25 12:58:20 (UTC+2)
phone/applications0/com.google.android.gms/live_data/databases/herrevad :
2016-08-25 13:26:18 (UTC+2)
phone/applications0/com.google.android.gms/live_data/databases/herrevad :
2016-08-25 19:19:46 (UTC+2)
phone/applications0/com.google.android.gms/live_data/databases/herrevad :
2016-08-25 19:49:42 (UTC+2)

phone/applications0/com.google.android.gms/live_data/databases/herrevad :
2016-08-25 19:49:42 (UTC+2)
phone/applications0/com.google.android.gms/live_data/databases/herrevad :
2016-08-26 17:34:17 (UTC+2)

phone/applications0/com.google.android.gms/live_data/databases/herrevad :
2016-08-26 17:39:52 (UTC+2)
phone/applications0/com.google.android.gms/live_data/databases/herrevad :
2016-08-26 17:51:10 (UTC+2)
phone/applications0/com.google.android.gms/live_data/databases/herrevad :
2016-08-26 17:51:10 (UTC+2)
phone/applications0/com.google.android.gms/live_data/databases/herrevad :
2016-08-26 18:06:46 (UTC+2)
phone/applications0/com.google.android.gms/live_data/databases/herrevad :
2016-08-27 22:24:51 (UTC+2)

phone/applications0/com.google.android.gms/live_data/databases/herrevad :
2016-08-28 09:49:48 (UTC+2)
phone/applications0/com.google.android.gms/live_data/databases/herrevad :
2016-08-28 10:16:54 (UTC+2)
phone/applications0/com.google.android.gms/live_data/databases/herrevad :

2016-08-28 18:04:47 (UTC+2)

Latitude

50.10395

50.08284

50.08565

50.12718

50.10639

50.10397

50.10384

50.10898

50.10933

50.10521

50.1007

50.10675

50.09697

50.09422

50.08866

50.11757

50.12756

50.1318

50.12718

50.13442

50.13442

50.1314

Longitude

14.47661

14.4559

14.48769

14.47439

14.48145

14.47613

14.47517

14.42593

14.43741

14.47678

14.46968

14.47466

14.45904

14.47243

14.45088

14.45534

14.47908

14.47617

14.47262

14.47792

14.47792

14.48152

Google
Maps
[
: 0x47751 (Table: Iru_table)
1]
0x476fd (Table: Iru_table)
]
0x476a7 (Table: Iru_table)
]
0x475c9 (Table: Iru_table)
]
0x465b2 (Table: Iru_table)
]
0x4651f (Table: Iru_table)
1]
0x47576 (Table: Iru_table)
1]
0x47524 (Table: Iru_table)
]
0x474ce (Table: Iru_table)
]
0x47478 (Table: Iru_table)
1]
0x47359 (Table: Iru_table)
1]
0x46607 (Table: Iru_table)

Accuracy

0x472a4 (Table: Iru_table)
]
0x472fa (Table: Iru_table)

0x466aa (Table: Iru_table)
]

0x471d1 (Table: Iru_table)
]

0x47251 (Table: Iru_table)
]

0x4710e (Table: Iru_table)
]

0x47182 (Table: Iru_table)

0x47850 (Table: Iru_table)
]

0x46b1d (Table: Iru_table)
]

0x466fe (Table: Iru_table)
7]

0x4722b (Table: Iru_table)
]

0x470be (Table: Iru_table)
]

0x47a49 (Table: Iru_table)

X Deleted
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http://maps.google.com/maps?q=loc:50.10395,14.47661
http://maps.google.com/maps?q=loc:50.08284,14.4559
http://maps.google.com/maps?q=loc:50.08565,14.48769
http://maps.google.com/maps?q=loc:50.12718,14.47439
http://maps.google.com/maps?q=loc:50.10639,14.48145
http://maps.google.com/maps?q=loc:50.10397,14.47613
http://maps.google.com/maps?q=loc:50.10384,14.47517
http://maps.google.com/maps?q=loc:50.10898,14.42593
http://maps.google.com/maps?q=loc:50.10933,14.43741
http://maps.google.com/maps?q=loc:50.10521,14.47678
http://maps.google.com/maps?q=loc:50.1007,14.46968
http://maps.google.com/maps?q=loc:50.10675,14.47466
http://maps.google.com/maps?q=loc:50.09697,14.45904
http://maps.google.com/maps?q=loc:50.09422,14.47243
http://maps.google.com/maps?q=loc:50.08866,14.45088
http://maps.google.com/maps?q=loc:50.11757,14.45534
http://maps.google.com/maps?q=loc:50.12756,14.47908
http://maps.google.com/maps?q=loc:50.1318,14.47617
http://maps.google.com/maps?q=loc:50.12718,14.47262
http://maps.google.com/maps?q=loc:50.13442,14.47792
http://maps.google.com/maps?q=loc:50.13442,14.47792
http://maps.google.com/maps?q=loc:50.1314,14.48152

Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

Bluetooth Pairings us w1 geieiea

CMPO018

Device Address
Bond State
Connected Time
Disconnected
Connected Time
Disconnected
Connected Time
Disconnected
Connected Time
Disconnected
Connected Time
Disconnected
Connected Time
Disconnected
Connected Time
Disconnected
Connected Time
Disconnected
Connected Time
Disconnected
Connected Time
Disconnected
Connected Time
Disconnected
Connected Time
Disconnected
Connected Time
Disconnected
Connected Time
Disconnected
Connected Time
Disconnected
Connected Time
Disconnected
Connected Time
Disconnected
Connected Time
Disconnected
Connected Time
Disconnected
Connected Time
Disconnected
Connected Time
Disconnected
Connected Time
Disconnected

Connected Time

00:11:67:83:12:F8

Bonded

0000-00-00 13:33:15 (unknown time zone)
0000-00-00 13:33:15 (unknown time zone)
0000-00-00 13:33:16 (unknown time zone)
0000-00-00 13:33:17 (unknown time zone)
0000-00-00 13:33:17 (unknown time zone)
0000-00-00 13:33:19 (unknown time zone)
0000-00-00 13:33:20 (unknown time zone)
0000-00-00 13:33:20 (unknown time zone)
0000-00-00 13:33:20 (unknown time zone)
0000-00-00 13:33:21 (unknown time zone)
0000-00-00 13:33:21 (unknown time zone)
0000-00-00 13:33:21 (unknown time zone)
0000-00-00 13:33:22 (unknown time zone)
0000-00-00 13:33:22 (unknown time zone)
0000-00-00 13:33:22 (unknown time zone)
0000-00-00 13:33:22 (unknown time zone)
0000-00-00 13:33:23 (unknown time zone)
0000-00-00 13:33:23 (unknown time zone)
0000-00-00 13:33:24 (unknown time zone)
0000-00-00 13:33:24 (unknown time zone)
0000-00-00 13:33:24 (unknown time zone)
0000-00-00 13:33:24 (unknown time zone)
0000-00-00 13:33:25 (unknown time zone)
0000-00-00 13:33:25 (unknown time zone)
0000-00-00 13:33:25 (unknown time zone)
0000-00-00 13:33:26 (unknown time zone)
0000-00-00 13:33:26 (unknown time zone)
0000-00-00 13:33:39 (unknown time zone)
0000-00-00 13:33:40 (unknown time zone)
0000-00-00 13:33:40 (unknown time zone)
0000-00-00 13:33:41 (unknown time zone)
0000-00-00 13:33:41 (unknown time zone)
0000-00-00 13:34:13 (unknown time zone)
0000-00-00 13:34:21 (unknown time zone)
0000-00-00 14:02:44 (unknown time zone)
0000-00-00 14:02:44 (unknown time zone)
0000-00-00 14:02:44 (unknown time zone)
0000-00-00 14:02:45 (unknown time zone)
0000-00-00 14:02:45 (unknown time zone)
0000-00-00 14:02:48 (unknown time zone)
0000-00-00 14:02:48 (unknown time zone)
0000-00-00 14:02:48 (unknown time zone)
0000-00-00 14:02:48 (unknown time zone)
0000-00-00 14:02:48 (unknown time zone)
0000-00-00 14:02:48 (unknown time zone)
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Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

ALCATEL ONETOUCH IDOL 2 MINI

Device Address
Bond State

Source File

Alexandr's MacBook Pro

Device Address
Bond State

Source File

28:9A:FA:B1:28:21
Bonded

phone/applications1/Content Providers/BluetoothBonded.xml

D0:A6:37:F0:38:CA
Bonded

phone/applications1/Content Providers/BluetoothBonded.xml

Josefine Compelson (Galaxy S4)

Device Address
Bond State

Source File

Galaxy S5

Device Address
Bond State

Source File

Sikora’s iPhone

Device Address
Bond State

Source File

G3s

Device Address
Bond State

Source File

78:F7:BE:BD:05:3C
Bonded

phone/applications1/Content Providers/BluetoothBonded.xml

B4:3A:28:37:2D:41
Bonded

phone/applications1/Content Providers/BluetoothBonded.xml

C0:63:94:06:CF:09
Bonded

phone/applications1/Content Providers/BluetoothBonded.xml

34:FC:EF:46:E1:A1
Bonded

phone/applications1/Content Providers/BluetoothBonded.xml
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Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

Notifications e

adam.bernau99@gmail.com
Source
? Seen

Source File

String
Source
B Body
? Seen

Source File

String
Source

B Body

? Seen

Source File

String
Source

B Body

? Seen

Source File

com.google.android.gm
Xno

phone/applications1/Dumpsys/notification.log

com.google.android.gm
SpannableString
Xno

phone/applications1/Dumpsys/notification.log

com.compelson.mefconnector
String
X no

phone/applications1/Dumpsys/notification.log

com.android.systemui
String
Xno

phone/applications1/Dumpsys/notification.log

Transferring media files via USB

Source
B Body
? Seen

Source File

android
String
X no

phone/applications1/Dumpsys/notification.log
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Case Label: Compelson Demo Case Evidence Number: 8974969-589-468 Device Label: Mobile Number #3

Applications e

Any.do

@ Label Any.do
Package com.anydo
Version 49.5.1
Application Type User Application
S Application Size 29.3 MB
S Cache Size 0.0B
APK File Extracted v yes

APK Verification Result = APK verification successful
Uses scheme v2

APK Verification Cert c1b2066340c1de5bd858e10c92bafdbaf06bebOc, valid from
Message 2010-04-18T20:46:25Z to 2040-04-10T20:46:25Z, Subject:
CN=Yoni Lindenfeld, Issuer: CN=Yoni Lindenfeld
© First Installed 2018-04-13 11:51:59 (UTC+2)
© Last Updated 2018-05-25 13:14:33 (UTC+2)
APK Malware Detection

No malware detected (96.92%).
Result

Contacts (@ total, 2 deleted)

Josef Compelson X Deleted

¥ Email compelson.test@gmail.com
B Picture Url https://graph.facebook.com/774783652638151/picture?
height=200&type=normal&width=200
Source File phone/applications0/com.anydo/live_data/databases/data : 0x23f54 (Table:

shared_list_members)

Josefine Compelson X Deleted

¥ Email another.compelson.test@gmail.com
B Picture Url https://Ih3.googleusercontent.com/-cg313GcmClg/AAAAAAAAAAI/AAAAAAAABTC/
IbhFCInnx_g/photo.jpg
Source File phone/applications0/com.anydo/live_data/databases/data : 0x23e68 (Table:
shared_list_members)
Personal ©
Go shopping v Completed @ Normal
& Owner compelson.report@gmail.com
© Created © Modified Due © Reminder X Removed
2018-06-07 14:45:03 (UTC+2) 2018-06-07 16:28:13 (UTC+2) 2018-06-07 13:52:03 (UTC+2) - -
Source File phone/applications0/com.anydo/live_data/databases/data : 0xce93 (Table: anydo_tasks)
Create a report v Completed @ Normal
& Owner compelson.report@gmail.com
I Deleted Vv yes
© Created © Modified Due © Reminder X Removed
2018-06-06 10:59:23 (UTC+2) 2018-06-07 16:27:05 (UTC+2) 2018-06-07 15:00:00 (UTC+2) - -
Source File phone/applications0/com.anydo/live_data/databases/data : 0xcf49 (Table: anydo_tasks)
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Device Label: Mobile Number #3

Case Label: Compelson Demo Case Evidence Number: 8974969-589-468
Become a better person v Completed © Normal
& Owner compelson.report@gmail.com
© Created © Modified Due © Reminder X Removed
2018-06-07 16:29:40 (UTC+2) 2018-06-07 16:31:53 (UTC+2) - - -
Source File phone/applications0/com.anydo/live_data/databases/data : 0xcc52 (Table: anydo_tasks)
Work on group project v Completed © Normal
& Owner compelson.report@gmail.com
© Created © Modified Due © Reminder X Removed
2018-06-07 16:32:33 (UTC+2) 2018-06-07 16:32:34 (UTC+2) - - -
Source File phone/applications0/com.anydo/live_data/databases/data : 0xc96e (Table: anydo_tasks)
Stolen car v Completed @ Normal
& Owner compelson.report@gmail.com
© Created © Modified Due © Reminder X Removed
2018-06-07 16:32:54 (UTC+2) 2018-06-07 16:32:56 (UTC+2) - - -
Source File phone/applications0/com.anydo/live_data/databases/data : 0xc8cf (Table: anydo_tasks)
Robbed flat v Completed @ Normal
& Owner compelson.report@gmail.com
© Created © Modified Due © Reminder X Removed
2018-06-07 16:33:06 (UTC+2) 2018-06-07 16:33:09 (UTC+2) - - -
Source File phone/applications0/com.anydo/live_data/databases/data : 0xc82f (Table: anydo_tasks)
Foreign account v Completed @ Normal
& Owner compelson.report@gmail.com
© Created © Modified Due © Reminder X Removed
2018-06-07 16:33:27 (UTC+2) 2018-06-07 16:33:29 (UTC+2) - - -
Source File phone/applications0/com.anydo/live_data/databases/data : 0xc78b (Table: anydo_tasks)
Email to my boss about instructions v Completed © Normal
& Owner compelson.report@gmail.com
© Created © Modified Due © Reminder X Removed
2018-06-07 16:29:11 (UTC+2) 2018-06-07 16:31:52 (UTC+2) 2018-06-08 10:00:00 (UTC+2) - -
Source File phone/applications0/com.anydo/live_data/databases/data : 0xcdc5 (Table: anydo_tasks)
Take care of things v Completed @ Normal
& Owner compelson.report@gmail.com
© Created © Modified Due © Reminder X Removed
2018-06-07 16:29:26 (UTC+2) 2018-06-07 16:31:52 (UTC+2) 2018-06-11 10:00:00 (UTC+2) - -
Source File phone/applications0/com.anydo/live_data/databases/data : 0xcd07 (Table: anydo_tasks)
Work m
Finish the project v Completed @ Normal
& Owner compelson.report@gmail.com
© Created © Modified Due © Reminder X Removed
2018-06-07 16:30:52 (UTC+2) 2018-06-07 16:30:58 (UTC+2) 2018-06-07 16:30:53 (UTC+2) - -
phone/applications0/com.anydo/live_data/databases/data : Oxca18 (Table: anydo_tasks)

Source File
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Case Label: Compelson Demo Case Evidence Number: 8974969-589-468 Device Label: Mobile Number #3

B

Calendar

@ Label Calendar
Package com.google.android.calendar
Version 5.8.32-196213607-release
Application Type User Application

S Application Size 18.7 MB

S Cache Size 0.0B
APK File Extracted v yes

APK Verification Result = APK verification successful

Uses scheme v3

Cert 38918a453d07199354f8b19af05ec6562ced5788, valid from
APK Verification 2008-08-21T23:13:34Z to 2036-01-07T23:13:34Z, Subject: C=US,
Message ST=California, L=Mountain View, O=Google Inc., OU=Android,

CN=Android, Issuer: C=US, ST=California, L=Mountain View,

O=Google Inc., OU=Android, CN=Android

© First Installed 2018-04-13 12:30:19 (UTC+2)
© Last Updated 2018-05-25 13:29:55 (UTC+2)
© Last Active 2017-09-15 19:16:00 (UTC+2)
© Last Month Use Time  00:05:00

APK Malware Detection

No malware detected (98.06%).
Result

Accounts M

compelson.report@gmail.com

@ Time Zone uTC
Collection compelson.report@gmail.com
Source File phone/applications0/com.google.android.calendar/live_data/databases/timelydata.db : 0x5176d (Table:

timelysettings)

Cached Events (7 total, 7 deleted)

2018_BIRTHDAY_71980f498da7f2f9
Calendar ID 4
& Name Rozanne Elvis
Type BIRTHDAY
¥ Email e.rozanne@gmail.com
Id 116195449015101104533
B3 Picture Url https://calendar.google.com/googlecalendar/images/cake.gif
Source File phone/applications0/com.google.android.calendar/live_data/databases/timelydata.db : 0x39dc (Table: timelydata)
2018_BIRTHDAY_85fag798fd2a4da
Calendar ID 4
& Name Hadyn Dorean
Type BIRTHDAY
¥ Email hadyn.d@vmail.net
B3 Picture Url https://calendar.google.com/googlecalendar/images/cake.gif
Source File phone/applications0/com.google.android.calendar/live_data/databases/timelydata.db : 0x37f6 (Table: timelydata)
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Case Label: Compelson Demo Case Evidence Number: 8974969-589-468 Device Label: Mobile Number #3

2018_BIRTHDAY_4f31378f88cbcald X Deleted
Calendar ID 4
Source File phone/applications0/com.google.android.calendar/live_data/databases/timelydata.db : 0x33d4 (Table: timelydata)
2019_BIRTHDAY_427144d508c7cbcc X Deleted
Calendar ID 4
& Name Roffe Gillis
Type BIRTHDAY
¥ Email gillis.r@mail.se
B Picture Url https://calendar.google.com/googlecalendar/images/cake.gif
Source File phone/applications0/com.google.android.calendar/live_data/databases/timelydata.db : 0x341f (Table: timelydata)
2019_BIRTHDAY_4f31378f88cbhcald X Deleted
Calendar ID 4
& Name Aaron Witcher
Type BIRTHDAY
¥ Email a.witcher@mail.ru
B Picture Url https://calendar.google.com/googlecalendar/images/cake.gif
Source File phone/applications0/com.google.android.calendar/live_data/databases/timelydata.db : 0x31eb (Table: timelydata)
2019 _BIRTHDAY_65db8ed08fa6caf8 X Deleted
Calendar ID 4
& Name Alkiviadis Loukas
Type BIRTHDAY
¥ Email loukas@mail.gr
B Picture Url https://calendar.google.com/googlecalendar/images/cake.gif
Source File phone/applications0/com.google.android.calendar/live_data/databases/timelydata.db : 0x3606 (Table: timelydata)
2019_BIRTHDAY_6de86d6c8dbecc2a X Deleted
Calendar ID 4
& Name Charles Astrid
Type BIRTHDAY
¥ Email astridcharles@gmail.com
Id 115040700823747083414
B Picture Url https://calendar.google.com/googlecalendar/images/cake.gif
Source File phone/applications0/com.google.android.calendar/live_data/databases/timelydata.db : 0x3de1 (Table: timelydata)

compelson.report@gmail.com (compelson.report@gmail.com)

Calendars @
compelson.report@gmail.com
Source File phone/applications0/com.google.android.calendar/live_data/databases/timelydata.db : 0x4a66b (Table:
calendar_settings)
#contacts@group.v.calendar.google.com

Source File phone/applications0/com.google.android.calendar/live_data/databases/timelydata.db : 0x4a5bb (Table:
calendar_settings)
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Case Label: Compelson Demo Case Evidence Number: 8974969-589-468 Device Label: Mobile Number #3

@ Email
@ Label Email
Package com.android.email
Version 5.0.0.0200
Application Type System Application
S Application Size 13.4 MB
S Data Size 568.0 kB
APK File Extracted X no
© First Installed 2014-11-09 19:49:28 (UTC+1)
© Last Updated 2014-11-09 19:49:28 (UTC+1)

Accounts M

valentine.veryrich@yahoo.com

¥ Email valentine.veryrich@yahoo.com
s+ Outgoing Name valentine.veryrich
# Password Encrypted gGP/rFhaMMxJ/8h)Q9z0tRN5/ro3PPh/3G6MCEJX1Z1=
& Password VerySecretPass123
Source File phone/applications0/com.android.email/live_data/databases/EmailProvider.db : 0x14ef1 (Table:
Account)

Email Passwords @

valentine.veryrich@yahoo.com

& User Name valentine.veryrich@yahoo.com
# Password Encrypted gGP/rFhaMMxJ/8h)Q9z0tRN5/ro3PPh/3G6MCEJX1Z1=
& Password VerySecretPass123
Protocol imap
Address imap.mail.yahoo.com
Port 993
Source File phone/applications0/com.android.email/live_data/databases/EmailProvider.db : 0x13d7b (Table: HostAuth)

valentine.veryrich@yahoo.com

& User Name valentine.veryrich@yahoo.com
& Password Encrypted gGP/rFhaMMxJ/8h)Q9z0tRN5/ro3PPh/3G6MCEJX1Z1=
# Password VerySecretPass123
Protocol smtp
Address smtp.mail.yahoo.com
Port 465
Source File phone/applications0/com.android.email/live_data/databases/EmailProvider.db : 0x13f2f (Table: HostAuth)
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pdf_files/phone/applications0/com.android.email

Case Label: Compelson Demo Case Evidence Number: 8974969-589-468 Device Label: Mobile Number #3

Account: valentine.veryrich@yahoo.com

Emails (10 total, 7 deleted)

' 9 1971-12-02 00:40:45 (UTC+1)

& Display Name Qs L@
From ions.yahoo.com>*%Yahoo@communications.yah
To oo.com*Yahoo Mailvalentine.v
Reply To eryrich@yahoo.comreplies@communi
@ Subject ©Yahoo Mail.Tx@v€Richmond, comple
Source File phone/applications0/com.android.email/live_data/databases/EmailProvider.db : 0x7ad5 (Table: Message_Deletes)

:® 2016-04-13 14:39:19 (UTC+2)

& Display Name LinkedIn Updates
From messages-noreply@linkedin.com*Linkedln Updates
To compelson.test@gmail.com™josef Compelson
@ Subject Anna Tomeckova added connections you may know
Source File phone/applications0/com.android.email/live_data/databases/EmailProvider.db : 0x3058 (Table: Message)

2016-04-14 15:10:57 (UTC+2) RIS

3 @ james.compelson@gmail.com

Hello James,
| recently started working on a very secret project and would like to consult with you. Let's arrange a meeting and | can walk you through.

Valentine

& Display Name james.compelson@gmail.com
@ Mailbox Sent
From valentine.veryrich@yahoo.com%valentine.veryrich
@ Subject Secret meeting
Source File phone/applications0/com.android.email/live_data/databases/EmailProvider.db (Table: Message)

phone/applications0/com.android.email/live_data/databases/EmailProviderBody.db : 0x726e (Table: Body)

4 @ mail@product.communications.yahoo.com*Yahoo Mail 2016-04-14 18:50:49 (UTC+2) JREEIVE] X Deleted

Welcome to Yahoo, Richmond. We know there are a lot of choices out there, so thank you for choosing Yahoo! Your Yahoo username
valentine.veryrich@yahoo.com is now active - but what does that actually mean, right? A lot more than you think. Let's get started with the basics. Check
out the tips and tricks below - and have some fun with your new Yahoo ID! FIND EVERYTHING YOU'RE LOOKING FOR Now you can enjoy a world of easily

sharable stories, dynamic digital magazines, daily live concerts and, of ¢

& Display Name Yahoo Mail
@ Mailbox Trash
To valentine.veryrich@yahoo.com
Reply To replies@communications.yahoo.com
@ Subject Welcome to Yahoo!
Source File phone/applications0/com.android.email/live_data/databases/EmailProvider.db : 0x77f7 (Table: Message_Deletes)
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Case Label: Compelson Demo Case Evidence Number: 8974969-589-468 Device Label: Mobile Number #3

5 @ mail@product.communications.yahoo.com*Yahoo Mail 2016-04-14 18:50:49 (UTC+2) JREEIVE) X Deleted

Welcome to Yahoo, Richmond. We know there are a lot of choices out there, so thank you for choosing Yahoo! Your Yahoo username
valentine.veryrich@yahoo.com is now active - but what does that actually mean, right? A lot more than you think. Let's get started with the basics. Check
out the tips and tricks below - and have some fun with your new Yahoo ID! FIND EVERYTHING YOU'RE LOOKING FOR Now you can enjoy a world of easily
sharable stories, dynamic digital magazines, daily live concerts and, of ¢

& Display Name Yahoo Mail
@ Mailbox Trash
To valentine.veryrich@yahoo.com
Reply To replies@communications.yahoo.com
@ Subject Welcome to Yahoo!
Source File phone/applications0/com.android.email/live_data/databases/EmailProvider.db : 0x3957 (Table: Message)

6 @ Yahoo@communications.yahoo.com*Yahoo Mail 2016-04-14 18:55:46 (UTC+2) RSV X Deleted

Yahoo Mail is more than a mail app. It also gives you important daily info like news, weather, sports and more Can't see images? View as a webpage
You're just a tap away from the upgraded Yahoo Mail app that has faster performance, improved search, and personalized news. Manage Subscriptions |
Privacy Policy This message was sent to the account of valentine.veryrich@yahoo.com. If you do not want to receive emails from Yahoo Mail about staying
in touch with friends and participating in online com

& Display Name Yahoo Mail
@ Mailbox Trash
To valentine.veryrich@yahoo.com
Reply To replies@communications.yahoo.com
@ Subject Read your mail and today’s news from one app
Source File phone/applications0/com.android.email/live_data/databases/EmailProvider.db : 0x7ceb (Table: Message_Deletes)

7 8 Yahoo@communications.yahoo.com*Yahoo Mail 2016-04-14 19:03:12 (UTC+2) JREEIVE] X Deleted

Now that you've got it, flaunt it. Send an email Hi, Let's get started by sending your first email. Tell a friend about your awesome new email address!
More than just words Seamlessly add photos, documents and even GIFs to emails sent from your computer!

& Display Name Yahoo Mail
@ Mailbox Trash
To valentine.veryrich@yahoo.com
Reply To replies@communications.yahoo.com
@ Subject Richmond, complete Yahoo Mail 101
Source File phone/applications0/com.android.email/live_data/databases/EmailProvider.db : 0x7ad6 (Table: Message_Deletes)

8 @ Yahoo@communications.yahoo.com*Yahoo Mail 2016-04-14 19:03:12 (UTC+2) JEEIE] X Deleted

Now that you've got it, flaunt it. Send an email Hi, Let's get started by sending your first email. Tell a friend about your awesome new email address!
More than just words Seamlessly add photos, documents and even GIFs to emails sent from your computer!

& Display Name Yahoo Mail
@ Mailbox Trash
To valentine.veryrich@yahoo.com
Reply To replies@communications.yahoo.com
@ Subject Richmond, complete Yahoo Mail 101
Source File phone/applications0/com.android.email/live_data/databases/EmailProvider.db : 0x3dee (Table: Message)
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Case Label: Compelson Demo Case Evidence Number: 8974969-589-468 Device Label: Mobile Number #3
@ Evernote

@ Label Evernote
Package com.evernote
Version 7.2
Application Type User Application

S Application Size 22.3 MB

S Data Size 3.4 MB
APK File Extracted v yes

APK Verification Result

APK Verification
Message

APK Malware Detection
Result

APK verification successful

Uses scheme v2

Cert 0b47d8d21d8a24a2a40c4159e8a5d4d6b027af25, valid
from 2009-11-10T23:50:37Z to 2039-11-03T23:50:37Z, Subject:
C=US, ST=California, L=Mountain View, O=Evernote
Corporation, CN=Evernote Mobile Products, Issuer: C=US,
ST=California, L=Mountain View, O=Evernote Corporation,
CN=Evernote Mobile Products

No malware detected (93.53%).

Account: 122114309

My Notebooks

[main]//First Notebook total, 1 deleted)

Pick up kids from kindergarten B Text Note
Platform & Folder
mobile.android [main]//First Notebook/
© Created © Modified © Last Visit © Reminder X Removed
2015-10-14 14:53:59 (UTC+2) 2015-10-14 14:53:59 (UTC+2) - 2015-10-15 16:30:00 (UTC+2) 2015-10-15 12:06:14 (UTC+2)
Source File phone/applications0/com.evernote/live_data/files/user-122114309/.external-1444826990962-Evernote.db : 0x10c15

Work meeting

(Table: notes)

B Text Note

Platform & Folder
mobile.android [main]//First Notebook/
© Created © Modified © Last Visit © Reminder X Removed
2015-10-14 14:55:41 (UTC+2) 2015-10-14 14:55:41 (UTC+2) - 2015-10-21 10:00:00 (UTC+2) No
Source File phone/applications0/com.evernote/live_data/files/user-122114309/.external-1444826990962-Evernote.db : 0x10e84

(Table: notes)
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Case Label: Compelson Demo Case Evidence Number: 8974969-589-468 Device Label: Mobile Number #3

3 Snapshot B Picture Note

Remember to water it

B Filename IMG 20151014 145630.083.jpg
Path phone/applications0/com.evernote/live_data/files/user-122114309/notes/

f70/f701b683-a455-45d7-951e-9619ddb46637/
bd036f081c0e42ebeae01c7a1b49c5a7.dat

Size 293 KB
Mime Type image/jpeg
© Modified 2017-10-14 14:57:15 (UTC+2)
Platform & Folder
mobile.android [main]//First Notebook/
© Created © Modified © Last Visit © Reminder X Removed
2015-10-14 14:57:11 (UTC+2) 2015-10-14 14:57:11 (UTC+2) - No No
Source File phone/applications0/com.evernote/live_data/files/user-122114309/.external-1444826990962-Evernote.db : 0x10dd9
(Table: notes)
4 Place of the exchange B Text Note
Prague, Old Town Square
15.11.2015, 19:00
Q Position Latitude Longitude Altitude Address
B 50.1045 14.4779 0 Hlavni mesto Praha, Czech
(Google Maps Republic
Platform & Folder
mobile.android [main]//First Notebook/
© Created © Modified © Last Visit © Reminder X Removed
2015-10-14 15:01:12 (UTC+2) 2015-10-14 15:01:12 (UTC+2) - 2015-11-15 18:00:00 (UTC+1) No
Source File phone/applications0/com.evernote/live_data/files/user-122114309/.external-1444826990962-Evernote.db : 0x10ce8

(Table: notes)
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pdf_files/phone/applications0/com.evernote/live_data/files/user-122114309/notes/f70/f701b683-a455-45d7-951e-9619ddb46637/bd036f081c0e42ebeae01c7a1b49c5a7.dat
pdf_files/phone/applications0/com.evernote/live_data/files/user-122114309/notes/f70/f701b683-a455-45d7-951e-9619ddb46637/bd036f081c0e42ebeae01c7a1b49c5a7.dat
http://maps.google.com/maps?q=loc:50.1045,14.4779

Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

£ Facebook

@ Label
Package
Version

Application Type

Application Size

Cache Size

APK File Extracted

Facebook
com.facebook.katana
175.0.0.40.97

System Application Update
60.7 MB

0.0B

Xno

https://scontent-vie1-1.xx.fbcdn.net/v/t1.0-1/c48.48.594.594/

s120x120/197757_362894973827023_1883089041_n.jpg? nc_cat=08& nc_ad=z-
m& nc_cid=0&oh=5d8b0c15cadad948ef88fadf588f4221&o0e=5BC310A0

https://scontent-vie1-1.xx.fbcdn.net/v/t1.0-1/c48.48.594.594/

s120x120/197757_362894973827023_1883089041_n.jpg? nc_cat=08& nc_ad=z-
m& nc_cid=0&oh=5d8b0c15cadad948ef88fadf588f4221&o0e=5BC310A0

https://scontent-vie1-1.xx.fbcdn.net/v/t1.0-1/c48.48.594.594/

$320x320/197757_362894973827023_1883089041_n.jpg? nc_cat=08& nc_ad=z-
m& nc_cid=0&oh=3a4d05b75f344bb1098ea5488a694cd9&o0e=5B7DAD9C

https://scontent-vie1-1.xx.fbcdn.net/v/t1.0-1/

€48.48.594.594/197757_362894973827023_1883089041_n.jpg? nc_cat=0& nc_ad=z-
m& nc_cid=0&oh=b72b7f332f3d7a434810ec8529bceb36&0e=5B8A7DBB

© First Installed 2018-04-03 11:57:59 (UTC+2)
© Last Updated 2018-06-06 12:55:34 (UTC+2)
© Last Active 2017-09-25 13:08:00 (UTC+2)
© Last Day Use Time 22:13:00
Accounts M
Gabie Case
El Facebook ID 100003195706709
Gender 4 female
i Birthday 1987-12-24
o/ Phone Number +420725005200
o/ Phone Number +420722165520
¥ Email compelson.test@gmail.com
B Account Picture
B3 Picture Url
B3 Picture Url
B3 Picture Url
Source File

News Feed (@ total, 2 deleted)

phone/applications0/com.facebook.katana/live_data/app_light_prefs/com.facebook.katana/

logged_in_100003195706709

top_stories X Deleted
Ei Story Author Facebook ID 100022738809482
Story Facebook ID 215353945899231
Source File phone/applications0/com.facebook.katana/live_data/databases/newsfeed_db : 0x5c7c (Table: home_stories)
top_stories X Deleted
Ei Story Author Facebook ID 100024662220684
Story Facebook ID 163307701167970
Source File phone/applications0/com.facebook.katana/live_data/databases/newsfeed_db : 0x5808 (Table: home_stories)
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pdf_files/phone/applications0/com.facebook.katana
https://scontent-vie1-1.xx.fbcdn.net/v/t1.0-1/c48.48.594.594/s120x120/197757_362894973827023_1883089041_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=5d8b0c15cadad948ef88fadf588f4221&oe=5BC310A0
https://scontent-vie1-1.xx.fbcdn.net/v/t1.0-1/c48.48.594.594/s120x120/197757_362894973827023_1883089041_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=5d8b0c15cadad948ef88fadf588f4221&oe=5BC310A0
https://scontent-vie1-1.xx.fbcdn.net/v/t1.0-1/c48.48.594.594/s120x120/197757_362894973827023_1883089041_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=5d8b0c15cadad948ef88fadf588f4221&oe=5BC310A0
https://scontent-vie1-1.xx.fbcdn.net/v/t1.0-1/c48.48.594.594/s120x120/197757_362894973827023_1883089041_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=5d8b0c15cadad948ef88fadf588f4221&oe=5BC310A0
https://scontent-vie1-1.xx.fbcdn.net/v/t1.0-1/c48.48.594.594/s120x120/197757_362894973827023_1883089041_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=5d8b0c15cadad948ef88fadf588f4221&oe=5BC310A0
https://scontent-vie1-1.xx.fbcdn.net/v/t1.0-1/c48.48.594.594/s120x120/197757_362894973827023_1883089041_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=5d8b0c15cadad948ef88fadf588f4221&oe=5BC310A0
https://scontent-vie1-1.xx.fbcdn.net/v/t1.0-1/c48.48.594.594/s320x320/197757_362894973827023_1883089041_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=3a4d05b75f344bb1098ea5488a694cd9&oe=5B7DAD9C
https://scontent-vie1-1.xx.fbcdn.net/v/t1.0-1/c48.48.594.594/s320x320/197757_362894973827023_1883089041_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=3a4d05b75f344bb1098ea5488a694cd9&oe=5B7DAD9C
https://scontent-vie1-1.xx.fbcdn.net/v/t1.0-1/c48.48.594.594/s320x320/197757_362894973827023_1883089041_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=3a4d05b75f344bb1098ea5488a694cd9&oe=5B7DAD9C
https://scontent-vie1-1.xx.fbcdn.net/v/t1.0-1/c48.48.594.594/197757_362894973827023_1883089041_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=b72b7f332f3d7a434810ec8529bceb36&oe=5B8A7DBB
https://scontent-vie1-1.xx.fbcdn.net/v/t1.0-1/c48.48.594.594/197757_362894973827023_1883089041_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=b72b7f332f3d7a434810ec8529bceb36&oe=5B8A7DBB
https://scontent-vie1-1.xx.fbcdn.net/v/t1.0-1/c48.48.594.594/197757_362894973827023_1883089041_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=b72b7f332f3d7a434810ec8529bceb36&oe=5B8A7DBB

Case Label: Compelson Demo Case Evidence Number: 8974969-589-468 Device Label: Mobile Number #3

Other Media Files

Images @79

12 DK8Rad4S2XA4F3P1n7rSejPeC68.cnt

Path phone/applications0/com.facebook.katana/live_data/cache/image/v2.0ls100.1/11/
DK8Rad4S2XA4F3P1n7rSejPeC68.cnt
Size 2.40 KB
© Modified 2018-04-30 10:28:11 (UTC+2)
© Accessed 2018-04-30 10:27:29 (UTC+2)

14 FGHRGQqtHYtZALZ6fnD-VrK1z0pA.cnt

Path phone/applications0/com.facebook.katana/live_data/cache/image/v2.0ls100.1/11/
FGHRGQqtHYtZALZ6fnD-VrK1z0pA.cnt
Size 3.86 KB
© Modified 2018-05-03 15:29:31 (UTC+2)
SRS © Accessed 2018-05-03 15:29:31 (UTC+2)

15 a6je_ilOBjW4lgqmw5QSfr75gBQ8.cnt

Path phone/applications0/com.facebook.katana/live_data/cache/image/v2.0ls100.1/12/
ab6je_ilOBjW4lgmw5QSfr75gBQ8.cnt
Size 22.6 KB
© Modified 2018-05-25 12:31:21 (UTC+2)
© Accessed 2018-05-23 12:00:43 (UTC+2)

16 n3QLvS1CpSMNDd6Y9h-ExTon1e8.cnt

Path phone/applications0/com.facebook.katana/live_data/cache/image/v2.0ls100.1/12/
n3QLvS1CpSMNDA6Y9h-ExTon1e8.cnt
Size 8.21 KB
© Modified 2018-05-24 13:46:57 (UTC+2)
© Accessed 2018-05-24 13:46:57 (UTC+2)
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pdf_files/phone/applications0/com.facebook.katana/live_data/cache/image/v2.ols100.1/0/1MxuNWC91-UYkjwWF-C-cSe_9hU.cnt
pdf_files/phone/applications0/com.facebook.katana/live_data/cache/image/v2.ols100.1/0/1MxuNWC91-UYkjwWF-C-cSe_9hU.cnt
pdf_files/phone/applications0/com.facebook.katana/live_data/cache/image/v2.ols100.1/0/G8HzPPkBN6T8EzZ7hpkkm3lqf4Q.cnt
pdf_files/phone/applications0/com.facebook.katana/live_data/cache/image/v2.ols100.1/0/G8HzPPkBN6T8EzZ7hpkkm3lqf4Q.cnt
pdf_files/phone/applications0/com.facebook.katana/live_data/cache/image/v2.ols100.1/0/WL8PtXSwrjhiImf5E__la32N6gw.cnt
pdf_files/phone/applications0/com.facebook.katana/live_data/cache/image/v2.ols100.1/0/WL8PtXSwrjhiImf5E__la32N6gw.cnt
pdf_files/phone/applications0/com.facebook.katana/live_data/cache/image/v2.ols100.1/0/WTzrr2I9_9x-oYxMKjd4QI3wGvE.cnt
pdf_files/phone/applications0/com.facebook.katana/live_data/cache/image/v2.ols100.1/0/WTzrr2I9_9x-oYxMKjd4QI3wGvE.cnt

Case Label: Compelson Demo Case Evidence Number: 8974969-589-468 Device Label: Mobile Number #3

9 lejXsK2dIW)5DfER4gTr_Q-323M.cnt

> m“ oy, Path phone/applications0/com.facebook.katana/live data/cache/image/v2.0ls100.1/1/
! & K! ‘. J A% : " ” lejXsK2dIWJ5DfER4gTr_Q-323M.cnt
R Pty Size 29.9 KB
© Modified 2018-05-28 16:08:58 (UTC+2)
© Accessed 2018-05-28 16:08:58 (UTC+2)

10 RXceRYXO0RW8z_|G7xkkM3fzChQw.cnt

Path phone/applications0/com.facebook.katana/live_data/cache/image/v2.0ls100.1/10/
RXceRYXxORW8z_1G7xkkM3fzChQw.cnt
Size 2.73 KB
© Modified 2018-05-28 22:01:19 (UTC+2)
© Accessed 2018-05-20 23:31:23 (UTC+2)

11 _OP-dn1AnYXUZ4rppD4WGFXtfbs.cnt

Path phone/applications0/com.facebook.katana/live_data/cache/image/v2.0ls100.1/10/_OP-
dn1AnYXUZ4rppD4WGFXtfbs.cnt
Size 11.2 KB
© Modified 2018-05-23 16:50:06 (UTC+2)
© Accessed 2018-05-04 16:58:47 (UTC+2)

12 idgscEOVOEEZj96yVmFV8GhdHfg.cnt

Path phone/applications0/com.facebook.katana/live_data/cache/image/v2.0ls100.1/10/
idgscEOVOEEZj96yVmFV8GhdHfg.cnt
Size 12.2 KB
© Modified 2018-05-23 12:00:42 (UTC+2)
© Accessed 2018-05-17 14:35:26 (UTC+2)
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pdf_files/phone/applications0/com.facebook.katana/live_data/cache/image/v2.ols100.1/1/IejXsK2dIWJ5DfER4gTr_Q-323M.cnt
pdf_files/phone/applications0/com.facebook.katana/live_data/cache/image/v2.ols100.1/1/IejXsK2dIWJ5DfER4gTr_Q-323M.cnt
pdf_files/phone/applications0/com.facebook.katana/live_data/cache/image/v2.ols100.1/1/IejXsK2dIWJ5DfER4gTr_Q-323M.cnt
pdf_files/phone/applications0/com.facebook.katana/live_data/cache/image/v2.ols100.1/10/RXceRYx0RW8z_lG7xkkM3fzChQw.cnt
pdf_files/phone/applications0/com.facebook.katana/live_data/cache/image/v2.ols100.1/10/RXceRYx0RW8z_lG7xkkM3fzChQw.cnt
pdf_files/phone/applications0/com.facebook.katana/live_data/cache/image/v2.ols100.1/10/RXceRYx0RW8z_lG7xkkM3fzChQw.cnt
pdf_files/phone/applications0/com.facebook.katana/live_data/cache/image/v2.ols100.1/10/_OP-dn1AnYXUZ4rppD4WGFXtfbs.cnt
pdf_files/phone/applications0/com.facebook.katana/live_data/cache/image/v2.ols100.1/10/_OP-dn1AnYXUZ4rppD4WGFXtfbs.cnt
pdf_files/phone/applications0/com.facebook.katana/live_data/cache/image/v2.ols100.1/10/_OP-dn1AnYXUZ4rppD4WGFXtfbs.cnt
pdf_files/phone/applications0/com.facebook.katana/live_data/cache/image/v2.ols100.1/10/idqscE0V0EEZj96yVmFV8GhdHfg.cnt
pdf_files/phone/applications0/com.facebook.katana/live_data/cache/image/v2.ols100.1/10/idqscE0V0EEZj96yVmFV8GhdHfg.cnt
pdf_files/phone/applications0/com.facebook.katana/live_data/cache/image/v2.ols100.1/10/idqscE0V0EEZj96yVmFV8GhdHfg.cnt

Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468 Device Label: Mobile Number #3

M Gmail

@ Label
Package
Version

Application Type

Application Size

Data Size

APK File Extracted
Last Active

Last Day Use Time
Last Week Use Time

Last Month Use Time

Accounts M

Gmail
com.google.android.gm
5.6.103338659.release
System Application Update
12.3 MB

1.7 MB

Xno

2017-09-25 13:08:00 (UTC+2)
00:31:00

12:28:00

1 day, 04:18:00

james.compelson@gmail.com

Source File

Accounts Info @

phone/applications0/com.google.android.gm/live_data/shared_prefs/MailAppProvider.xml

james.compelson@gmail.com-account-alias

B Text

Source File

active-account

B Text

Source File

james.compelson@gmail.com

phone/applications0/com.google.android.gm/live_data/shared_prefs/Gmail.xml

james.compelson@gmail.com

phone/applications0/com.google.android.gm/live_data/shared_prefs/Gmail.xml

cache-google-accounts-synced

B Text

Source File

james.compelson@gmail.com

phone/applications0/com.google.android.gm/live_data/shared_prefs/Gmail.xml

Account: james.compelson@gmail.com

Conversations (14 conversations, 8 deleted, 9 messages)

Legend:

| Sent message

| | Received message

| 1
E Draft | 1 Failed message Unknown message Deleted message X

Create a password now to access Evernote everywhere

From
¥ Last Message
O Time

Source File

Evernote <no-
reply@evernote.com>

"% %M M N N N %N N N Y Y Y Y s Evernote™,

Thank you for creating an Evernote account A password will allow you to acces...
2015-10-14 14:49:50 (UTC+2)

phone/applications0/com.google.android.gm/live_data/databases/mailstore.james.compelson@gmail.com.db (Table:
conversations)

Thank you for creating an Evernote account A password will allow you to acces...
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Case Label: Compelson Demo Case Evidence Number: 8974969-589-468 Device Label: Mobile Number #3

Check out Evernote for desktop

From "M %0, M N N N %N N N N N Y s Fyyernote ™,
¥ Last Message On one device, Evernote is good. On all your devices, it's sublime. Evernote ...
O Time 2015-10-14 14:50:24 (UTC+2)
Source File phone/applications0/com.google.android.gm/live_data/databases/mailstore.james.compelson@gmail.com.db (Table:

conversations)

Evernote <no-
reply@evernote.com>

On one device, Evernote is good. On all your devices, it's sublime. Evernote ... 2015-10-14 14:50:24 (UTC+2)

Just one more step to get started on Facebook

From "M %0, M N N N % N N N Y s Fa ce book'\,L
¥ Last Message Hey James, You recently registered for Facebook. To complete your Facebook re...
O Time 2015-10-14 15:05:14 (UTC+2)
Source File phone/applications0/com.google.android.gm/live_data/databases/mailstore.james.compelson@gmail.com.db (Table:

conversations)

Facebook
<registration@facebookmail.co
m>

Hey James, You recently registered for Facebook. To complete your Facebook re... 2015-10-14 15:05:14 (UTC+2)

Kindergarten

From Sophiatusophia.compels %% 4% Wy Wy 58 W Y v Y S Sophiat ssophia.compelson@gmail.com® bbb bbby,
¥ Last Message Splendid, see you in the evening then
O Time 2015-10-14 15:32:11 (UTC+2)
Source File phone/applications0/com.google.android.gm/live_data/databases/mailstore.james.compelson@gmail.com.db (Table:

conversations)

Sophia Compelson
<sophia.compelson@gmail.co
m>

James Compelson
<james.compelson@gmail.com
>

Sophia Compelson
<sophia.compelson@gmail.co
m>

James Compelson
<james.compelson@gmail.com
>

| Hello, honey. Could you pick up kids today? | will working late again. | 2015-10-14 15:32:11 (UTC+2)

| Sure. Are you gonna make it in time for dinner? | 2015-10-14 15:34:03 (UTC+2)

| I should. | will text you if | get delayed. | 2015-10-14 15:35:00 (UTC+2)

| Splendid, see you in the evening then | 2015-10-14 15:37:45 (UTC+2)

Getting started on Google+

From """ %0, " M " M M Y T %, M N Yy R G00g|e+ team™
¥ Last Message Welcome to Google+, James! Connect with the people you care about and explore...
O Time 2015-10-14 15:55:40 (UTC+2)
Source File phone/applications0/com.google.android.gm/live_data/databases/mailstore.james.compelson@gmail.com.db (Table:

conversations)

Google+ team <noreply-
daa26fef@plus.google.com>

Welcome to Google+, James! Connect with the people you care about and explore... 2015-10-14 15:55:40 (UTC+2)

Sophia Compelson added you on Google+

From AR Y Google+
¥ Last Message Add Sophia and others to your circles to follow and share with them. Don't kn...
O Time 2015-10-15 11:22:00 (UTC+2)
Source File phone/applications0/com.google.android.gm/live_data/databases/mailstore.james.compelson@gmail.com.db : 0x1ebd4
(Table: conversations)
Google Add Sophia and others to your circles to follow and share with them. Don't kn 2015-10-15 11:22:00 (UTC+2)
<noreply-57273ed2@plus.goo :
gle.com>
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Case Label: Compelson Demo Case Evidence Number: 8974969-589-468 Device Label: Mobile Number #3

X« Google Play services

@ Label Google Play services
Package com.google.android.gms
Version 9.4.52 (440-127739847)
Application Type System Application Update
S Application Size 54.3 MB
APK File Extracted X no
© First Installed 2016-01-29 16:11:35 (UTC+1)
© Last Updated 2016-07-28 14:23:55 (UTC+2)
© Last Active 2017-09-17 11:00:00 (UTC+2)
© Last Month Use Time  00:37:00

Cell Towers (95 total, 50 deleted)

ype MCC MNC LAC Cell ID Last Request Latitude Longitude &Z?)gsle Accuracy

wedma 230 2 1971-09-19 01:16:22 (UTC+1)
Source File phone/applications0/com.google.android.gms/live_data/databases/herrevad : 0x46580 (Table: Iru_table)

wedma 1972-12-09 07:22:08 (UTC+1)
Source File phone/applications0/com.google.android.gms/live_data/databases/herrevad : 0x8123 (Table: Iru_table)

wcdma 230 2 1182 203717279  2016-07-24 11:20:36 (UTC+2)  50.1318 1447617
Source File phone/applications0/com.google.android.gms/live_data/databases/herrevad : 0x8f26 (Table: Iru_table)

wcdma 230 2 1182 203717144  2016-07-24 12:00:13 (UTC+2)  50.14349 1444912 &
Source File phone/applications0/com.google.android.gms/live_data/databases/herrevad : 0x8ecf (Table: Iru_table)

wcdma 230 2 1182 203717695  2016-07-24 12:21:10 (UTC+2)  50.13724 1445183 i
Source File phone/applications0/com.google.android.gms/live_data/databases/herrevad : 0x8e28 (Table: Iru_table)

wcdma 230 2 1182 203717267  2016-07-24 12:24:29 (UTC+2)  50.13267 1446625 1
Source File phone/applications0/com.google.android.gms/live_data/databases/herrevad : 0x8dd4 (Table: Iru_table)

wcdma 230 2 1182 203716871  2016-07-24 12:34:42 (UTC+2)  50.13053 1447109 &
Source File phone/applications0/com.google.android.gms/live_data/databases/herrevad : 0x8d7e (Table: Iru_table)

wcdma 230 2 1182 203717328  2016-07-2508:39:07 (UTC+2)  50.10384 1447243 &
Source File phone/applications0/com.google.android.gms/live_data/databases/herrevad : 0x8cd4 (Table: Iru_table)

wcdma 230 2 1182 203696992  2016-07-25 19:46:45 (UTC+2)  50.12411 1445933 o
Source File phone/applications0/com.google.android.gms/live_data/databases/herrevad : 0x8a9f (Table: Iru_table)

Ite 230 2 1182 10335489  2016-07-25 19:46:45 (UTC+2)  50.11546 1445752 i
Source File phone/applications0/com.google.android.gms/live_data/databases/herrevad : 0x8af4 (Table: Iru_table)

wcdma 230 2 1182 203717281  2016-07-26 08:45:37 (UTC+2)  50.12718 1447262 &
Source File phone/applications0/com.google.android.gms/live_data/databases/herrevad : 0x8a4a (Table: Iru_table)

wedma 230 2 1133 -1 2016-07-26 14:10:49 (UTC+2)
Source File phone/applications0/com.google.android.gms/live_data/databases/herrevad : 0x899e (Table: Iru_table)

wcdma 230 2 1133 203697167  2016-07-26 14:11:11 (UTC+2)  50.10887 14.48267 %
Source File phone/applications0/com.google.android.gms/live_data/databases/herrevad : 0x894b (Table: Iru_table)

Ite 230 2 1182 10342147  2016-07-26 14:11:57 (UTC+2)  50.11245 1448085 %
Source File phone/applications0/com.google.android.gms/live_data/databases/herrevad : 0x88f7 (Table: Iru_table)

wcdma 230 2 1133 203697170  2016-07-26 14:11:57 (UTC+2)  50.10658 1451912 &
Source File phone/applications0/com.google.android.gms/live_data/databases/herrevad : 0x88a5 (Table: Iru_table)
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pdf_files/phone/applications0/com.google.android.gms
http://maps.google.com/maps?q=loc:50.1318,14.47617
http://maps.google.com/maps?q=loc:50.14349,14.44912
http://maps.google.com/maps?q=loc:50.13724,14.45183
http://maps.google.com/maps?q=loc:50.13267,14.46625
http://maps.google.com/maps?q=loc:50.13053,14.47109
http://maps.google.com/maps?q=loc:50.10384,14.47243
http://maps.google.com/maps?q=loc:50.12411,14.45933
http://maps.google.com/maps?q=loc:50.11546,14.45752
http://maps.google.com/maps?q=loc:50.12718,14.47262
http://maps.google.com/maps?q=loc:50.10887,14.48267
http://maps.google.com/maps?q=loc:50.11245,14.48085
http://maps.google.com/maps?q=loc:50.10658,14.51912

Case Label: Compelson Demo Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

& Internet

@ Label Internet
Package com.android.browser
Version 4.4.4-E210SKSUKNI3
Application Type System Application
S Application Size 6.7 MB
S Data Size 9.0 MB
APK File Extracted X no
© First Installed 2015-07-27 11:44:49 (UTC+2)
© Last Updated 2015-07-27 11:44:49 (UTC+2)

Saved Passwords (12 total, 12 deleted)

://mobile.twitter.comcompe

User Name

Source File

compelson.test@gmail.com

aan

& Host https://www.dropbox.com
& User Name compelson.test@gmail.com
# Password iliketrains
Source File phone/applications0/com.android.browser/live_data/databases/webview.db :

compelson.test@gmail.com

& Host https://mobile.twitter.com
& User Name compelson.test@gmail.com
# Password muffintime
Source File phone/applications0/com.android.browser/live_data/databases/webview.db :

pelson.test@gmail

aan

& Host ww.dropbox.comcom
& User Name pelson.test@gmail

Source File phone/applications0/com.android.browser/live_data/databases/webview.db :
& Host bile.twitter.com/

Source File phone/applications0/com.android.browser/live_data/databases/webview.db :
& Host bile.twitter.comc

Source File phone/applications0/com.android.browser/live_data/databases/webview.db :
& Host ion[username_or_emaillcompelson.test@gmail.c

Source File phone/applications0/com.android.browser/live_data/databases/webview.db :
& Host obile.twitter.com

Source File phone/applications0/com.android.browser/live_data/databases/webview.db :

://mobile.twitter.comcompe

phone/applications0/com.android.browser/live_data/databases/webview.db :

0x202a2 (Table: password)

0x202e4 (Table: password)

0x202a2 (Table: password)

0x202ef (Table: password)

0x1a21a (Table: password)

0x202ae (Table: password)

0x1c263 (Table: password)

0x1a219 (Table: password)

X Deleted

X Deleted

X Deleted

X Deleted

X Deleted

X Deleted

X Deleted

X Deleted

2020-02-25 11:15:27 (UTC+1)
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pdf_files/phone/applications0/com.android.browser
https://www.dropbox.com
https://mobile.twitter.com
ww.dropbox.comcom
bile.twitter.com/
bile.twitter.comc
ion[username_or_email]compelson.test@gmail.c
obile.twitter.com

Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

aan
L4

aan
L4

aan
L4

aan
L4

History (61 total, 59 deleted)

aan
L4

Lt

aan
L4

Lt

aan
dms
L4

Lt

aan
dms
L4

Lt

aan
L4

Lt

Host

Source File

Host

Source File

Host

Source File

Host

Source File

DAY

L

Url
Last Visit
Visit Count

Source File

DAY %

L

Url
Last Visit
Visit Count

Source File

Yahoo! Mail

Url

Last Visit
Visit Count

Source File

w.dropbox.comcomp
phone/applications0/com.android.browser/live_data/databases/webview.db : 0x202f0 (Table: password)

https://login.yahoo.com/account/comm-channel/refresh
phone/applications0/com.android.browser/live_data/databases/webview.db : 0x1a259 (Table: password)

https://mobile.twitter.com/login
phone/applications0/com.android.browser/live_data/databases/webview.db : 0x1a210 (Table: password)

https://www.dropbox.com/m/login
phone/applications0/com.android.browser/live_data/databases/webview.db : 0x1a235 (Table: password)

A W Binghttp://www.bing.com/?PC=SMS
1970-01-01 01:00:01 (UTC+1)
5559208096532610048

phone/applications0/com.android.browser/live_data/databases/browser2.db : 0x33c605 (Table: history)

By WYY Googlehttp://www.
1970-01-01 01:00:01 (UTC+1)
7453298398312345600

phone/applications0/com.android.browser/live_data/databases/browser2.db : 0x33cae2 (Table: history)

1970-02-11 20:02:37 (UTC+1)
1

phone/applications0/com.android.browser/live_data/databases/browser2.db : 0x89bb5 (Table: history)

https://m.mg.mail.yahoo.com/hg/se= &% " " @m*~ ~https://www.google.cz"*.* QMM?* *** https:/=

Url
Last Visit
Visit Count

Source File

Far Cry Primal - Global Ve

Url
Last Visit
Visit Count

Source File

1971-08-27 01:11:13 (UTC+1)
101

phone/applications0/com.android.browser/live_data/databases/browser2.db : 0x343a32 (Table: history)

rsion CD-KEY for Uplay - G2A v\ @ @7 75"
1971-08-27 21:24:28 (UTC+1)
1

shttps://m.mg.mail.yahoo.com/hg

phone/applications0/com.android.browser/live_data/databases/browser2.db : 0xf661c (Table: history)

X Deleted

X Deleted

X Deleted

X Deleted

X Deleted

X Deleted

X Deleted

X Deleted

X Deleted

2020-02-25 11:15:27 (UTC+1)
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w.dropbox.comcomp
https://login.yahoo.com/account/comm-channel/refresh
https://mobile.twitter.com/login
https://www.dropbox.com/m/login
	␅␅	␀␀␀␀␀Binghttp://www.bing.com/?PC=SMS
␅	␀␀␀␀␀Googlehttp://www.
https://s.yimg.com/po/products/mail/android-phone_lang_en-GB.html?target=https%3␏�␀7␙M␈␅␁␈Log inhttps://mobile.twitter.com/login␁T␙���␆␏�␀3␛C␈␅␁␈Twitterhttps://mobile.twitter.com/␁T␙���␄
https://s.yimg.com/po/products/mail/android-phone_lang_en-GB.html?target=https%3␏�␀7␙M␈␅␁␈Log inhttps://mobile.twitter.com/login␁T␙���␆␏�␀3␛C␈␅␁␈Twitterhttps://mobile.twitter.com/␁T␙���␄
�␀�+M␈␅␁␈Files - Dropboxhttps://www.dropbox.com␏�␀�␀�#�#␈␅	␈https://www.dropbox.com/m
rsion CD-KEY for Uplay - G2A -␀␀␀�␀�7�7␈␅	␈https://m.mg.mail.yahoo.com/hg

Case Label: Compelson Demo Case Evidence Number: 8974969-589-468 Device Label: Mobile Number #3

MapMyRun+

@ Label MapMyRun+
Package Q5AWLBWCY6.iMapMyRunPlus
Version 05130100
Application Type User Application
S Application Size 100.4 MB
S Data Size 2.6 MB
APK File Extracted X no

Other Media Files

Images @

1 UlApplicationAutomaticSnapshotDefault-Portrait@2x.png

Path phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/live_ios/Library/Caches/Snapshots/

Q5AWLBWCY6.iMapMyRunPlus/Q5AWL8WCY6.iMapMyRunPlus/downscaled/

_ UlApplicationAutomaticSnapshotDefault-Portrait@2x.png

Size 58.0 KB
© Created 2017-01-25 09:58:06 (UTC+1)
“/—"’J_é © Modified 2017-01-25 11:06:16 (UTC+1)

1,19. |=

1613

2 UlApplicationAutomaticSnapshotDefault-Portrait@2x.png

Path phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/live_ios/Library/Caches/Snapshots/
 Activity Feed Workout Details Edit Q5AWLBWCY6.iMapMyRunPlus/Q5AWLBWCY6.iMapMyRunPlus/
UlApplicationAutomaticSnapshotDefault-Portrait@2x.png

Size 142 KB
© Created 2017-01-25 09:58:06 (UTC+1)
© Modified 2017-01-25 11:06:16 (UTC+1)

i\

1 | 19 ) 2:.68

52 1613

Solits
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pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/live_ios/Library/Caches/Snapshots/Q5AWL8WCY6.iMapMyRunPlus/Q5AWL8WCY6.iMapMyRunPlus/downscaled/UIApplicationAutomaticSnapshotDefault-Portrait@2x.png
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/live_ios/Library/Caches/Snapshots/Q5AWL8WCY6.iMapMyRunPlus/Q5AWL8WCY6.iMapMyRunPlus/downscaled/UIApplicationAutomaticSnapshotDefault-Portrait@2x.png
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/live_ios/Library/Caches/Snapshots/Q5AWL8WCY6.iMapMyRunPlus/Q5AWL8WCY6.iMapMyRunPlus/downscaled/UIApplicationAutomaticSnapshotDefault-Portrait@2x.png
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/live_ios/Library/Caches/Snapshots/Q5AWL8WCY6.iMapMyRunPlus/Q5AWL8WCY6.iMapMyRunPlus/downscaled/UIApplicationAutomaticSnapshotDefault-Portrait@2x.png
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/live_ios/Library/Caches/Snapshots/Q5AWL8WCY6.iMapMyRunPlus/Q5AWL8WCY6.iMapMyRunPlus/UIApplicationAutomaticSnapshotDefault-Portrait@2x.png
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/live_ios/Library/Caches/Snapshots/Q5AWL8WCY6.iMapMyRunPlus/Q5AWL8WCY6.iMapMyRunPlus/UIApplicationAutomaticSnapshotDefault-Portrait@2x.png
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/live_ios/Library/Caches/Snapshots/Q5AWL8WCY6.iMapMyRunPlus/Q5AWL8WCY6.iMapMyRunPlus/UIApplicationAutomaticSnapshotDefault-Portrait@2x.png
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/live_ios/Library/Caches/Snapshots/Q5AWL8WCY6.iMapMyRunPlus/Q5AWL8WCY6.iMapMyRunPlus/UIApplicationAutomaticSnapshotDefault-Portrait@2x.png

Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

© Messenger

@ Label
Package
Version

Application Type

Application Size

Cache Size

APK File Extracted
First Installed
Last Updated

Last Active

Last Day Use Time

Messenger
com.facebook.orca
169.0.0.27.76

User Application

49.1 MB

0.0B

Xno

2018-04-13 12:23:47 (UTC+2)
2018-06-07 13:40:14 (UTC+2)
2017-09-25 07:16:00 (UTC+2)
13:20:00

Accounts M
Gabie Case

Facebook ID
Birthday

Phone Number
Phone Number

Email

RN (A WY =

Account Picture

b

Picture Url

B3 Picture Url

B3 Picture Url

Source File

100003195706709
1987-12-24
+420725005200
+420722165520

compelson.test@gmail.com

https://scontent.xx.fbcdn.net/v/t1.0-1/c48.48.594.594/

s160x160/197757_362894973827023_1883089041_n.jpg? nc_cat=08& nc_ad=z-
m& nc_cid=0&oh=0175d34c95cac9458c0f1d9106cf6db8&oe=5BAE97D6

https://scontent.xx.fbcdn.net/v/t1.0-1/c48.48.594.594/

s160x160/197757_362894973827023_1883089041_n.jpg? nc_cat=08& nc_ad=z-
m& nc_cid=0&oh=0175d34c95cac9458c0f1d9106cf6db8&0e=5BAE97D6

https://scontent.xx.fbcdn.net/v/t1.0-1/c48.48.594.594/

$240x240/197757 _362894973827023_1883089041_n.jpg? nc_cat=08& nc_ad=z-
m& nc_cid=0&oh=aeb08d1a412b41c91bdef7393de87dc2&oe=5BC1E9CF

https://scontent.xx.fbcdn.net/v/t1.0-1/c48.48.594.594/197757_362894973827023_1883089041_n.jpg?

nc_cat=0& nc_ad=z-m& nc_cid=0&oh=22b4d6b2eb82a057c79e10623639e00a&oe=5BB20ABB

phone/applications0/com.facebook.orca/live_data/app_light_prefs/com.facebook.orca/
logged_in_100003195706709

Conversation Users s total, 1 deleted)

20684AmraalRama

@ Communication Rank

a User Name

X Deleted

dhanAmraal Ramadhanam
595473.225

Is Friend v yes

© Last Synced

Source File

4387-01-30 07:17:45 (UTC+1)

phone/applications0/com.facebook.orca/live_data/databases/threads_db2 : 0x6732d
(Table: thread_users)

2020-02-25 11:15:27 (UTC+1)
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pdf_files/phone/applications0/com.facebook.orca
https://scontent.xx.fbcdn.net/v/t1.0-1/c48.48.594.594/s160x160/197757_362894973827023_1883089041_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=0175d34c95cac9458c0f1d9106cf6db8&oe=5BAE97D6
https://scontent.xx.fbcdn.net/v/t1.0-1/c48.48.594.594/s160x160/197757_362894973827023_1883089041_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=0175d34c95cac9458c0f1d9106cf6db8&oe=5BAE97D6
https://scontent.xx.fbcdn.net/v/t1.0-1/c48.48.594.594/s160x160/197757_362894973827023_1883089041_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=0175d34c95cac9458c0f1d9106cf6db8&oe=5BAE97D6
https://scontent.xx.fbcdn.net/v/t1.0-1/c48.48.594.594/s160x160/197757_362894973827023_1883089041_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=0175d34c95cac9458c0f1d9106cf6db8&oe=5BAE97D6
https://scontent.xx.fbcdn.net/v/t1.0-1/c48.48.594.594/s160x160/197757_362894973827023_1883089041_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=0175d34c95cac9458c0f1d9106cf6db8&oe=5BAE97D6
https://scontent.xx.fbcdn.net/v/t1.0-1/c48.48.594.594/s160x160/197757_362894973827023_1883089041_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=0175d34c95cac9458c0f1d9106cf6db8&oe=5BAE97D6
https://scontent.xx.fbcdn.net/v/t1.0-1/c48.48.594.594/s240x240/197757_362894973827023_1883089041_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=aeb08d1a412b41c91bdef7393de87dc2&oe=5BC1E9CF
https://scontent.xx.fbcdn.net/v/t1.0-1/c48.48.594.594/s240x240/197757_362894973827023_1883089041_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=aeb08d1a412b41c91bdef7393de87dc2&oe=5BC1E9CF
https://scontent.xx.fbcdn.net/v/t1.0-1/c48.48.594.594/s240x240/197757_362894973827023_1883089041_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=aeb08d1a412b41c91bdef7393de87dc2&oe=5BC1E9CF
https://scontent.xx.fbcdn.net/v/t1.0-1/c48.48.594.594/197757_362894973827023_1883089041_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=22b4d6b2eb82a057c79e10623639e00a&oe=5BB20ABB
https://scontent.xx.fbcdn.net/v/t1.0-1/c48.48.594.594/197757_362894973827023_1883089041_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=22b4d6b2eb82a057c79e10623639e00a&oe=5BB20ABB

Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

Abdallah Mmenga

Abeid Mohamedi

Facebook ID

User Name
Communication Rank
Is Friend

Contact Picture

Picture Url

Picture Url

Last Synced
Number of Messages

Source File

Facebook ID

User Name
Communication Rank
Is Friend

Contact Picture

Picture Url

Picture Url

Last Synced
Number of Messages

Source File

100002931273442
abdallah.mmenga
0.004
v yes

https://scontent.xx.fbcdn.net/v/t1.0-1/c0.6.160.160/

p160x160/29178073_1621973747910319_3656885728777863168_n.jpg?
nc cat=0& nc ad=z-

m& nc_cid=0&oh=571af551f320cf1e689fbefe8235a2c2&0e=5BB8B640

https://scontent.xx.fbcdn.net/v/t1.0-1/c0.9.240.240/

p240x240/29178073_1621973747910319_3656885728777863168_n.jpg?
nc cat=0& nc ad=z-

m& nc_cid=0&oh=cbe362cdfb6412da55a8be76cc1a0d66&oe=5BB2B933

https://scontent.xx.fbcdn.net/v/t1.0-1/

€0.32.864.864/29178105_1621973751243652 9196377733607718912_o.jpg?
nc cat=0& nc ad=z-

m& nc_cid=0&oh=5c4d3b772b4571f00f6318983ade0ded&oe=5B81D288
2018-06-06 12:14:24 (UTC+2)
2

phone/applications0/com.facebook.orca/live_data/databases/threads_db2 : 0x6831c
(Table: thread_users)

100003602868103
abeid.mohamedi
0.015

v yes

https://scontent.xx.fbcdn.net/v/t1.0-1/

p160x160/22279781_1111776298952455_6273719120459226728_n.jpg?
nc_cat=0& nc_ad=z-

m& nc_cid=0&oh=bd487096a3097b63e9fd41fc82907d17&o0e=5B77C336

https://scontent.xx.fbcdn.net/v/t1.0-1/

p240x240/22279781_1111776298952455_6273719120459226728_n.jpg?
nc_cat=0& nc_ad=z-

m& nc_cid=0&oh=047a7cc73cf9bc9bbb4e64fbb4c0e6718&0e=5BB19C5F
https://scontent.xx.fbcdn.net/v/

11.0-1/22279781 1111776298952455_6273719120459226728 n.jpg? nc_cat=0& nc_ad=z-

m& nc_cid=0&0h=9829960031a543d7815ac728924e597a&oe=5B82E987
2018-06-07 12:27:52 (UTC+2)
5

phone/applications0/com.facebook.orca/live_data/databases/threads_db2 : 0x6b334
(Table: thread_users)

2020-02-25 11:15:27 (UTC+1)

Generated by Compelson MOBILedit Forensic Express PRO 7.1.0.17610
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https://scontent.xx.fbcdn.net/v/t1.0-1/c0.6.160.160/p160x160/29178073_1621973747910319_3656885728777863168_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=571af551f320cf1e689fbefe8235a2c2&oe=5BB8B640
https://scontent.xx.fbcdn.net/v/t1.0-1/c0.6.160.160/p160x160/29178073_1621973747910319_3656885728777863168_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=571af551f320cf1e689fbefe8235a2c2&oe=5BB8B640
https://scontent.xx.fbcdn.net/v/t1.0-1/c0.6.160.160/p160x160/29178073_1621973747910319_3656885728777863168_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=571af551f320cf1e689fbefe8235a2c2&oe=5BB8B640
https://scontent.xx.fbcdn.net/v/t1.0-1/c0.6.160.160/p160x160/29178073_1621973747910319_3656885728777863168_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=571af551f320cf1e689fbefe8235a2c2&oe=5BB8B640
https://scontent.xx.fbcdn.net/v/t1.0-1/c0.9.240.240/p240x240/29178073_1621973747910319_3656885728777863168_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=cbe362cdfb6412da55a8be76cc1a0d66&oe=5BB2B933
https://scontent.xx.fbcdn.net/v/t1.0-1/c0.9.240.240/p240x240/29178073_1621973747910319_3656885728777863168_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=cbe362cdfb6412da55a8be76cc1a0d66&oe=5BB2B933
https://scontent.xx.fbcdn.net/v/t1.0-1/c0.9.240.240/p240x240/29178073_1621973747910319_3656885728777863168_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=cbe362cdfb6412da55a8be76cc1a0d66&oe=5BB2B933
https://scontent.xx.fbcdn.net/v/t1.0-1/c0.9.240.240/p240x240/29178073_1621973747910319_3656885728777863168_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=cbe362cdfb6412da55a8be76cc1a0d66&oe=5BB2B933
https://scontent.xx.fbcdn.net/v/t1.0-1/c0.32.864.864/29178105_1621973751243652_9196377733607718912_o.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=5c4d3b772b4571f00f6318983ade0ded&oe=5B81D288
https://scontent.xx.fbcdn.net/v/t1.0-1/c0.32.864.864/29178105_1621973751243652_9196377733607718912_o.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=5c4d3b772b4571f00f6318983ade0ded&oe=5B81D288
https://scontent.xx.fbcdn.net/v/t1.0-1/c0.32.864.864/29178105_1621973751243652_9196377733607718912_o.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=5c4d3b772b4571f00f6318983ade0ded&oe=5B81D288
https://scontent.xx.fbcdn.net/v/t1.0-1/c0.32.864.864/29178105_1621973751243652_9196377733607718912_o.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=5c4d3b772b4571f00f6318983ade0ded&oe=5B81D288
https://scontent.xx.fbcdn.net/v/t1.0-1/p160x160/22279781_1111776298952455_6273719120459226728_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=bd487096a3097b63e9fd41fc82907d17&oe=5B77C336
https://scontent.xx.fbcdn.net/v/t1.0-1/p160x160/22279781_1111776298952455_6273719120459226728_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=bd487096a3097b63e9fd41fc82907d17&oe=5B77C336
https://scontent.xx.fbcdn.net/v/t1.0-1/p160x160/22279781_1111776298952455_6273719120459226728_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=bd487096a3097b63e9fd41fc82907d17&oe=5B77C336
https://scontent.xx.fbcdn.net/v/t1.0-1/p160x160/22279781_1111776298952455_6273719120459226728_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=bd487096a3097b63e9fd41fc82907d17&oe=5B77C336
https://scontent.xx.fbcdn.net/v/t1.0-1/p240x240/22279781_1111776298952455_6273719120459226728_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=047a7cc73cf9bc9bbb4e64fbb4c0e671&oe=5BB19C5F
https://scontent.xx.fbcdn.net/v/t1.0-1/p240x240/22279781_1111776298952455_6273719120459226728_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=047a7cc73cf9bc9bbb4e64fbb4c0e671&oe=5BB19C5F
https://scontent.xx.fbcdn.net/v/t1.0-1/p240x240/22279781_1111776298952455_6273719120459226728_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=047a7cc73cf9bc9bbb4e64fbb4c0e671&oe=5BB19C5F
https://scontent.xx.fbcdn.net/v/t1.0-1/p240x240/22279781_1111776298952455_6273719120459226728_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=047a7cc73cf9bc9bbb4e64fbb4c0e671&oe=5BB19C5F
https://scontent.xx.fbcdn.net/v/t1.0-1/22279781_1111776298952455_6273719120459226728_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=9829960031a543d7815ac728924e597a&oe=5B82E987
https://scontent.xx.fbcdn.net/v/t1.0-1/22279781_1111776298952455_6273719120459226728_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=9829960031a543d7815ac728924e597a&oe=5B82E987
https://scontent.xx.fbcdn.net/v/t1.0-1/22279781_1111776298952455_6273719120459226728_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=9829960031a543d7815ac728924e597a&oe=5B82E987

Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

Yusif Asanani Yusif

E3 Facebook ID 100024721850424
& User Name yusifasanani.yusif
@ Communication Rank 0.004

Is Friend

v yes

B3 Contact Picture https://scontent.xx.fbcdn.net/v/t1.0-1/c0.0.160.160/

p160x160/28685067_120184625482265_5279033170681921536_n.jpg?
nc cat=0& nc ad=z-

m& nc_cid=0&oh=fbdc61bcf13046f0098a34cal4aaac0d&oe=5B78D084

https://scontent.xx.fbcdn.net/v/t1.0-1/c0.0.240.240/

p240x240/28685067_120184625482265_5279033170681921536_n.jpg?
nc cat=0& nc ad=z-

m& nc_cid=0&oh=d4ab62eb1dc27d1af7999986e91ff5d5&o0e=5B7FC8F3

https://scontent.xx.fbcdn.net/v/t1.0-1/

€0.0.900.900/28795806_120184628815598_3320289828985110528_0.jpg?
nc cat=0& nc ad=z-

m& nc_cid=0&0h=52350752af3778d20cabe239664f927c&o0e=5BB753FD
2018-06-06 12:14:24 (UTC+2)

Number of Messages 2

B3 Picture Url

B3 Picture Url

© Last Synced

Source File phone/applications0/com.facebook.orca/live_data/databases/threads_db2 : 0x85977

(Table: thread_users)

Conversations @8 conversations, 5 deleted, 384 messages, 1 deleted)

Legend:

| 1
| Sent message | | Received message E Draft | 1 Failed message Unknown message Deleted message X

O Last Activity 2016-10-04 14:36:14 (UTC+2)

You sent a video.

Gabie Case, Josefine Compelson
phone/applications0/com.facebook.orca/live_data/databases/threads_db2 : 0x932cc (Table: threads)

Preview
& Participants

Source File

Gabie Case

X Deleted

O Last Activity 2017-12-04 11:56:57 (UTC+1)

: Gabie Case

a Participants
Source File phone/applications0/com.facebook.orca/live_data/databases/threads_db2 : 0x8133e (Table: threads)

Gabie Case, Josefine Compelson

© Last Activity 2017-12-04 11:59:51 (UTC+1)
Adam Sikora left the group.
Gabie Case, Josefine Compelson

phone/applications0/com.facebook.orca/live_data/databases/threads_db2 : 0x93506 (Table: threads)

Preview

& Participants

Source File

Gabie Case, Bob Canibor

O Last Activity 2018-03-09 18:26:24 (UTC+1)

Preview You are now connected on Messenger.

& Participants Gabie Case, Bob Canibor

Source File phone/applications0/com.facebook.orca/live_data/databases/threads_db2 : 0x81445 (Table: threads)

Gabie Case (Gabie Case)
You are now connected on Messenger.

2020-02-25 11:15:27 (UTC+1) Generated by Compelson MOBILedit Forensic Express PRO 7.1.0.17610 1517


https://scontent.xx.fbcdn.net/v/t1.0-1/c0.0.160.160/p160x160/28685067_120184625482265_5279033170681921536_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=fbdc61bcf13046f0098a34ca14aaac0d&oe=5B78D084
https://scontent.xx.fbcdn.net/v/t1.0-1/c0.0.160.160/p160x160/28685067_120184625482265_5279033170681921536_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=fbdc61bcf13046f0098a34ca14aaac0d&oe=5B78D084
https://scontent.xx.fbcdn.net/v/t1.0-1/c0.0.160.160/p160x160/28685067_120184625482265_5279033170681921536_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=fbdc61bcf13046f0098a34ca14aaac0d&oe=5B78D084
https://scontent.xx.fbcdn.net/v/t1.0-1/c0.0.160.160/p160x160/28685067_120184625482265_5279033170681921536_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=fbdc61bcf13046f0098a34ca14aaac0d&oe=5B78D084
https://scontent.xx.fbcdn.net/v/t1.0-1/c0.0.240.240/p240x240/28685067_120184625482265_5279033170681921536_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=d4ab62eb1dc27d1af7999986e91ff5d5&oe=5B7FC8F3
https://scontent.xx.fbcdn.net/v/t1.0-1/c0.0.240.240/p240x240/28685067_120184625482265_5279033170681921536_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=d4ab62eb1dc27d1af7999986e91ff5d5&oe=5B7FC8F3
https://scontent.xx.fbcdn.net/v/t1.0-1/c0.0.240.240/p240x240/28685067_120184625482265_5279033170681921536_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=d4ab62eb1dc27d1af7999986e91ff5d5&oe=5B7FC8F3
https://scontent.xx.fbcdn.net/v/t1.0-1/c0.0.240.240/p240x240/28685067_120184625482265_5279033170681921536_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=d4ab62eb1dc27d1af7999986e91ff5d5&oe=5B7FC8F3
https://scontent.xx.fbcdn.net/v/t1.0-1/c0.0.900.900/28795806_120184628815598_3320289828985110528_o.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=52350752af3778d20cabe239664f927c&oe=5BB753FD
https://scontent.xx.fbcdn.net/v/t1.0-1/c0.0.900.900/28795806_120184628815598_3320289828985110528_o.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=52350752af3778d20cabe239664f927c&oe=5BB753FD
https://scontent.xx.fbcdn.net/v/t1.0-1/c0.0.900.900/28795806_120184628815598_3320289828985110528_o.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=52350752af3778d20cabe239664f927c&oe=5BB753FD
https://scontent.xx.fbcdn.net/v/t1.0-1/c0.0.900.900/28795806_120184628815598_3320289828985110528_o.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=52350752af3778d20cabe239664f927c&oe=5BB753FD

Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

25 Gabie Case, Baryaruha Josh

© Last Activity
Preview

& Participants
Source File

unknown
Gabie Case (Gabie Case)

Gabie Case (Gabie Case)

Baryaruha Josh (Baryaruha

Josh)

2018-03-22 10:23:38 (UTC+1)
Hello

Gabie Case, Baryaruha Josh

phone/applications0/com.facebook.orca/live_data/databases/threads_db2 : 0x6c1e7 (Table: threads)

| You are now connected on Messenger.

| Hello there mate

| Hello |

26 Ifedayo Oyeneye, Gabie Case

© Last Activity

Preview

& Participants

Source File
unknown

Gabie Case (Gabie Case)
Gabie Case (Gabie Case)

Ifedayo Oyeneye (Ifedayo

Oyeneye)
Gabie Case (Gabie Case)

Ifedayo Oyeneye (Ifedayo

Oyeneye)
Gabie Case (Gabie Case)

Ifedayo Oyeneye (Ifedayo

Oyeneye)
Gabie Case (Gabie Case)

Ifedayo Oyeneye (Ifedayo

Oyeneye)
Gabie Case (Gabie Case)

2018-03-22 10:38:22 (UTC+1)
U do

Ifedayo Oyeneye, Gabie Case

(no message time)
2018-03-09 17:36:57 (UTC+1)
2018-03-22 10:03:37 (UTC+1)

2018-03-22 10:23:38 (UTC+1)

phone/applications0/com.facebook.orca/live_data/databases/threads_db2 : 0x6c439 (Table: threads)

| You are now connected on Messenger.

| Good day

| Hello? |

|Yo man

|What can | do for you |

| You can gently love me

| | dont need to love you |

| But i need you to. Its a favor to ask

| | dont |

|Udo

27 Gabie Case, Kasimu Ndembo

© Last Activity

Preview

& Participants

Source File

Kasimu Ndembo (Kasimu
Ndembo)
Gabie Case (Gabie Case)

Kasimu Ndembo (Kasimu
Ndembo)
Kasimu Ndembo (Kasimu
Ndembo)

Gabie Case (Gabie Case)

Kasimu Ndembo (Kasimu
Ndembo)

2018-03-23 19:37:00 (UTC+1)
My friend idon t kwonw rangueg English ispeek rangueg kiswahili is OK my friend

Gabie Case, Kasimu Ndembo

(no message time)
2018-03-09 20:00:18 (UTC+1)
2018-03-22 10:03:17 (UTC+1)
2018-03-22 10:04:53 (UTC+1)
2018-03-22 10:06:37 (UTC+1)
2018-03-22 10:08:30 (UTC+1)
2018-03-22 10:09:54 (UTC+1)
2018-03-22 10:16:38 (UTC+1)
2018-03-22 10:20:34 (UTC+1)
2018-03-22 10:21:29 (UTC+1)

2018-03-22 10:38:22 (UTC+1)

phone/applications0/com.facebook.orca/live_data/databases/threads_db2 : 0x6c687 (Table: threads)

| Kasimu set a call reminder for Wed Sep 27 at 5:12 PM. |

| You deleted the call reminder for Wed Sep 27 at 5:12 PM.

|Good. Night. My frefid |

You can get a good night's sleep and | will talk to you later | love you too baby girl and
| will be there at some point today and | will be there at some point today and | will be
there at some point today and | will be there at some point today

No. No no.

2017-09-27 16:12:22 (UTC+2)
2017-09-27 16:13:26 (UTC+2)
2017-09-27 16:16:02 (UTC+2)

2017-09-27 16:16:31 (UTC+2)

2017-09-27 16:19:09 (UTC+2)

2017-09-27 16:21:08 (UTC+2)

2020-02-25 11:15:27 (UTC+1)

Generated by Compelson MOBILedit Forensic Express PRO 7.1.0.17610
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Case Label: Compelson Demo Case Evidence Number: 8974969-589-468 Device Label: Mobile Number #3

~ Messenger Lite

@ Label Messenger Lite
Package com.facebook.mlite
Version 33.0.0.7.185
Application Type User Application

S Application Size 7.5 MB

S Cache Size 0.0B
APK File Extracted v yes

APK Verification Result = APK verification successful

Uses scheme v1

Cert 8a3c4b262d721acd49a4bfo7d5213199c86fa2b9, valid from
APK Verification 2009-08-31T21:52:16Z to 2050-09-25T21:52:16Z, Subject: C=US,
Message ST=CA, L=Palo Alto, O=Facebook Mobile, OU=Facebook,
CN=Facebook Corporation, Issuer: C=US, ST=CA, L=Palo Alto,
O=Facebook Mobile, OU=Facebook, CN=Facebook Corporation
2018-04-13 12:24:03 (UTC+2)

2018-05-31 15:04:05 (UTC+2)

© First Installed
© Last Updated

APK Malware Detection

No malware detected (86.05%).
Result

Accounts M
Gabie Case

B3 Account Picture https://scontent.xx.fbcdn.net/v/t1.0-1/c48.48.594.594/

s100x100/197757_362894973827023_1883089041_n.jpg? nc_cat=08& nc_ad=z-
m& nc_cid=0&oh=3a4e962785f824b52dd77dcec68f1ff5&0e=5BC0611B

Ei Facebook ID 100003195706709

Source File phone/applications0/com.facebook.mlite/live_data/app_light_prefs/com.facebook.mlite/

profile_preferences

Contacts o)
Abeid Mohamedi

B3 Contact Picture https://scontent.xx.fbcdn.net/v/t1.0-1/

p100x100/22279781_1111776298952455_6273719120459226728_n.jpg?
nc_cat=0& nc_ad=z-

m& nc_cid=0&oh=5a3095ed12eaebeb2db91ba78cc0726a&o0e=5BB928A9

Abosede Oke

Facebook ID
Number of Messages

Source File

Contact Picture

Facebook ID
Number of Messages

Source File

100003602868103
1

phone/applications0/com.facebook.mlite/live_data/databases/core.db : 0x5c1e5 (Table:
contact)

https://scontent.xx.fbcdn.net/v/t1.0-1/c0.0.100.100/

p100x100/29595143_2059594680723702_7927560145820336055_n.jpg?
nc_cat=0& nc_ad=z-

m& nc_cid=0&oh=d8f6d1eb4ce333f8409dab156c814731&0e=5BB3E81E
100000195719352
1

phone/applications0/com.facebook.mlite/live_data/databases/core.db : 0x5de02 (Table:
contact)

2020-02-25 11:15:27 (UTC+1)
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pdf_files/phone/applications0/com.facebook.mlite
https://scontent.xx.fbcdn.net/v/t1.0-1/c48.48.594.594/s100x100/197757_362894973827023_1883089041_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=3a4e962785f824b52dd77dcec68f1ff5&oe=5BC0611B
https://scontent.xx.fbcdn.net/v/t1.0-1/c48.48.594.594/s100x100/197757_362894973827023_1883089041_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=3a4e962785f824b52dd77dcec68f1ff5&oe=5BC0611B
https://scontent.xx.fbcdn.net/v/t1.0-1/c48.48.594.594/s100x100/197757_362894973827023_1883089041_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=3a4e962785f824b52dd77dcec68f1ff5&oe=5BC0611B
https://scontent.xx.fbcdn.net/v/t1.0-1/p100x100/22279781_1111776298952455_6273719120459226728_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=5a3095ed12eaebeb2db91ba78cc0726a&oe=5BB928A9
https://scontent.xx.fbcdn.net/v/t1.0-1/p100x100/22279781_1111776298952455_6273719120459226728_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=5a3095ed12eaebeb2db91ba78cc0726a&oe=5BB928A9
https://scontent.xx.fbcdn.net/v/t1.0-1/p100x100/22279781_1111776298952455_6273719120459226728_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=5a3095ed12eaebeb2db91ba78cc0726a&oe=5BB928A9
https://scontent.xx.fbcdn.net/v/t1.0-1/p100x100/22279781_1111776298952455_6273719120459226728_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=5a3095ed12eaebeb2db91ba78cc0726a&oe=5BB928A9
https://scontent.xx.fbcdn.net/v/t1.0-1/c0.0.100.100/p100x100/29595143_2059594680723702_7927560145820336055_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=d8f6d1eb4ce333f8409dab156c814731&oe=5BB3E81E
https://scontent.xx.fbcdn.net/v/t1.0-1/c0.0.100.100/p100x100/29595143_2059594680723702_7927560145820336055_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=d8f6d1eb4ce333f8409dab156c814731&oe=5BB3E81E
https://scontent.xx.fbcdn.net/v/t1.0-1/c0.0.100.100/p100x100/29595143_2059594680723702_7927560145820336055_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=d8f6d1eb4ce333f8409dab156c814731&oe=5BB3E81E
https://scontent.xx.fbcdn.net/v/t1.0-1/c0.0.100.100/p100x100/29595143_2059594680723702_7927560145820336055_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=d8f6d1eb4ce333f8409dab156c814731&oe=5BB3E81E

Case Label: Compelson Demo Case Evidence Number: 8974969-589-468 Device Label: Mobile Number #3

19 Timotejko Dusicka

B3 Contact Picture https://scontent.xx.fbcdn.net/v/t1.0-1/c29.0.100.100/

p100x100/10354686_10150004552801856_220367501106153455_n.jpg?
nc_cat=0& nc_ad=z-

m& nc cid=0&oh=0d25ca8e41c19bfac51121aac1867028&0e=5BB5D777

El Facebook ID 100005221924013
Number of Messages 2
Source File phone/applications0/com.facebook.mlite/live_data/databases/core.db : 0x5cceb (Table:
contact)
20 Virginia Kimball
B Contact Picture https://scontent.xx.fbcdn.net/v/t1.0-1/

p100x100/29594895 1679815352084821 3576665932966640429 n.jpg?
nc_cat=0& nc_ad=z-

m& nc cid=0&oh=344c8cc92ade37746d1fac017db12ac0&oe=5B830224

El Facebook ID 100001691164715
Number of Messages 2
Source File phone/applications0/com.facebook.mlite/live_data/databases/core.db : 0x5c0dc (Table:
contact)

Conversations (0 conversations, 102 messages)

Legend:
1 1
|Sent message | | Received message ! Draft i E Failed message | | Unknown message Deleted message X

I Baryaruha Josh

Preview Hello
© Last Activity 2018-03-22 10:23:38 (UTC+1)
B Contact Picture https://scontent.xx.fbcdn.net/v/t1.0-1/c11.0.100.100/

p100x100/26994037_1017537528384638_260726578066412437 n.jpg? nc_cat=0& nc_ad=z-
m& nc_cid=0&oh=7cd60bffd99917c2891503f6f2c6c965&0e=5B78CCDB

& Participants Gabie Case, Baryaruha Josh

Source File phone/applications0/com.facebook.mlite/live_data/databases/core.db : 0x5882a (Table: threads)
Gabie Case (Gabie Case 26

( ) |You are now connected on Messenger. | 2018-03-09 17:36:57 (UTC+1)

Gabie Case (Gahie Case) |He||o there mate | 2018-03-22 10:03:37 (UTC+1)
Baryaruha Josh (Baryaruha | Hello | 2018-03-22 10:23:38 (UTC+1)
osh)
2 Ifedayo Oyeneye

Preview You: U do
© Last Activity 2018-03-22 10:38:22 (UTC+1)
B3 Contact Picture https://scontent.xx.fbcdn.net/v/t1.0-1/p100x100/31123418_1956308384449397 5670708774755631104 _n.jpg?

nc_cat=0& nc_ad=z-m& nc_cid=0&oh=9c382a8bb9b8754b91e846f742995d14&0e=5B81C279

& Participants Gabie Case, Ifedayo Oyeneye

Source File phone/applications0/com.facebook.mlite/live_data/databases/core.db : 0x58938 (Table: threads)
Gabie Case (Gabie Case) |Y0u can gently love me | 2018-03-22 10:09:54 (UTC+1)
Ifedayo Oyeneye (Ifedayo | | €lore e o (v e | 2018-03-22 10:16:38 (UTC+1)
Oyeneye)
Gabie Case (Gabie Case 90

( ) | But i need you to. Its a favor to ask | 2018-03-22 10:20:34 (UTC+1)

Ifedayo Oyeneye (ifedayo | | dont | 2018-03-22 10:21:29 (UTC+1)
Oyeneye)
Gabie Case (Gabie Case) |Ud0 | 2018-03-22 10:38:22 (UTC+1)
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https://scontent.xx.fbcdn.net/v/t1.0-1/p100x100/29594895_1679815352084821_3576665932966640429_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=344c8cc92ade37746d1fac017db12ac0&oe=5B830224
https://scontent.xx.fbcdn.net/v/t1.0-1/p100x100/29594895_1679815352084821_3576665932966640429_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=344c8cc92ade37746d1fac017db12ac0&oe=5B830224
https://scontent.xx.fbcdn.net/v/t1.0-1/p100x100/29594895_1679815352084821_3576665932966640429_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=344c8cc92ade37746d1fac017db12ac0&oe=5B830224
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https://scontent.xx.fbcdn.net/v/t1.0-1/p100x100/31123418_1956308384449397_5670708774755631104_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=9c382a8bb9b8754b91e846f742995d14&oe=5B81C279
https://scontent.xx.fbcdn.net/v/t1.0-1/p100x100/31123418_1956308384449397_5670708774755631104_n.jpg?_nc_cat=0&_nc_ad=z-m&_nc_cid=0&oh=9c382a8bb9b8754b91e846f742995d14&oe=5B81C279

Case Label: Compelson Demo Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

2018-03-06 10:58:57 (UTC+1) JEJEIple

You waved at Abeid!

B Thumbnail Uri https://static.xx.fbcdn.net/rsrc.php/v3/yk/r/uC8WgCgZBjl.png
Title You waved at Abeid!
B3 Picture Url https://static.xx.fbcdn.net/rsrc.php/v3/yk/r/luC8WgCgZBjl.png

3 Downloaded

\)

Picture downloaded from Url, timestamp: 2019-04-05 13:53:06 (UTC+2).

From Gabie Case (Gabie Case)
%, Conversation Abeid Mohamedi
Source File phone/applications0/com.facebook.mlite/live_data/databases/core.db : 0x5b81d (Table: messages)

5 @ Kimbunga Mchawi Mchawi (Kimbunga Mchawi Mchawi)

2018-03-07 18:19:45 (UTC+1) [EEIEL]

I love you
To Gabie Case (Gabie Case)
%, Conversation Kimbunga Mchawi Mchawi
Source File phone/applications0/com.facebook.mlite/live_data/databases/core.db : 0x520f9 (Table: messages)

Fuck you can't you see | have a boyfriend?

2018-03-08 13:28:54 (UTC+1) JEJEIple

From Gabie Case (Gabie Case)
%, Conversation Kimbunga Mchawi Mchawi
Source File phone/applications0/com.facebook.mlite/live_data/databases/core.db : 0x53e73 (Table: messages)

2018-03-08 13:28:57 (UTC+1) Il

I mean like
From Gabie Case (Gabie Case)
%, Conversation Kimbunga Mchawi Mchawi
Source File phone/applications0/com.facebook.mlite/live_data/databases/core.db : 0x53d05 (Table: messages)

Look at my profile duh

2018-03-08 13:29:07 (UTC+1) JEIEIpIe

From Gabie Case (Gabie Case)
%, Conversation Kimbunga Mchawi Mchawi
Source File phone/applications0/com.facebook.mlite/live_data/databases/core.db : 0x53b8c (Table: messages)

You are now connected on Messenger.

2018-03-09 17:36:57 (UTC+1) JEJEIpIe

From Gabie Case (Gabie Case)
%, Conversation Baryaruha Josh
Source File phone/applications0/com.facebook.mlite/live_data/databases/core.db : 0x5e10d (Table: messages)
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Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

& Translate

@ Label
Package
Version

Application Type

Application Size

Data Size

APK File Extracted

Last Active

© Last Month Use Time

Translations ®
sondag
Translation
OB Language
© Created

Source File

gatan
Translation
OB Language
© Created

Source File

vad heter du?
Translation
OB Language
© Created

Source File

kanelbullar
Translation
OB Language
© Created

Source File

kottbullar
Translation
OB Language
© Created

Source File

Translate
com.google.android.apps.translate
4.3.0.RC04.102001856

User Application

18.4 MB

516.0 kB

Xno

2017-09-13 14:09:00 (UTC+2)
00:26:00

sunday
sv->en
2015-10-14 15:08:29 (UTC+2)

phone/applications0/com.google.android.apps.translate/live_data/databases/historydb_sql

Street
sv->en
2015-10-14 15:10:02 (UTC+2)

phone/applications0/com.google.android.apps.translate/live_data/databases/historydb_sql

what's your name?
sv->en
2015-10-14 15:11:07 (UTC+2)

phone/applications0/com.google.android.apps.translate/live_data/databases/historydb_sql

Cinnamon buns
sv->en
2015-10-14 15:12:07 (UTC+2)

phone/applications0/com.google.android.apps.translate/live_data/databases/historydb_sql

meatballs
sv->en
2015-10-14 15:13:22 (UTC+2)

phone/applications0/com.google.android.apps.translate/live_data/databases/historydb_sql

: 0x3fad (Table: entries)

: 0x3f7b (Table: entries)

: 0x3f0c (Table: entries)

: 0x3ec6 (Table: entries)

: 0x3e66 (Table: entries)

2020-02-25 11:15:27 (UTC+1)
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pdf_files/phone/applications0/com.google.android.apps.translate

Case Label: Compelson Demo Case Evidence Number: 8974969-589-468 Device Label: Mobile Number #3

) Viber

@ Label Viber
Package com.viber.voip
Version 5.8.0.1736
Application Type User Application
S Application Size 36.1 MB
S Data Size 7.4 MB
APK File Extracted v yes

APK Verification Result = APK verification successful

Uses scheme v2

Cert f836a66f8779785d51933547a1048c2e42adab9e, valid
APK Verification from 2010-12-12T16:00:55Z to 2229-12-24T16:00:55Z, Subject:
Message C=Unknown, ST=Unknown, L=Unknown, O=Viber Media,

OU=R&D, CN=Unknown, Issuer: C=Unknown, ST=Unknown,

L=Unknown, O=Viber Media, OU=R&D, CN=Unknown

© First Installed 2016-04-15 16:29:33 (UTC+2)
© Last Updated 2016-04-15 16:29:33 (UTC+2)
APK Malware Detection

No malware detected (97.69%).
Result

Accounts M

James Compelson

[0 Mobile +420725005200

Source File phone/applications0/com.viber.voip/live_data/databases/viber_messages : 0x6fc4 (Table:
participants_info)

Contacts ™

Megan Brandt

© Joined 2016-04-15 16:36:13 (UTC+2)
Source File phone/applications0/com.viber.voip/live_data/databases/viber_data : 0x6f26 (Table:
phonebookcontact)

Participants in Conversations ()

Megan Brandt

0 Mobile +420732402612
Number of Calls 3
Number of Messages 7
Source File phone/applications0/com.viber.voip/live_data/databases/viber_messages : 0x6f72 (Table:

participants_info)
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pdf_files/phone/applications0/com.viber.voip

Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468 Device Label: Mobile Number #3

Conversations (1 conversations, 7 messages, 2 deleted)

Legend:

ISent message | | Received message ! Draft

1
! Failed message | | Unknown message Deleted message X

1 +420732402612

© Last Activity

& Participants

Source File
James Compelson (James
Compelson)
James Compelson (James
Compelson)

2016-04-15 16:40:20 (UTC+2)

James Compelson, Megan Brandt
phone/applications0/com.viber.voip/live_data/databases/viber_messages : 0x2fc6 (Table: conversations)

2016-04-15 16:36:38 (UTC+2)

2016-04-15 16:37:42 (UTC+2)

(Megan Brandt 2.
Megan Brandt (Megan Brandt) |What about next weekend??? | 2016-04-15 16:38:36 (UTC+2)
James Compelson (James |Okto me?) | 2016-04-15 16:38:56 (UTC+2)
Compelson) .
James Compelson (James |Tom0rrowm | 2016-04-15 16:40:15 (UTC+2) X
Compelson)

Megan Brandt (Megan Brandt) |‘)

| 2016-04-15 16:40:20 (UTC+2)

James Compelson (James
Compelson)

Messages (7 total, 2 deleted)

From

®, Conversation

Source File

| | 2016-04-15 16:40:29 (UTC+2) X

1 @ Megan Brandt (Megan Brandt) 2016-04-15 16:36:38 (UTC+2) ESIEals

James Compelson (James Compelson)
+420732402612

phone/applications0/com.viber.voip/live_data/databases/viber_messages : 0x7f8e (Table: messages)

®, Conversation

Source File

2 @ Megan Brandt (Megan Brandt) 2016-04-15 16:37:42 (UTC+2) ISEai
From James Compelson (James Compelson)

+420732402612
® Label Sticker
Path hone/applications0/com.viber.voip/live_specific/media/.stickers/40100/
r130_00040107_orig.png
Size 129 KB
© Modified 2017-04-15 16:31:57 (UTC+2)

phone/applications0/com.viber.voip/live_data/databases/viber_messages : 0x7f31 (Table: messages)

2020-02-25 11:15:27 (UTC+1)
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pdf_files/phone/applications0/com.viber.voip/live_specific/media/.stickers/40100/r130_00040107_orig.png
pdf_files/phone/applications0/com.viber.voip/live_specific/media/.stickers/40100/r130_00040107_orig.png
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Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

WhatsApp

®

Label

Package

Version

Application Type
Application Size

Data Size

APK File Extracted
APK Verification Result

APK Verification
Message

First Installed
Last Updated

APK Malware Detection
Result

Accounts M

James Compelson

o/ Phone Number

Source File

Contacts ™

Megan Brandt

WhatsApp

com.whatsapp

2.16.13

User Application

23.4 MB

2.0 MB

v yes

APK verification successful
Uses scheme v2

Cert 38a0f7d505fe18fec64fbf343ecaaaf310dbd799, valid from
2010-06-25T23:07:16Z to 2044-02-15T23:07:16Z, Subject: C=US,
ST=California, L=Santa Clara, O=WhatsApp Inc.,
OU=Engineering, CN=Brian Acton, Issuer: C=US, ST=California,
L=Santa Clara, O=WhatsApp Inc., OU=Engineering, CN=Brian

Acton
2016-04-15 13:01:25 (UTC+2)
2016-04-15 13:01:25 (UTC+2)

No malware detected (92.41%).

o/ Phone Number

© Status

© Modified
Number of Calls
Number of Messages

Source File

Other Contacts @ total, 1 deleted)

Brianna Ammerman

o/ Phone Number

Source File

420725005200

phone/applications0/com.whatsapp/live_data/shared_prefs/com.whatsapp_preferences.xml

+420732402612

Available

2015-10-19 14:01:14 (UTC+2)
1

5

phone/applications0/com.whatsapp/live_data/databases/wa.db : 0x3df6 (Table:
wa_contacts)

+15448965451

phone/applications0/com.whatsapp/live_data/databases/wa.db : 0x3f32 (Table:
wa_contacts)

phone/applications0/com.whatsapp/live_data/files/Avatars/
15448965451@s.whatsapp.net.j

2020-

02-25 11:15:27 (UTC+1)
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pdf_files/phone/applications0/com.whatsapp
pdf_files/phone/misc/real_extensions/phone/applications0/com.whatsapp/live_data/files/Avatars/15448965451@s.whatsapp.net.j/3005.jpeg

Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

2 Lisa Cahow

oJ Phone Number

Source File

3 Megan Brandt

oJ Phone Number

Source File

4 Paul Brown

oJ Phone Number

Source File

+15423698569

phone/applications0/com.whatsapp/live_data/databases/wa.db : 0x3ed7 (Table:
wa_contacts)

phone/applications0/com.whatsapp/live_data/files/Avatars/
15423698569@s.whatsapp.net.

X Deleted

+14102526985

phone/applications0/com.whatsapp/live_data/databases/wa.db : 0x3fa3 (Table:
wa_contacts)

+14705896214

phone/applications0/com.whatsapp/live_data/databases/wa.db : 0x3e7c (Table:
wa_contacts)

phone/applications0/com.whatsapp/live_data/files/Avatars/
14705896214@s.whatsapp.net.

Conversations ( conversations, 4 deleted, 5 messages, 1 deleted)

Legend:

ISent message | | Received message

1
i !Failed message | | Unknown message Deleted message X

1 420732402612@s.whatsapp.net

© Updated 2016-04-15 11:45:17 (UTC+2)
& Participants ames Compelson, Megan Brandt
Source File phone/applications0/com.whatsapp/live_data/databases/msgstore.db : 0x58829 (Table: chat_list)
phone/applications0/com.whatsapp/live_data/databases/wa.db (Table: wa_contacts)
James Compelson (ames | | 2016-04-15 13:44:03 (UTC+2)
Compelson)
James Compelson (James

| Hi. Do you have time this weekend??? | 2016-04-15 13:44:03 (UTC+2)

Compelson)

Megan Brandt (Megan Brandt) -
|Yep:) maybe next time.

| 2016-04-15 13:45:17 (UTC+2)

James Compelson (Jlames |Np.) | 2016-04-15 13:45:31 (UTC+2)
Compelson) !
James Compelson (ames | Bye | 2016-04-15 13:49:58 (UTC+2) X
Compelson) -
2 hi. do you have time this weekend???
& Participants ames Compelson

Source File phone/applications0/com.whatsapp/live_data/databases/msgstore.db : 0x5983f (Table: chat_list)

phone/applications0/com.whatsapp/live_data/databases/wa.db (Table: wa_contacts)

2020-02-25 11:15:27 (UTC+1)
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Case Label:

Case Evidence Number: 8974969-589-468 Device Label: Mobile Number #3

2 yep:) maybe next time.

& Participants

Source File

4np;)
& Participants

Source File

5 bye..

& Participants

Source File

Messages ( total, 1 deleted)

1 8 Megan Brandt (Megan Brandt)

X Deleted

James Compelson
phone/applications0/com.whatsapp/live_data/databases/msgstore.db : 0x5981b (Table: chat_list)

phone/applications0/com.whatsapp/live_data/databases/wa.db (Table: wa_contacts)

X Deleted

James Compelson
phone/applications0/com.whatsapp/live_data/databases/msgstore.db : 0x59810 (Table: chat_list)

phone/applications0/com.whatsapp/live_data/databases/wa.db (Table: wa_contacts)

X Deleted

James Compelson
phone/applications0/com.whatsapp/live_data/databases/msgstore.db : 0x4d6e4 (Table: chat_list)

phone/applications0/com.whatsapp/live_data/databases/wa.db (Table: wa_contacts)

2016-04-15 13:44:03 (UTC+2) JEIEIpIe

From
%, Conversation

Source File

James Compelson (James Compelson)
420732402612@s.whatsapp.net

phone/applications0/com.whatsapp/live_data/databases/msgstore.db : 0x638cb (Table: messages)

From

%, Conversation

Source File

2 @ Megan Brandt (Megan Brandt)

Hi. Do you have time this weekend???

2016-04-15 13:44:03 (UTC+2) JEIEIpIe

James Compelson (James Compelson)
420732402612@s.whatsapp.net

phone/applications0/com.whatsapp/live_data/databases/msgstore.db : 0x6382a (Table: messages)

3 @ Megan Brandt (Megan Brandt)

2016-04-15 13:45:17 (UTC+2) [l

To
%) Conversation

Source File

Yep:) maybe next time.

James Compelson (James Compelson)
420732402612@s.whatsapp.net

phone/applications0/com.whatsapp/live_data/databases/msgstore.db : 0x637b4 (Table: messages)

From
%, Conversation

Source File

4 @ Megan Brandt (Megan Brandt)
Np;)

2016-04-15 13:45:31 (UTC+2) JEJEIpIe

James Compelson (James Compelson)
420732402612@s.whatsapp.net

phone/applications0/com.whatsapp/live_data/databases/msgstore.db : 0x63739 (Table: messages)

Bye..
From

%, Conversation

Source File

5 @ Megan Brandt (Megan Brandt)

2016-04-15 13:49:58 (UTC+2) JEIEIpIe X Deleted

James Compelson (James Compelson)
420732402612@s.whatsapp.net

phone/applications0/com.whatsapp/live_data/databases/msgstore.db : 0x453f9 (Table: messages)
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Case Label: Compelson Demo Case Evidence Number: 8974969-589-468 Device Label: Mobile Number #3

Calls m

Legend:

+/ > Dialed call oJ € Received call oJ € Missed call © & Rejected call & & Voicemail
Label From / To Time Duration

1 JE From: Megan Brandt (Megan Brandt) 2016-04-15 16:05:23 (UTC+2) 00:00:45

Stored Media Files

Stored Images @)

1 14705896214@s.whatsapp.net.j

Path phone/applications0/com.whatsapp/live_data/files/Avatars/14705896214@s.whatsapp.net.j
Size 3.90 KB
© Modified 2017-03-15 10:56:48 (UTC+1)

2 15423698569@s.whatsapp.net.j

Path phone/applications0/com.whatsapp/live_data/files/Avatars/15423698569@s.whatsapp.net.j
Size 3.35KB
© Modified 2017-03-15 10:56:48 (UTC+1)

3 15448965451@s.whatsapp.net.j

Path phone/applications0/com.whatsapp/live_data/files/Avatars/15448965451@s.whatsapp.net.j
Size 3.56 KB
© Modified 2017-03-15 10:56:48 (UTC+1)
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pdf_files/phone/applications0/com.whatsapp/live_data/files/Avatars/15448965451@s.whatsapp.net.j

Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

© YouTube

@ Label

Package

Version
Application Type
Application Size

Data Size

APK File Extracted
Last Active

Last Day Use Time
Last Week Use Time

Last Month Use Time

Searches M
donetsk airport

Q Searched Query
O Time

Source File

YouTube
com.google.android.youtube
10.37.58

System Application Update
14.1 MB

476.0 kB

Xno

2017-09-25 09:11:00 (UTC+2)
05:34:00

15:35:00

20:07:00

donetsk airport
2015-10-14 15:45:57 (UTC+2)

phone/applications0/com.google.android.youtube/live_data/databases/history.db : 0x3fd4 (Table: suggestions)

2020-02-25 11:15:27 (UTC+1)
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pdf_files/phone/applications0/com.google.android.youtube

Case Label: Compelson Demo Case Evidence Number: 8974969-589-468 Device Label: Mobile Number #3

Application List e

Any.do

com.anydo
First Installed: 2018-04-13 11:51:59 (UTC+2)

Last Updated: 2018-05-25 13:14:33 (UTC+2)

APK File Extracted: v yes

APK Verification Result: APK verification successful

APK Malware Detection Result: No malware detected (96.92%).

User Application Version: 4.9.5.1 Application Size: 29.3 MB  Data Size: 0.0 B

Calendar

com.android.calendar

First Installed: 2017-05-26 23:40:10 (UTC+2)

Last Updated: 2017-05-26 23:40:10 (UTC+2)

APK File Extracted: X no

System Application Version: 5.0.0.1 Application Size: 5.3 MB  Data Size: 0.0 B

Calendar

com.google.android.calendar

First Installed: 2018-04-13 12:30:19 (UTC+2)

Last Updated: 2018-05-25 13:29:55 (UTC+2)

Last Active: 2017-09-15 19:16:00 (UTC+2)

Last Month Use Time: 00:05:00

APK File Extracted: v yes

APK Verification Result: APK verification successful

APK Malware Detection Result: No malware detected (98.06%).

User Application Version: 5.
8.32-196213607- Application Size: 18.7 MB  Data Size: 0.0 B
release

Calendar Storage

com.android.providers.calendar

First Installed: 2017-05-26 23:37:13 (UTC+2)

Last Updated: 2017-05-26 23:37:13 (UTC+2)

APK File Extracted: X no

System Application Version: 5.0.0.1 Application Size: 141.4 kB Data Size: 0.0 B

Dialer Storage

com.android.providers.telephony

First Installed: 2014-11-09 19:48:22 (UTC+1)

Last Updated: 2014-11-09 19:48:22 (UTC+1)

APK File Extracted: X no

System Application Version: 5.0.1-
19505XXUHOE3

Application Size: 76.8 kB Data Size: 5.1 MB

Email

com.android.email

First Installed: 2014-11-09 19:49:28 (UTC+1)
Last Updated: 2014-11-09 19:49:28 (UTC+1)
APK File Extracted: X no

System Application Version: 5.0.0.0200 Application Size: 13.4 MB  Data Size: 568.0 kB

Evernote

com.evernote

APK File Extracted: v yes

APK Verification Result: APK verification successful

APK Malware Detection Result: No malware detected (93.53%).

User Application Version: 7.2 Application Size: 22.3 MB  Data Size: 3.4 MB

Cache Size: 0.0 B

Cache Size: 0.0 B

Cache Size: 0.0 B

Cache Size: 0.0 B
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pdf_files/phone/misc/thumbs/img_28899.png
pdf_files/phone/applications0/com.anydo
pdf_files/phone/misc/thumbs/img_28919.png
pdf_files/phone/applications0/com.android.calendar
pdf_files/phone/misc/thumbs/img_28900.png
pdf_files/phone/applications0/com.google.android.calendar
pdf_files/phone/misc/thumbs/img_28901.png
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pdf_files/phone/applications0/com.android.providers.telephony
pdf_files/phone/misc/thumbs/img_28903.png
pdf_files/phone/applications0/com.android.email
pdf_files/phone/misc/thumbs/img_28904.png
pdf_files/phone/applications0/com.evernote

Case Label: Compelson Demo Case Evidence Number: 8974969-589-468 Device Label: Mobile Number #3

@

Facebook

com.facebook.katana
First Installed: 2018-04-03 11:57:59 (UTC+2)
Last Updated: 2018-06-06 12:55:34 (UTC+2)
Last Active: 2017-09-25 13:08:00 (UTC+2)
Last Day Use Time: 22:13:00

APK File Extracted: X no
System Application

Version: 175.0.0.40.97 Application Size: 60.7 MB  Data Size: 0.0 B
Update

Facebook App Installer

com.facebook.system
First Installed: 2018-04-03 11:57:59 (UTC+2)

Last Updated: 2018-05-15 10:14:12 (UTC+2)
APK File Extracted: X no
System Application

Update Version: 31.0.17 Application Size: 93.8 kB Data Size: 0.0 B

Facebook App Manager

com.facebook.appmanager
First Installed: 2018-04-03 11:57:57 (UTC+2)
Last Updated: 2018-05-15 10:14:06 (UTC+2)
Last Active: 2017-09-13 06:25:00 (UTC+2)
APK File Extracted: X no
System Application
Update

Version: 31.0.17 Application Size: 2.4 MB  Data Size: 0.0 B

Facebook for HTC Sense

com.htc.sense.socialnetwork.facebook

First Installed: 2018-04-13 13:18:43 (UTC+2)

Last Updated: 2018-04-13 13:35:47 (UTC+2)

APK File Extracted: X no

User Application Version: 8.00.752746 Application Size: 2.8 MB  Data Size: 0.0 B

Gmail

com.google.android.gm

Last Active: 2017-09-25 13:08:00 (UTC+2)
Last Day Use Time: 00:31:00

Last Week Use Time: 12:28:00

Last Month Use Time: 1 day, 04:18:00
APK File Extracted: X no

System Application Version: 5.
Update 6.103338659.rele Application Size: 12.3 MB  Data Size: 1.7 MB
ase

Google Calendar Sync

com.google.android.syncadapters.calendar

First Installed: 2017-05-26 23:34:40 (UTC+2)

Last Updated: 2017-05-26 23:34:40 (UTC+2)

APK File Extracted: X no

System Application Version: 5.2.3-99827563-
release

Application Size: 1.2 MB  Data Size: 0.0 B

Google Play services

com.google.android.gms

First Installed: 2016-01-29 16:11:35 (UTC+1)
Last Updated: 2016-07-28 14:23:55 (UTC+2)
Last Active: 2017-09-17 11:00:00 (UTC+2)
Last Month Use Time: 00:37:00

APK File Extracted: X no

System Application Version: 9.4.52 R o o
Update (440-127739847) Application Size: 54.3 MB  Data Size: 0.0 B
Hangouts

com.google.android.talk
APK File Extracted: X no
System Application
Update

Version: 4.2.102354210  Application Size: 24.0 MB  Data Size: 1.2 MB

Cache Size: 0.0 B

Cache Size: 0.0 B

Cache Size: 0.0 B

Cache Size: 0.0 B

Cache Size: 0.0 B
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Case Label: Compelson Demo Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

Internal Filesystem waussies

Filename

L

2.jpg

MD5 hash hash: 4A1555C46DD74ABBF643091D8E9BSESE

MAIN Armstrong.jpg

MD5 hash hash: E4D9329127EFC2B6E419AF78B0921C69

MAIN Dominika 2.jpg

MD5 hash hash:21482CB0B1C6ED58876682366AA0D362

MAIN Dominika.JPG

MD5 hash hash: A2F98AED4A75E6A98C8ACA7651D739F8

MAIN Nicol.jpg

MDS5 hash hash: 6028015F36321D2C3679498E2766FBCB
Armstron

e

rF F F F

MD5 hash hash: 5673CB01EF69D396EC1A87F4B3E7D 156

E’

MD5 hash hash: 8CEFCEC9252CC403EE23D2BC8091C2E9

E‘

MD5 hash hash: 7B868D4405993E3F4409EEFESOAFC924

%

MD5 hash hash: 04184ED218EAD8D211AD78722A998815

E

MD5 hash hash: 8FB8C0C15D754441E3C927B7B08D4238

MD5 hash hash: 85C2BC92312AD630AD02D591E7B5601D
/Dominika/

(e

MD5 hash hash: 50A76DBB7E61D747B270C43950DE6995
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MD5 hash hash: 07C8D6FE8C951FCB8D7F495989CEE381
9
MD5 hash hash: 6CA220C2BA76C7A758BE97F93C27ECFD

3

MD5 hash hash: DFE54E3B94461627F04CB1380C3COCF4

w
W
o

MD5 hash hash: BBEBOACAC3CEQEE8867FD2A09D86B11F

w
E
=

MD5 hash hash: 74F7E974930BDF333C66D0544A7F3348

Size

52.2 KB

126 KB

117 KB

125KB

323KB

159 KB

406 KB

200 KB

320KB

838 KB

94.5KB

91.3KB

76.0 KB

234 KB

94.9 KB

51.5KB

274 KB

101 KB

113 KB

76.6 KB

90.4 KB

98.7 KB

169 KB

103 KB

347 KB

90.0 KB

86.3 KB

72.6 KB

54.7 KB

84.0KB

60.6 KB

80.6 KB

60.9 KB

127 KB

91.9KB

86.8 KB

Created

2018-03-27 09:24:56

2018-03-27 09:24:57
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Modified

2018-03-02 11:02:58

2018-03-02 11:24:09
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2018-03-02 10:57:09

2018-03-02 11:11:09

2018-03-27 09:24:57
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Case Label: Compelson Demo Case Evidence Number: 8974969-589-468 Device Label: Mobile Number #3

External Filesystem aqiies

Filename Size Created Modified Accessed
/

/Nokia 7 Plus Stock Wallpapers/ 2018-03-22 06:46:17 2018-03-22 06:46:17 2018-03-22 06:46:17

Alkaline Lake.jpg 1.31 MB 2018-03-22 06:46:17 2018-03-22 06:46:17
MD5 hash hash: AB75138B949AC1F57960FBAC66299F32

Curl Curl Beach Aerial.jpg 224 MB 2018-03-22 06:46:17 2018-03-22 06:46:17

MD5 hash hash: 7F6312388E87DF339341EF242C2F9340

Grey Glacier Lookout.jpg 1.27 MB 2018-03-22 06:46:17 2018-03-22 06:46:17
MD5 hash hash: AE886B4FDIECEFODOFAI7A42BB45B678

Ice Texture.jpg 568 KB 2018-03-22 06:46:17 2018-03-22 06:46:17
MD5 hash hash: 5FCC800692D1DB35A428FDDODEECESEA

Luminescence.jpg 210 MB 2018-03-22 06:46:17 2018-03-22 06:46:17
MD5 hash hash: FOA101ED882F9A73454FECCDA669A52E

Mtfitz Roycerro.jpg 548 KB 2018-03-22 06:46:17 2018-03-22 06:46:17
MD5 hash hash: 21DD56B2D809750A1386C5C490E62CA7

Night Flight.jpg 1.38 MB 2018-03-22 06:46:17 2018-03-22 06:46:17
MD5 hash hash: 74BE547082D80789E88759FD76A41F96

Onyx.jpg 1.26 MB 2018-03-22 06:46:17 2018-03-22 06:46:17
MD5 hash hash: 5D10594292FBF07F73CB6DBF359F9FEB

Stillness Of Night.jpg 1.65MB 2018-03-22 06:46:17 2018-03-22 06:46:17
MD5 hash hash: 1816F399B50081884BDF8E1095A20842

Torres Del Paine Horns.jpg 898 KB 2018-03-22 06:46:17 2018-03-22 06:46:17
MDS hash hash: 0BFOB3314213F5282468C4B2B07332F7

Upper Antelope Slot Canyon.jpg 1.62 MB 2018-03-22 06:46:17 2018-03-22 06:46:17

MD5 hash hash: 90DDEAS5E667C1924C12018B783B3FBF4

L
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pdf_files/phone/raw3
pdf_files/phone/raw3/Nokia 7 Plus Stock Wallpapers
pdf_files/phone/raw3/Nokia 7 Plus Stock Wallpapers/Alkaline Lake.jpg
pdf_files/phone/raw3/Nokia 7 Plus Stock Wallpapers/Curl Curl Beach Aerial.jpg
pdf_files/phone/raw3/Nokia 7 Plus Stock Wallpapers/Grey Glacier Lookout.jpg
pdf_files/phone/raw3/Nokia 7 Plus Stock Wallpapers/Ice Texture.jpg
pdf_files/phone/raw3/Nokia 7 Plus Stock Wallpapers/Luminescence.jpg
pdf_files/phone/raw3/Nokia 7 Plus Stock Wallpapers/Mtfitz Roycerro.jpg
pdf_files/phone/raw3/Nokia 7 Plus Stock Wallpapers/Night Flight.jpg
pdf_files/phone/raw3/Nokia 7 Plus Stock Wallpapers/Onyx.jpg
pdf_files/phone/raw3/Nokia 7 Plus Stock Wallpapers/Stillness Of Night.jpg
pdf_files/phone/raw3/Nokia 7 Plus Stock Wallpapers/Torres Del Paine Horns.jpg
pdf_files/phone/raw3/Nokia 7 Plus Stock Wallpapers/Upper Antelope Slot Canyon.jpg

Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

Applications Filesystem essasies

L

rF rF rF

L

r r

e

e rFr e el = F =0 == 0 = F P 0 "PrFrErE

e

Filename
/

/Q5AWL8WCY6.iMapMyRunPlus/

AdditionInfo.plist

MD5 hash hash: SEDDA56481F6DC10A324D0OFDA1278787

description.info

MD5 hash hash: 5482BC8CEBA674929B3C090F65543B43

description.info.xml

MD5 hash hash: 6BE4300BEB601A3F4734E599BE35D00B

icon.png

MD5 hash hash: D8018778B6C7D969B35DFB55515870FC

/Q5AWLBWCY6.iMapMyRunPlus/backup/
/Q5AWLBWCY6.iMapMyRunPlus/backup/Documents/
AllActivityTypes.plist

MD5 hash hash: 8E10090786CE61D73B36C2E50509CD 1C

RecentActivityTypes-Run.plist

MD5 hash hash: B419BAB6E347E86934F7338E07C86002

iMapMy3.sqlite

MD5 hash hash: 1C50D046217E336670B7A6A3F7933F94

/Q5AWL8WCY6.iMapMyRunPlus/backup/Library/
com-facebook-sdk-AppEventsTimeSpent.json

MD5 hash hash: B2490B988E584C982CB859507447F1B0

com-facebook-sdk-PersistedAnonymouslD.json

MD5 hash hash:39E12D20046E82EBA4A995AD7FC48F90

google_tagmanager.db

MD5 hash hash: 1E658C0B0A1111B23AE8F5A4BD8057C6

googleanalytics-aux-v4.sql

MD5 hash hash: 2DE832579F5C2E86EECFFF2F33E99F02

googleanalytics-v2.sql

MD5 hash hash: 3890FE7C9A5F3C82B3E1AB97B8B8E4FS

googleanalytics-v3.sql

MD5 hash hash:711143145B25AD0172400A1F70E21EB6

/Q5AWLBWCY6.iMapMyRunPlus/backup/Library/Application

Support/
data.log

MD5 hash hash: 9284D315D80897BA54357E7780F032C0

io.pulse.SDK.plist

MD5 hash hash:399ECCCD27F700392BE6BF3BC960E37B

/Q5AWLBWCY6.iMapMyRunPlus/backup/Library/Application

Support/Google/

/Q5AWLBWCY6.iMapMyRunPlus/backup/Library/Application
Support/Google/TagManager/
resource_GTM-WKTVDH

MDS5 hash hash:

06ADB1AEF09326B6CCFAT

/Q5AWLBWCY6.iMapMyRunPlus/backup/Library/Application
Support/com.crashlytics/
CLSUserDefaults.plist

MD5 hash hash: A1BB7ABD752CD73835AB6D21A32F7BF5

/Q5AWLBWCY6.iMapMyRunPlus/backup/Library/Cookies/
Cookies.binarycookies

MD5 hash hash:4120E2EF467DB65BB54A42D75EAEB508

/Q5AWL8WCY6.iMapMyRunPlus/backup/Library/

Preferences/

Q5AWLBWCY6.iMapMyRunPlus.plist

MD5 hash hash: 04C70C92CB8B64AB2D 1BCF20B7623AB5

com.apple.medialibrary.plist

MD5 hash hash: 61C54855E057381B59AF86885F648BEF
/Q5AWL8WCY6.iMapMyRunPlus/live_ios/

/Q5AWLBWCY6.iMapMyRunPlus/live_ios/Documents/
AllActivityTypes.plist

MD5 hash hash: 8E10090786C

E61D73B36C2E50509CD1C

RecentActivityTypes-Run.plist

MD5 hash hash: B419BAB6E347E86934F7338E07C86002

iMapMy3.sqlite

MD5 hash hash: 12B4E31AB624978DEFC126F48DE801DA

iMapMy3.sqlite-shm

MD5 hash hash: 653688CAED22756629620002232B219C

iMapMy3.sqlite-wal

MD5 hash hash: 23DE8F5D6E937072BB5B423515F9E18B

/Q5AWL8WCY6.iMapMyRunPlus/live_ios/Library/
com-facebook-sdk-AppEventsTimeSpent.json

MD5 hash hash: B2490B988E584C982CB859507447F1B0

Size

7.21KB

149B

789B

3.86 KB

524 KB

729B

188 KB

85B

52B

12.0KB

12.0KB

44.0KB

40.0KB

419KB

470B

28.0KB

1.65KB

500B

8.96 KB

126 8B

524 KB

729B

180 KB

32.0KB

109 KB

85B

Created

2017-01-25 09:57:24
2017-01-25 09:57:22

2017-01-25 09:57:21

2017-01-2511:04:44

2017-01-2511:06:16
2017-01-2511:06:14

2017-01-2511:05:04

2017-01-2509:57:24

2017-01-2511:06:16

2017-01-25 09:57:27

2017-01-25 09:57:27

2017-01-2511:06:14

2017-01-2511:06:15

2017-01-2511:05:10

2017-01-25 09:57:30

2017-01-25 09:57:30

2017-01-2511:06:17

2017-01-2511:06:17

2017-01-2511:06:15
2017-01-2511:06:15

2017-01-2511:06:14

2017-01-2511:06:14

2017-01-25 09:57:32

2017-01-25 09:46:10
2017-01-25 09:57:22

2017-01-25 09:57:21

2017-01-2509:57:24

2017-01-2509:57:24

2017-01-2509:57:24

2017-01-25 09:46:10
2017-01-2511:06:14

Modified

2017-01-2509:57:24
2017-01-25 09:57:22

2017-01-25 09:57:21

2017-01-2511:06:06

2017-01-2511:06:16
2017-01-2511:06:14

2017-01-2511:05:04

2017-01-2509:57:24

2017-01-2511:06:16

2017-01-2511:04:52

2017-01-2511:06:17

2017-01-2511:06:14

2017-01-2511:06:15

2017-01-2511:05:10

2017-01-25 09:57:30

2017-01-25 09:57:30

2017-01-2511:06:17

2017-01-2511:06:17

2017-01-2511:06:15
2017-01-2511:06:15

2017-01-2511:06:14

2017-01-2511:06:14

2017-01-25 09:57:31

2017-01-2509:57:24
2017-01-25 09:57:22

2017-01-25 09:57:21

2017-01-2511:04:44

2017-01-2511:08:16

2017-01-25 11:06:06

2017-01-2511:06:16
2017-01-2511:06:14

Accessed

2020-02-25 11:15:27 (UTC+1)
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pdf_files/phone/applications0
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/AdditionInfo.plist
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/description.info
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/description.info.xml
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/icon.png
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/backup
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/backup/Documents
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/backup/Documents/AllActivityTypes.plist
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/backup/Documents/RecentActivityTypes-Run.plist
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/backup/Documents/iMapMy3.sqlite
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/backup/Library
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/backup/Library/com-facebook-sdk-AppEventsTimeSpent.json
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/backup/Library/com-facebook-sdk-PersistedAnonymousID.json
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/backup/Library/google_tagmanager.db
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/backup/Library/googleanalytics-aux-v4.sql
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/backup/Library/googleanalytics-v2.sql
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/backup/Library/googleanalytics-v3.sql
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/backup/Library/Application Support
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/backup/Library/Application Support
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/backup/Library/Application Support/data.log
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/backup/Library/Application Support/io.pulse.SDK.plist
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/backup/Library/Application Support/Google
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/backup/Library/Application Support/Google
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/backup/Library/Application Support/Google/TagManager
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/backup/Library/Application Support/Google/TagManager
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/backup/Library/Application Support/Google/TagManager/resource_GTM-WKTVDH
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/backup/Library/Application Support/com.crashlytics
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/backup/Library/Application Support/com.crashlytics
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/backup/Library/Application Support/com.crashlytics/CLSUserDefaults.plist
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/backup/Library/Cookies
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/backup/Library/Cookies/Cookies.binarycookies
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/backup/Library/Preferences
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/backup/Library/Preferences
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/backup/Library/Preferences/Q5AWL8WCY6.iMapMyRunPlus.plist
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/backup/Library/Preferences/com.apple.medialibrary.plist
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/live_ios
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/live_ios/Documents
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/live_ios/Documents/AllActivityTypes.plist
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/live_ios/Documents/RecentActivityTypes-Run.plist
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/live_ios/Documents/iMapMy3.sqlite
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/live_ios/Documents/iMapMy3.sqlite-shm
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/live_ios/Documents/iMapMy3.sqlite-wal
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/live_ios/Library
pdf_files/phone/applications0/Q5AWL8WCY6.iMapMyRunPlus/live_ios/Library/com-facebook-sdk-AppEventsTimeSpent.json

Case Label: Compelson Demo Case Evidence Number: 8974969-589-468 Device Label: Mobile Number #3

Extra Filesystem uzsies

Filename Size Created Modified Accessed
l
/Content Providers/ 1600-12-31 23:57:44 1600-12-31 23:57:44 1600-12-31 23:57:44
BluetoothBonded.xml 1017 8B 2017-09-25 13:24:32
MD5 hash hash: 01BEC6EDA1D744CF7E959F351890F5D 1
Cellinfo.xml 6.82 KB 2017-09-25 13:24:32
MD5 hash hash: 238DD77F6E3AOD6AF923E59EC0748D 04
SettingsGlobal.xml 13.3KB 2017-09-25 13:24:32
MD5 hash hash: 641920AD9852152CA5A 1366139793307
UserDictionaryWord.xml 129 KB 2017-08-02 18:11:30
MD5 hash hash: 344BB8AAE82DB928CDF2575BF98A09F0
/Dumpsys/ 1600-12-31 23:57:44 1600-12-31 23:57:44 1600-12-31 23:57:44
bluetooth manager.log 802 KB 2017-09-25 13:24:33
MD5 hash hash: D14C92F75FA4A167DC270BB798439A67
deviceidle.log 6.68 KB 2017-09-25 13:24:33
MD5 hash hash: 0BD84637C2ED68DFBOD3C7481A834233
location.log 35.0KB 2017-09-25 13:24:33
MD5 hash hash: BA2429F34A983503B042D F6ED80A498A
meminfo.log 0B 2017-09-25 13:24:39
MD5 hash hash: D41D8CD98F00B204E9800998ECF8427E
netstats.log 2.05KB 2017-09-25 13:24:41
MD5 hash hash: 5A944D26DE10599D243450237AE571E6
| notification.log 50.2 KB 2017-09-25 13:24:41
MD5 hash hash: F3267371D08DA7D7ACAEBD031ECF43B1

[ ] usagestats.log 140 KB 2017-09-2513:24:41
MD5 hash hash: AA2EC4S555FF15EF51FIB849491ECAAE

L

L

i use r.log 686 B 2017-09-25 13:24:41
MD5 hash hash: 42CABB2C952D71ADD94AC659CA133B1D

[ ] wifi.log 617B 2017-09-25 13:24:42
MD5 hash hash: FBEE8492B3E19276423C403AFES5740C
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pdf_files/phone/applications1
pdf_files/phone/applications1/Content Providers
pdf_files/phone/applications1/Content Providers/BluetoothBonded.xml
pdf_files/phone/applications1/Content Providers/CellInfo.xml
pdf_files/phone/applications1/Content Providers/SettingsGlobal.xml
pdf_files/phone/applications1/Content Providers/UserDictionaryWord.xml
pdf_files/phone/applications1/Dumpsys
pdf_files/phone/applications1/Dumpsys/bluetooth_manager.log
pdf_files/phone/applications1/Dumpsys/deviceidle.log
pdf_files/phone/applications1/Dumpsys/location.log
pdf_files/phone/applications1/Dumpsys/meminfo.log
pdf_files/phone/applications1/Dumpsys/netstats.log
pdf_files/phone/applications1/Dumpsys/notification.log
pdf_files/phone/applications1/Dumpsys/usagestats.log
pdf_files/phone/applications1/Dumpsys/user.log
pdf_files/phone/applications1/Dumpsys/wifi.log

Case Label: Compelson Demo Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

Misc Filesystem asties

Filename

/

/account icons/
25.png

MD5 hash hash: 33BFD563FCE9D 12BA2AC388D 14F65D08

27.png

MDS5 hash hash: 33BFD563FCE9D 12BA2AC388D 14F65D08

/contact_pictures/
44.jpeg

MDS5 hash hash: 60508203EE2245EB69E032D57A3D 6930
46.jpeg

MDS5 hash hash: 0B454CEDFA5044957B9466B3586081B9
48.jpeg

MDS5 hash hash: 35B1D832E31398960E7D CE5963571223
50.jpeg

MDS5 hash hash: 0938C6AD987BAS4E9FCAAAE7B08B7A0C
52.jpeg

MDS5 hash hash: AFD31A20388EA4DACBC9316262E82531
54.jpeg

MDS5 hash hash: 7651B99BA9B28254D06B10B055FAECAS
56.jpeg

MDS5 hash hash: F68FEE6019093DFCBAC04A3703A5B36F

58.jpeg

MD5 hash hash: 1BE10768753EF3AC4C9E00B569192F78

60.jpeg

MD5 hash hash: 487406FC96687F1EC27904B4F8DE2F5C

62.jpeg

MDS5 hash hash: 4A41FE9FA03C7205201FEBOE997D7379
64.jpeg

MDS5 hash hash: 1D9DF09B3BD8300F698D46790B711DC9
66.jpeg

MDS5 hash hash: BSBEC32DC5D3A67D9E6AAGEF7D9141BD
68.jpeg

MDS5 hash hash: 7F68ED30F82D6C071AA52882ACFCE301
70.jpeg

MDS5 hash hash: A8730C5C595EDCBA19738A1B60F73833
72.jpeg

MDS5 hash hash: E33FE3A74741F1785B5C1DE7ECA89693
74.jpeg

MD5 hash hash: 852B63DC3BB7B144CBB1DDA92479628B

L

[

L

rF F F FFFrFrerrFrFePFFrFPFFr

Size Created

9.67 KB

9.67 KB

4.74KB

5.06 KB

3.90 KB

3.35KB

3.56 KB

245KB

20.9KB

25.0KB

20.8 KB

25.2KB

30.9KB

2.77KB

25.5KB

42.7KB

37.0KB

3.09 KB

Modified

Accessed

2020-02-25 11:15:27 (UTC+1)
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pdf_files/phone/misc
pdf_files/phone/misc/account_icons
pdf_files/phone/misc/account_icons/_25.png
pdf_files/phone/misc/account_icons/_27.png
pdf_files/phone/misc/contact_pictures
pdf_files/phone/misc/contact_pictures/_44.jpeg
pdf_files/phone/misc/contact_pictures/_46.jpeg
pdf_files/phone/misc/contact_pictures/_48.jpeg
pdf_files/phone/misc/contact_pictures/_50.jpeg
pdf_files/phone/misc/contact_pictures/_52.jpeg
pdf_files/phone/misc/contact_pictures/_54.jpeg
pdf_files/phone/misc/contact_pictures/_56.jpeg
pdf_files/phone/misc/contact_pictures/_58.jpeg
pdf_files/phone/misc/contact_pictures/_60.jpeg
pdf_files/phone/misc/contact_pictures/_62.jpeg
pdf_files/phone/misc/contact_pictures/_64.jpeg
pdf_files/phone/misc/contact_pictures/_66.jpeg
pdf_files/phone/misc/contact_pictures/_68.jpeg
pdf_files/phone/misc/contact_pictures/_70.jpeg
pdf_files/phone/misc/contact_pictures/_72.jpeg
pdf_files/phone/misc/contact_pictures/_74.jpeg

Case Label: Compelson Demo Case Evidence Number: 8974969-589-468 Device Label: Mobile Number #3

COO kl es (312 total, 102 deleted)

Name Domain Source Created Accessed Expires
Value
S / com.android.browser 2016-04-15 13:20:40 2016-04-15 13:20:40 2016-04-16 13:20:40
(UTC+2) (UTC+2) (UTC+2)
1
Source File phone/applications0/com.android.browser/live_data/databases/webviewCookiesChromium.db : 0x8f48 (Table: cookies)
S / com.android.browser 2016-04-15 13:20:40 2016-04-15 13:20:40 2016-04-16 13:20:40
(UTC+2) (UTC+2) (UTC+2)
1
Source File phone/applications0/com.android.browser/backup/db/webviewCookiesChromium.db : 0x8f48 (Table: cookies)
uuid2 / com.android.browser 2016-04-15 13:20:40 2016-04-15 13:20:40 2016-07-14 13:20:40
(UTC+2) (UTC+2) (UTC+2)
7782181878390178772
Source File phone/applications0/com.android.browser/backup/db/webviewCookiesChromium.db : 0x8f02 (Table: cookies)
uuid2 / com.android.browser 2016-04-15 13:20:40 2016-04-15 13:20:40 2016-07-14 13:20:40
(UTC+2) (UTC+2) (UTC+2)
7782181878390178772
Source File phone/applications0/com.android.browser/live_data/databases/webviewCookiesChromium.db : 0x8f02 (Table: cookies)
BizoCustomSegments / com.android.browser 2016-04-15 13:20:55 2016-04-15 13:43:35 2016-10-12 13:20:04
(UTC+2) (UTC+2) (UTC+2)
mtcm3FFnKg8ie
Source File phone/applications0/com.android.browser/live_data/databases/webviewCookiesChromium.db : 0x8ab6 (Table: cookies)
BizoCustomSegments / com.android.browser 2016-04-15 13:20:55 2016-04-15 13:43:35 2016-10-12 13:20:04
(UTC+2) (UTC+2) (UTC+2)
mtcm3FFnKg8ie
Source File phone/applications0/com.android.browser/backup/db/webviewCookiesChromium.db : 0x8ab6 (Table: cookies)
BizoData / com.android.browser 2016-04-15 13:20:55 2016-04-15 13:43:35 2016-10-15 01:20:04
(UTC+2) (UTC+2) (UTC+2)

Jr3BxHJOlisNKOpAhIXiiSisVdOnVSCzXk3mxojwQEiizt7RkrY0a9j;VBMwgBskfc9TFzipjV2eqwXiiPow1tD4v4GOryPliiukaegtP6lyKXzqTI4nKlIvfpJrUIXMg0TTTwo5iiGzz2s)
E69xX0TSPwolj3EMoHf26 TEDgOEctO GHoMtoVOjRALAZRpJLgTUIi3E81my05ipUY79PuisRMEfrisHVpgtoSjQfwYGGeRURhK3N68TnggxlisXIIHAieie

Source File phone/applications0/com.android.browser/backup/db/webviewCookiesChromium.db : 0x8b0a (Table: cookies)
BizoData / com.android.browser 2016-04-15 13:20:55 2016-04-15 13:43:35 2016-10-15 01:20:04
’ ’ (UTC+2) (UTC+2) (UTC+2)

Jr3BxHJOlisNKOpAhIXiiSisVdOnVSCzXk3mxojwQEiizt7RkrY0a9j;VBMwgBskfc9TFzipjV2eqwXiiPow1tD4v4GOryPliiukaegtP6lyKXzqTI4nKlIvfpJrUIXMg0TTTwo5iiGzz2s)
E69xX0TSPwolj3EMoHf26 TEDgOEctO GHoMtoVOjRALAZRpJLgTUIi3E81my05ipUY79PuisRMEfrisHVpgtoSjQfwYGGeRURhK3N68TnggxlisXIIHAieie

Source File phone/applications0/com.android.browser/live_data/databases/webviewCookiesChromium.db : 0x8b0a (Table: cookies)
BizolD / com.android.browser 2016-04-15 13:20:55 2016-04-15 13:43:35 2016-10-15 01:20:04
(UTC+2) (UTC+2) (UTC+2)
8b5c7df3-30a1-466f-9627-3d8fc34de88e
Source File phone/applications0/com.android.browser/live_data/databases/webviewCookiesChromium.db : 0x8c50 (Table: cookies)
BizolD / com.android.browser 2016-04-15 13:20:55 2016-04-15 13:43:35 2016-10-15 01:20:04
(UTC+2) (UTC+2) (UTC+2)

8b5c7df3-30a1-466f-9627-3d8fc34de88e

Source File phone/applications0/com.android.browser/backup/db/webviewCookiesChromium.db : 0x8c50 (Table: cookies)

. . . 2016-04-15 13:20:40 2016-04-15 13:43:35 2016-10-1501:19:49
BizoUserMatchHistory / com.android.browser (UTC+2) (UTC+2) (UTC+2)
3T4ipkQIXDVL3WSGVEEUr9gR1rYcygTlqyFiiXUOAHC6H401xdb6sI8poRZ)YwyziskZFNVisuliij6UiibisPaOliifrde1vKyXTaA8 MAILMTfBjOBcuAiiCZHKmKUvNgUNOhTVe

Source File phone/applications0/com.android.browser/live_data/databases/webviewCookiesChromium.db : 0x8caf (Table: cookies)

. . . 2016-04-15 13:20:40 2016-04-15 13:43:35 2016-10-1501:19:49
BizoUserMatchHistory / com.android.browser (UTC+2) (UTC+2) (UTC+2)
3T4ipkQIXDVL3WSGVEEUr9gR1rYcygTlqyFiiXUOAHC6H401xdb6sI8poRZ)YwyziskZFNVisuliij6UiibisPaOliifrde1vKyXTaA8 MAILMTfBjOBcuAiiCZHKmKUvNgUNOhTVe

Source File phone/applications0/com.android.browser/backup/db/webviewCookiesChromium.db : 0x8caf (Table: cookies)
MR / com.android.browser 2016-04-15 12:50:17 2016-04-15 13:43:34 2016-10-12 12:49:26
’ ’ (UTC+2) (UTC+2) (UTC+2)
0
Source File phone/applications0/com.android.browser/live_data/databases/webviewCookiesChromium.db : 0x7c11 (Table: cookies)
. 2016-04-15 12:50:17 2016-10-12 12:49:26
MR / com.android.browser (UTC+2) (UTC+2)
0 X Deleted
Source File phone/applications0/com.android.browser/backup/db/webviewCookiesChromium.db : 0x4d85 (Table: cookies)
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Case Label: Compelson Demo Case Evidence Number: 8974969-589-468 Device Label: Mobile Number #3

Name Domain Source Created Accessed Expires
Value
. 2016-04-15 12:50:17 2016-10-12 12:49:26
MR / com.android.browser (UTC+2) (UTC+2)
0 X Deleted
Source File phone/applications0/com.android.browser/live_data/databases/webviewCookiesChromium.db : 0x4d85 (Table: cookies)
MR / com.android.browser 2016-04-15 12:50:17 2016-04-15 13:43:34 2016-10-12 12:49:26
: : (UTC+2) (UTC+2) (UTC+2)
0
Source File phone/applications0/com.android.browser/backup/db/webviewCookiesChromium.db : 0x7c11 (Table: cookies)
MR / com.android.browser 2016-04-15 13:20:39 2016-04-15 13:20:39 2016-10-12 13:19:48
: : (UTC+2) (UTC+2) (UTC+2)
0
Source File phone/applications0/com.android.browser/live_data/databases/webviewCookiesChromium.db : 0x8f7b (Table: cookies)
MR / com.android.browser 2016-04-15 13:20:39 2016-04-15 13:20:39 2016-10-12 13:19:48
’ ’ (UTC+2) (UTC+2) (UTC+2)
0
Source File phone/applications0/com.android.browser/backup/db/webviewCookiesChromium.db : 0x8f7b (Table: cookies)
MUID / com.android.browser 2016-04-15 12:50:17 2016-04-15 13:43:34 2018-04-15 12:49:26
’ ’ (UTC+2) (UTC+2) (UTC+2)
05A5880E69C46A4C263280F66DC469A8
Source File phone/applications0/com.android.browser/live_data/databases/webviewCookiesChromium.db : 0x7bc0 (Table: cookies)
. 2016-04-15 12:50:17 2018-04-15 12:49:26
MUID / com.android.browser (UTC+2) (UTC+2)
05A5880E69C46A4C263280F66DC469A8 X Deleted
Source File phone/applications0/com.android.browser/backup/db/webviewCookiesChromium.db : 0x416e (Table: cookies)
. 2016-04-15 12:50:17 2018-04-15 12:49:26
MUID / com.android.browser (UTC+2) (UTC+2)
05A5880E69C46A4C263280F66DC469A8 X Deleted
Source File phone/applications0/com.android.browser/live_data/databases/webviewCookiesChromium.db : 0x416e (Table: cookies)
MUID / com.android.browser 2016-04-15 12:50:17 2016-04-15 13:43:34 2018-04-15 12:49:26
’ ’ (UTC+2) (UTC+2) (UTC+2)
05A5880E69C46A4C263280F66DC469A8
Source File phone/applications0/com.android.browser/backup/db/webviewCookiesChromium.db : 0x7bc0 (Table: cookies)
GO / com.android.browser 1970-01-01 03:27:20 2016-04-15 12:50:17 2036-04-15 08:58:58
1% s : : (UTC+1) (UTC+2) (UTC+2)
%%, yahoo.comAOuU=1 X Deleted
Source File phone/applications0/com.android.browser/backup/db/webviewCookiesChromium.db : 0x43c6 (Table: cookies)
GO / com.android.browser 2016-04-15 12:50:17 2036-04-15 08:58:58
1% s : : (UTC+2) (UTC+2)
*%%.yahoo.comAOuU=1 X Deleted
Source File phone/applications0/com.android.browser/live_data/databases/webviewCookiesChromium.db : 0x43cc (Table: cookies)
GO / com.android.browser 1970-01-01 03:27:20 2016-04-15 12:50:17 2036-04-15 08:58:58
1% s : : (UTC+1) (UTC+2) (UTC+2)
*%%.yahoo.comAOuU=1 X Deleted
Source File phone/applications0/com.android.browser/live_data/databases/webviewCookiesChromium.db : 0x43c6 (Table: cookies)
GO / com.android.browser 2016-04-15 12:50:17 2036-04-15 08:58:58
1% s : : (UTC+2) (UTC+2)
%%, yahoo.comAOuU=1 X Deleted
Source File phone/applications0/com.android.browser/backup/db/webviewCookiesChromium.db : 0x43cc (Table: cookies)
IDE / com.android.browser 2016-04-15 12:50:11 2016-04-15 13:43:33 2018-04-15 12:49:20
’ ’ (UTC+2) (UTC+2) (UTC+2)
AHWQTUN43-1uBHe9CCYLUIr_ivrYQ7-tcRPukgDtvxwbPcJjo330WWpDbQ
Source File phone/applications0/com.android.browser/live_data/databases/webviewCookiesChromium.db : 0x7a2d (Table: cookies)
. 2016-04-15 12:50:11 2018-04-15 12:49:20
IDE / com.android.browser (UTC+2) (UTC+2)
AHWQTUN43-1uBHe9CCYLUIr_ivrYQ7-tcRPukgDtvxwbPcJjo330WWpDbQ X Deleted
Source File phone/applications0/com.android.browser/live_data/databases/webviewCookiesChromium.db : 0x42e0 (Table: cookies)
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Case Label: Compelson Demo Case Evidence Number: 8974969-589-468 Device Label: Mobile Number #3

Contact Analysis w2, 1 deletea)

A subset of phone contacts filtered by a minimum of 1 associated events, sorted by the number of associated events in descending order

Contact Origin Total Messages Calls Other
Gabie Case Messenger 429 Total: 384 Total: 0 45
Received: 153 Received: 0
Sent: 197 Missed: 0
Other: 34 Dialed: 0
Word Count: 2768 Other: 0
Total Call Time: 00:00:00
Josefine Compelson Messenger 55 Total: 52 Total: 0 3
Received: 19 Received: 0
Sent: 33 Missed: 0
Other: 0 Dialed: 0
Word Count: 244 Other: 0
Total Call Time: 00:00:00
Godfrey Charles Messenger 24 Total: 23 Total: 0 1
Received: 5 Received: 0
Sent: 17 Missed: 0
Other: 1 Dialed: 0
Word Count: 101 Other: 0
Total Call Time: 00:00:00
Timotejko Dusicka Messenger 23 Total: 22 Total: 0 1
Received: 12 Received: 0
Sent: 9 Missed: 0
Other: 1 Dialed: 0
Word Count: 60 Other: 0
Total Call Time: 00:00:00
Agyemang McAbraham Messenger 21 Total: 20 Total: 0 1
Received: 13 Received: 0
Sent: 7 Missed: 0
Other: 0 Dialed: 0
Word Count: 93 Other: 0
Total Call Time: 00:00:00
Khatibu Haji Messenger 21 Total: 20 Total: 0 1
Received: 12 Received: 0
Sent: 8 Missed: 0
Other: 0 Dialed: 0
Word Count: 42 Other: 0
Total Call Time: 00:00:00
Kasimu Ndembo Messenger 21 Total: 20 Total: 0 1
Received: 13 Received: 0
Sent: 7 Missed: 0
Other: 0 Dialed: 0
Word Count: 148 Other: 0
Total Call Time: 00:00:00
Carlos le Beau Messenger 21 Total: 20 Total: 0 1
Received: 12 Received: 0
Sent: 8 Missed: 0
Other: 0 Dialed: 0
Word Count: 64 Other: 0
Total Call Time: 00:00:00
Ashock Haidary Messenger 21 Total: 20 Total: 0 1
Received: 8 Received: 0
Sent: 12 Missed: 0
Other: 0 Dialed: 0
Word Count: 95 Other: 0
Total Call Time: 00:00:00
Ally Bendera Messenger 21 Total: 20 Total: 0 1
Received: 6 Received: 0
Sent: 14 Missed: 0
Other: 0 Dialed: 0
Word Count: 56 Other: 0

Total Call Time: 00:00:00
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Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

Contact
Jason Dunn

Kimbunga Mchawi Mchawi

Martin Listek Rudolf

Sharon McCray Chatman

Ifedayo Oyeneye

Megan Brandt

Virginia Kimball

Johnathain Funderburk

Josefine Compelson

Megan Brandt

Dr. Samuel Edward Adams,
CSC.

Origin
Messenger

Messenger

Messenger

Messenger

Messenger

Messenger

Messenger

Messenger Lite

WhatsApp

Account: James
Compelson

Total
21

20

20

16

12

1"

10

9

8

7

7

Messages
Total: 20
Received: 9
Sent: 11
Other: 0

Word Count:

Total: 19
Received: 7
Sent: 11
Other: 1

Word Count:

Total: 19
Received: 6
Sent: 12
Other: 1

Word Count:

Total: 15
Received: 7
Sent: 7
Other: 1

Word Count:

Total: 11
Received: 4
Sent: 6
Other: 1

Word Count:

Total: 7
Received: 2
Sent: 5
Other: 0

Word Count:

Total: 9
Received: 5
Sent: 3
Other: 1

Word Count:

Total: 8
Received: 5
Sent: 2
Other: 1

Word Count:

Total: 8
Received: 8
Sent: 0
Other: 0

Word Count:

Total: 5
Received: 1
Sent: 4
Other: 0

Word Count:

Total: 0
Received: 0
Sent: 0
Other: 0

Word Count:

616

50

141

192

44

547

41

56

Calls

Total: 0
Received: 0
Missed: 0
Dialed: 0
Other: 0

Total Call Time:

Total: 0
Received: 0
Missed: 0
Dialed: 0
Other: 0

Total Call Time:

Total: 0
Received: 0
Missed: 0
Dialed: 0
Other: 0

Total Call Time:

Total: 0
Received: 0
Missed: 0
Dialed: 0
Other: 0

Total Call Time:

Total: 0
Received: 0
Missed: 0
Dialed: 0
Other: 0

Total Call Time:

Total: 3
Received: 0
Missed: 0
Dialed: 3
Other: 0

Total Call Time:

Total: 0
Received: 0
Missed: 0
Dialed: 0
Other: 0

Total Call Time:

Total: 0
Received: 0
Missed: 0
Dialed: 0
Other: 0

Total Call Time:

Total: 0
Received: 0
Missed: 0
Dialed: 0
Other: 0

Total Call Time:

Total: 1
Received: 1
Missed: 0
Dialed: 0
Other: 0

Total Call Time:

Total: 0
Received: 0
Missed: 0
Dialed: 0
Other: 0

Total Call Time:

00:00:00

00:00:00

00:00:00

00:00:00

00:00:00

00:00:54

00:00:00

00:00:00

00:00:00

00:00:45

00:00:00

Other
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Case Label: Compelson Demo

Case Evidence Number: 8974969-589-468

Device Label: Mobile Number #3

Timeline (2901 total, 412 deleted)

All events in ascending order

* Entries marked with asterisk are cross-referenced from phone contacts

© Time (connecting)
Event Origin

Event Type

0000-00-00 13:28:56
(unknown time zone)

Phone Bluetooth
Pairings

Uncategorized Item

© Time (connected time) 0000-00-00 13:29:04

Event Origin

Event Type

(unknown time zone)

Phone Bluetooth
Pairings

Uncategorized Item

© Time (connected time) 0000-00-00 13:33:15

Event Origin

Event Type

© Time (disconnected)
Event Origin

Event Type

(unknown time zone)
Phone Bluetooth
Pairings
Uncategorized Item

0000-00-00 13:33:15
(unknown time zone)

Phone Bluetooth
Pairings

Uncategorized Item

© Time (connected time) 0000-00-00 13:33:16

Event Origin

Event Type

(unknown time zone)

Phone Bluetooth
Pairings

Uncategorized Item

© Time (connected time) 0000-00-00 13:33:17

Event Origin

Event Type

© Time (disconnected)
Event Origin

Event Type

© Time (disconnected)
Event Origin

Event Type

(unknown time zone)

Phone Bluetooth
Pairings

Uncategorized Item

0000-00-00 13:33:17
(unknown time zone)

Phone Bluetooth
Pairings

Uncategorized Item

0000-00-00 13:33:19
(unknown time zone)

Phone Bluetooth
Pairings

Uncategorized Item

1 CMP018

Device Address

Bond State

00:11:67:83:12:F8
Bonded

Source File phone/applications1/Content Providers/BluetoothBonded.xml

2 CMP018

Device Address

Bond State

00:11:67:83:12:F8
Bonded

Source File phone/applications1/Content Providers/BluetoothBonded.xml

3 CMP018

Device Address

Bond State

00:11:67:83:12:F8
Bonded

Source File phone/applications1/Content Providers/BluetoothBonded.xml

4 CMP018

Device Address

Bond State

00:11:67:83:12:F8
Bonded

Source File phone/applications1/Content Providers/BluetoothBonded.xml

5 CMP018

Device Address

Bond State

00:11:67:83:12:F8
Bonded

Source File phone/applications1/Content Providers/BluetoothBonded.xml

6 CMP018

Device Address

Bond State

00:11:67:83:12:F8
Bonded
phone/applications1/Content Providers/BluetoothBonded.xml

Source File

7 CMP018

Device Address

Bond State

00:11:67:83:12:F8
Bonded

Source File phone/applications1/Content Providers/BluetoothBonded.xml

8 CMP018

Device Address

Bond State

00:11:67:83:12:F8
Bonded

Source File phone/applications1/Content Providers/BluetoothBonded.xml

2020-02-25 11:15:27 (UTC+1)

Generated by Compelson MOBILedit Forensic Express PRO 7.1.0.17610

1835



Case Label: Compelson Demo Case Evidence Number: 8974969-589-468 Device Label: Mobile Number #3

Data Extraction Log

2019-04-05 13:51:10 Data extraction started - MOBILedit Forensic Express, version 6.1.0.15480 (x64)
2019-04-05 13:51:28 All 16 phonebook contacts were successfully extracted
2019-04-05 13:51:28 All 29 messages were successfully extracted
2019-04-05 13:51:28 All 60 organizer events were successfully extracted
2019-04-05 13:51:28 All 12 calls were successfully extracted

2019-04-05 13:51:28 All 18 archive files were successfully extracted
2019-04-05 13:51:28 All 7 audio files were successfully extracted
2019-04-05 13:51:28 All 163 documents were successfully extracted
2019-04-05 13:51:28 All 1026 image files were successfully extracted
2019-04-05 13:51:28 All 39 json files were successfully extracted
2019-04-05 13:51:28 All 13 plist files were successfully extracted
2019-04-05 13:51:28 All 106 sqlite databases were successfully extracted
2019-04-05 13:51:28 All 2 video files were successfully extracted
2019-04-05 13:51:28 All 246 xml files were successfully extracted
2019-04-05 13:51:28 All 2 binary cookies files were successfully extracted
2019-04-05 13:51:28 All 2380 other files were successfully extracted
2019-04-05 13:51:21 All 24 applications were successfully extracted
2019-04-05 13:51:28 Data extraction finished

Report generation finished on: 2019-04-05 14:23:11 (UTC+2)
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